X

s

% 0
A%f /‘YU%SE%'%




=ES YA

TEIUAERIRENWER]R

T2l B, BEMIZERR

Efnafmd il eZiR

SHIEEARRERERNY , T CMEE~m. WAFREIR

2018 TBIEZEV R



%I_I_

® FEK

FEIZT

® FRSCI
> WAFETRHIhRE
> WAFY RBIhgg
> WAFZERS
> TheefiiEeehat

VAN
® gé— ‘_‘Lllgl\g:é

2018 TBIEZEV R



3

2018 TBIEZEV R



BATBE] 7 B ] 7

W

surasl] B, 1 e

- T8 BUIVEF~RURSEIGHYAR ;
- T, BlWAFFRiBEEREEEFwebZ 2 HHIEN  RESHEMLZ S~ mAREks]. NG

2018 #EREV R



2018 |EZEW R



NN

2018 TBIEZEV R



WAF /= mn I 8e 28 AX A

f ) (m =
WAFRGIEE A
WAFHECRITHES (EHWEBZ LT HEEFS
REEE, TS

/
kR, BE. ERRAERE

%%gﬁ

()zms%ﬁié%%

N
/

CCR5fE] . RIERFSIEDHT

WAFHgH EEIhaE SRR ERERFtERD)

HIRASHT, TEIRAE *Efﬂ‘*ﬁ FEEE.

NG




gt - ERWAFFRHT

- 2018 TBREREW R




it -

1

EIRAE

R

3 <F

B =

RS REAN  LSHeBA  HESTRS

2

@ 2018 TBREREW R




2018 TBIEZEV R



WAFE I ThEE

HEZERTE
-

8-
AR T
et

S= &

v

| <

Amer BBz

HiTaiE
1. FFEnginx( openresty ) , fRTiRE
2. BEEER. M), BEHREREERERETEredis
3. FIFLUATEE MITMNMER D ERALEE
@ TEinit-workerfERERT A redisEEE
@ fEaccessERHITRINAIEFIENERIT
® fEheaderf/iE&I&sessionidE5 \cookie , LUMEREERIZHZHED T
@ TEbodyM ERHITHUREET IS
® oo AR ©) 2018 mrzewr



1 ZIEE - RN H

ASER N

o

Y =Y=y=)

AR
AR S AERY

&

pull

pull

N

S IEARSS

LUAFRIR

o MNIKR

® FINIHEX

@ NS
@ TimerflfT
@ RedisBEA

@ Modsecurityfi N EEFREY
@ mEWAFT
® EARBRZEAYTI N

2018 TBIEZEV R



WAFERLIHEE - AL IL

AR TR
@ systemtap-toolkit TEiE{LIEN
@ SClLBCFFTER | PLEC/E B TIER TS

$ ./ngx-pcre-stats -p 24528 --total-time-top --luajit20
Tracing 24528 (/path/to/nginx/sbin/nginx)...

Hit Ctrl-C to end.

e

Top N regexes with longest total running time:

1. pattern /WEB ATTACK/: 15103us (total data size: 82184)
2. pattern / cf \d+/: 11143us (total data size: 25916)
3. pattern /["\x01-\xff]/: 10233us (total data size:
102825)

$ ./ngx-pcre-stats -p 24528 --worst-time-top --luajit20

Tracing 24528 (/path/to/nginx/sbin/nginx)...

Hit Ctrl-C to end.

~C

Top N regexes with worst running time:

1. pattern /\.cookie\b.*?\;\W*?domain\W*?\=/: 98us (data size: 36)
2. pattern /(Content-Length|Transfer-Encoding)/: 89us (data size:
14)

3. pattern / cf \d+/: 63us (data size: 8)

4, pattern /["\x01-\xff]/: 53us (data size: 13)

5. pattern /\b(background|dynsrc|href|lowsrc|src)\b\W*?=/: 53us
(data size: 5147)

"rule_id": "10100003",
"match_type": "regex",
"rule_name":"JAVA XENS¥",

"key_word": "\\bget(%:runtime|parameter|inputstream|reader) |write)\\sx?\\(",

"action": "deny"
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Flink, no fault tolerance
(0 msec latency at 99th percentile)

Flink, 5 second checkpoints
(0 msec latency at 99th percentile)

Storm, no fault tolerance
(11 msec latency at 9%9th percentile)

Storm, fault tolerance activated
(30-120 msec latency at 99th percentile)

Trident, fault tolerance activated
(3000 msec latency at 9%th percentile)

0.00

Throughput for distributed grep

40.00 80.00 120.00 160.00
Average throughput (millions of events per second)

200.00
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http://www.modsecurity.org/
https://github.com/openresty/openresty-systemtap-toolkit
https://en.wikipedia.org/wiki/Bloom_filter
https://en.wikipedia.org/wiki/Hidden_Markov_model
https://data-artisans.com/blog/high-throughput-low-latency-and-exactly-once-stream-processing-with-apache-flink




