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Zero Trust Architecture

ZERD TRUST SECURITY
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Internet Security Conference 2018 Beijing- China
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EEE: 2005, Jericho Forum

IT & Systems A Secure Design

.JERQCHO '

Inherently Secure
Systems, Protocols
& Data

De-Perimeterised
Architecture

BlackHat

Business Driven

Architecture
. i
* “"Inherent Security” - That everything is;

»  Authenticated

»  Protected against unauthorised reading (probably Encrypted)

* Repudiatable



FN\BEEMEBRSEESLHPIES VUwoFRE

74 b ]
& [
W — R W R R LN E E WiE - R A BHR - A AL

AERISE: 2009, Forrester Zero Trust

IS

1. FEHRLIHIFCELX.

2. BER/VBUPRENHEHISEMEBiES,
3. tENFLHCRABERE

447 % {f” User MCAP
FORRESTER SR

WWW MCAP
November 5, 2010

Build Security Into Your Network’s DNA: The Zero

Trust Network Architecture

by John Kindervag
with Stephanie Balaouras and Lindsey Coit
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BEYONDCORP:
A NEW APPROACH TO ENTERPRISE SECURITY
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NETWORK
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MANAGED DEVICE
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Google

BeyondCorp components and access flow
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Zero Trust Model

Modern Approach to Access

Organization Policy

. - E
a User Risk

Muiti-factor Authentication?

Impossible Travel?

Unusual Locations?

= : 2018, Microsoft Zero Trust Model

- R K R 2

""" Trust Signal m— Full Access

m—  Threat Intelligence www  Limited Access

Documents

o] E nﬁ ﬂ?a‘-e—ooo

Sensitive Data Access

Modern Apps & Protocols

Password Leaked? : —3  (Office 365  Dynamics 365 i e e f:\ &
..and more ] )
: weAw G OBvODE-
SRR Security Policy -
% Integrated Threat Intelligence Engine(s) L~~~ B Monitor & Restrct Access :
J Continuous Risk W
Evaluation
Legacy Apps
- Opportunity to Reduce Risk from full network access
. ' r
ll Device Risk L - - .
[ L é : P Bows i, {LDAP} - . wet 3 .
Managed? = v
Complian? B frereeeeeeendd “ . =
Infected with Malware? ;} User and Device Risk Networki ng
...and more aee
Reduce risks using segmentation, threat protection, and encryption
Signal % Decision . Enforcement

to make an informed decision based on organizational policy

of policy across resources
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fmt, Fpringg, g
an Contrct’!essage stat

makezero Tr‘ust:wfp

€. StatusPoLlChanneL chan chan bo
result ( fmt. Fpr1nt(u i

[ L respc 2 | | S y W W
}LChaI'I”ennar vy, €l Y™ o e af the

Zero Trust Security

T cuumnnwm T
| TOZERDTRUST 2~
‘ NOAUTHENTICATION?
| NoACCESS
|‘ NO EXCEPTION

- i ”:"“ f \ = __,—————\
Zero-trust Security - V7 T .

] Data nccess

Threat-aware data protection Y8 Keeps user identities, applications,
on-prem and in the cloud and data safe in a zero-trust world

Spi'fif Edition
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Google Centrify
MS Azure Okta
AWS DUO
Akamai Ping Identity
...... ForgeRock

PulseSecure

Symantec
PAN
Zscaler
Tripwire
AlgoSec

Mobiellron

Luminate
Aporeto
Cloud Harmonics
Cloudflare
Cymbel
Cyxtera
SecureCircle

ArecaBay

Double Octopus
Guardicore
Jump Cloud
Netronome
Plixer
ScaleFT
idaptiv
Basil
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| Machine Learning & Artificial Intelligence

| Zero Trust Architecture
Software Defined Enterprise
( Universal Transport - ( Mobility as a Platform
Continuous Multi-Factor ( Multi-Class Mobile J

| RF & SATCOM ENHANCEMENT |

Authentication
[ CELLULAR: 5GALTE-ULAA | (Physical Access) /
P
| Remote Mobility Transport | Identity Credential and Access Desktop/Mobile Convergence

Grey Core & Commercial Mana%nt(ICAM) J On Device Continuous Multi-
Solutions for Classified (CSfC) Blockehain ] Factor Authentication

Browser Isolation Enterprise Identity Provider (IdP) Next Gen Host Security
Assured Identity (Logical Access)

Strategy and Policy

Outreach and Education

Rapid Acquisition and Technology Accelerators

Network Services Computing Services
@ =Actively Engaged (O =Actively Pursuing () =Monitoring

End Point
@) =Enabling Activities
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H4 2 F(={F2843? Gartner vs. Forrester

GARTNER: CARTA

Adjust posture

Remediate

Design/Model policy change

Investigate incidents/
Retrospective analysis

Respond

Discover Requirements

Assess risk and compliance

Discover new requirements

Baseline known

usage and entitlements
Adjust posture

Assess risk/Test policy
change

Analyze, manage and report usage

Investigate and respond
to exceptions

Manage Usage

Policy

Adjust Implement

Zero Trust Network Segmentation
aka Microsegmentation

posture

Continuous
Risk/Trust
Assessment

Users
Systems
System activity
Payload

Compliance

Policy

Adjust Implement "N\

Monitor posture
Detect incidents
Confirm and prioritize risk

Contain incidents

Zero Trust Network Access
aka Software Defined Perimeter

posture

Continuous
Risk/Trust
Assessment
Users
Devices
Apps
Actions
Data

Compliance

v Adaptive Access

Context and credential assessment
Entity/Service/Data adaptation

Access

Monitor posture
Monitor usage compliance
Detect exceptions; prioritize risk

Contain/Mitigate risk

Verify Usage

FORRESTER: ZTX

- CERYE:
- HEDBIHRE:

S
WlRE—> oI, otr. B,

POt

—> @R,

Omat\on and orCheStra
sty S analyticg

Workloads

Devices
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Networks

s, TIEGRE

RHE




EN\BEEMESEECLHPIES
H £ 2E(S(F2243? EENIST (EB(S(F2efE) B

Draft NIST Special Publication 800-207

Zero Trust Architecture

This publication is available free of charge from:
https://doi.org/10.6028/NIST.SP.800-207-dratt

COMPUTER SECURITY

201959H

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce
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Figure 2: Core Zero Trust Logical Components
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Mainframe vs. Internet vs. Cloud
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JIT(Just In Time) & JEA(Just Enough Access)
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