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Establish release criteria Incident
and sign-off as part of Response
FSR (MSRC)

Administer and track Guide product teams to
security training meet SDL requirements

Training Requirements Design Implementation Verification Release

e Core training e Define quality e Attack surface e Specify tools e Dynamic/Fuzz e Response plan e Response

gates/bug bar analysis e Enforce banned testing e Final security execution
e Analyze security | e Threat modeling functions o Verify threat review

and privacy risk e Static analysis models/attack e Release archive
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CAPEC™ helps by providing a comprehensive dictionary of known patterns of attack employed by adversaries to exploi

nce defenses.

View the List of Attack Patterns

by Mechanisms of Attack ) by Domains of Attack )

Search CAPEC
ywords(s) or by CAPEC-ID Mumber. To search by multiple keywords, separate each by a space.

See the full CAPEC List page for enhanced information, downloads, and more.

Total Attack Patterns: 517

= F000 - Domains of Attack
1000 - Mechanisms of Attack ‘ —m® Software - (512)
—a® Engage in Deceptive Interactions - (156) —m® Hardware - (515)
: f —=® Communications - (512)
—m@ [l Content Spoo Ing_- (148) - @ Exploiting Trust in Client - ¢22)
—E‘.EIdentit‘y_Spoafing;{lﬂj —m [ Man in th_e Middle Attack - yo=)
; z B —m [l Interception - (2117)
—m [l Resource Location Spoofing - (154) —m @ Flooding - (125)
i ] 3 H . —m [l Excessive Allocation - f130)
mACtiﬂ?ﬂ SDDGfIﬁQ_{I?Ej = —m= [l Content Spoofing - ¢128)
—m [l Manipulate Human Behavior - (416) —m [ Identity Spoofing - (151)
s 1 oFi i ; I —m= [l Resource L ocation Spoofing - ¢154)
{?Ab"'?e EKIStIﬂQ FUI"ICtIOF"IEIlIt‘},.I’ (210) —m @ Infrastructure Manipulation - (162)
—m® Manipulate Data Structures - (255) —m@ [ Footprinting - (169)
Epra z - o —m [l Protocol Analysis - f102)
{? ME.IHIEJUIEItE System Resources (262) —m @ Communication Channel Manipulation - (z216)
—m® [nject UﬁEXDE‘.CtEd [tems - (152) —m @ Resource Injection - r220)
: E T : —= [l Protocol Manipulation - 272}
B® Er"m::lli:::q-,F F'mbgbl_hstm Technigues - (223) R irafic Injection - ttel
—m=@® Manipulate Timing and State - (172) —WM(QA
— . —m= [l Fault Injection - (62-1)
—@® Collect and Analyze Information - (118) —m® Supply Chain - (437)
—m® Subvert Access Control - (225) —m= ® Social Engineering - (403)
—m @ Physical Security - ¢s14)
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Practical Threat Analysis
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python/ZE
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RiskTree
AD Tool
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https://www.moresec.cn/sdl-stac.html
https://aka.ms/threatmodelingtool (B#ThR FEL)

https://www.continuumsecurity.net/threat-modeling-tool/

https://threatmodeler.com/

http://docs.threatdragon.org/

http://www.ptatechnologies.com/

http://www.octotrike.org/tools

https://qithub.com/mozilla/seasponge

https://sourceforge.net/projects/seamonster/

https://qithub.com/izar/pytm

https://github.com/stevespringett/threatmodel-sdk

https://www.foreseeti.com/

http://www.tutamantic.com/

https://web.archive.org/web/20120501184047/http://amenaza.c
om/
https://risktree.2t-security.co.uk/

https://satoss.uni.lu/members/piotr/adtool/

httns://aithub com/iimmvthombpson/ent
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https://www.microsoft.com/en-us/securityengineering

https://www.microsoft.com/en-us/securityengineering/sdl/

https://docs.microsoft.com/en-us/previous-
versions/windows/desktop/cc307891(v=msdn.10)?redirectedfrom=MSDN
https://docs.microsoft.com/zh-cn/azure/security/develop/threat-modeling-tool &k
https://www.microsoft.com/en-us/securityengineering/sdl/threatmodelingPd & MicrosoftEiiizEtE T EHFRE
=15

https://docs.microsoft.com/zh-cn/azure/security/develop/threat-modeling-tool-releases-73002061 ( EfEEE
T E20205F28h4S)

XFEmR St ST/ A E B R https://docs. microsoft.com/zh-cn/windows-server/identity/ad-ds/plan/security-best-
practices/implementing-least-privilege-administrative-models#in-applications

AR EE TN 2.0(20195F & 7R) https://www.microsoft.com/en-us/download/details.aspx?id=58105

X FEBIER

%FBSIMM https://www.bsimm.com/zh-cn/download.html (TF&BSIMM)

%FSAMM https://owaspsamm.org/ (B)

https://github.com/OWASP/samm (SAMMEFTHEHE)

https://wiki.owasp.org/index.php/OWASP SAMM Project#tab=Main (OWASP_F—ttSAMMEIEIT5&EE}
STRIDE (security) https://en.wikipedia.org/wiki/STRIDE (security)

Attack tree https://en.wikipedia.org/wiki/Attack tree
A b B CEUDEIR, RN E L ERIE)

BB BRI https://docs.microsoft.com/zh-cn/azure/security/azure-security-threat-modeling-tool-mitigations

- : .mi ) - ious- ' -n- = .10)?redi =
P CIN A Ve ] https://docs.microsoft.com/en-us/previous-versions/msp-n-p/ff648644(v=pandp.10)?redirectedfrom=MSDN
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