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CWSICLkFqizN85URk  10.0.2.109 29157 173.194.122.30
C20yAD2IBBP3EDSmb 10.0.2.15 49163 54.201.174.90

41 ABTGS 448638 Crge3SAXKCWYMPXd 10.0.2.109 49306 173.194.122.30
> 3580.129122 CROuiyPgwgJA4CCRd  10.0.2.109 49306 173.194.122.30

ssl.log
3578.924561 C20yADZIBBP3EDSmb 10.0.2.15 443 TLSv12 F2ZHZIX1f4EeRGbdrks,FgB8QI9a1tasIfSDS]

3582.492566  CsRAWBAIAWIIBYjZVE  10.0.2.15 443 Tisv2 -
3 3591.617809 Crge3SIXKLCWYMPXd 10.0.2.109 443 TLSv10 FiseAT2YTTirmFNwwa,FtlQ4ill MPOGOKenKS, FZMITN2ZWvGLBIQmAde
3652.501813 CROuUiyPgWRJASCCRd  10.0.2.109 443 TLSv10  FYfCTIItNZQIRHMTE] Fynx1D15isyRpREGYS, FeStmomPsQCTmBCll

3579.460896 FZHZIX1f4EeRGbdrks 091DD4F70C7F4355522FC298BD396057

3592.621231  FlseAT2YTTirnFNwwa 0D335238E52B18BE
2 3652.972915  FYfcTILtN2ZQ3RHMTE]) 0D335238E52B18BE

1. connection record

1.SSL aggregation

2. SSL aggregation

3. SSL aggregation

4. SSL aggregation

fEMTIRELERL, conn.og. ssllog. x509.log
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Connection 4-tuples

1.{ 10.0.2.15,54.201.174.90, 443, tcp }
1.SSL aggregation

2. SSL aggregation Feature extraction

2.{10.0.2.109, 173.194.122.30, 443, tcp }

1. connection record

3. SSL aggregation
Feature extraction

4. SSL aggregation
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NRIFERIEINS, FRSZMTA (iodine, dns2tcp. dnscat2, ozymandns) 1EHILEISFE

i DNS Name Server
. DNS tunnel server
i Cobalt Strike Team Server

. DNS tunnel client

nsi.crs.dm

iodine
dns2tcp
dnscat2
. ozymandns

PRS-Sensor

internal network Internet
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