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pwned websites

[©  ImimS

ﬁmyspace

YH 2 NetEase
www-163-com

FA\

APOLLO

333 5,687,892,700

pwned accounts

Largest breaches
711,477,622 Onliner Spambot accounts
593,427,119 Exploit.In accounts

457,962,538 Anti Public Combo List
accounts

393,430,309 River City Media Spam List
accounts

359,420,698 MySpace accounts
234,842,089 NetEase accounts
164,611,595 LinkedIn accounts
152,445,165 Adobe accounts
131,577,763 Exactis accounts
125,929,660 Apollo accounts

'5)\12 / l_zzl_
BINEBIFREZ S

ST

[—]
HJo

Bombuj.eu
Hub4Tech

AERSERV

@
®

e

84,738

92,316,237

pastes paste accounts

Recently added breaches

575,437 Bombuj.eu accounts
36,916 Hub4Tech accounts

66,147,869 You've Been Scraped
accounts

66,308 AerServ accounts
776,648 ForumCommunity accounts
265,410 Technic accounts
44,320,330 Data & Leads accounts
9,363,740 Adapt accounts
411,755 HTH Studios accounts

5,788,169 Elasticsearch Instance of
Sales Leads on AWS
accounts
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@ =EmEa B 28 Header(ZE -

v Response Headers view source
iazg . Ap***d Cn Cache-Control: no-store, no-cache, must-revalidate, post-c
i * * eck=0

Connection: keep-alive

%BE/LA\E Content-Encoding: gzip

Content-Length: 1505
YU** Content-Type: text/html;charset=utf-8
Date: Wed, 12 Dec 2018 ©08:32:50 GMT

/1 ﬁ Expires: Thu, 19 Nov 1981 08:52:00 GMT

== = 200 .
2017 01 10 P3P: CP="IDC DSP COR ADM DEVi TAIi PSA PSD IVAi IVDi CON
CNT"

2018£501ﬁ 10 E Pragma: no—cache

Server: Microsoft-IIS/8.5

.|

AR ¢ P ERPFREREEE RN
EAEA
EUFELRE]

|

rnb9145q0@; path=/

Vary: Accept-Encoding

: A3 FxF** 12 X-Cache: MISS from SSS_VIP 118

X-Powered-By: PHP/5.3.27 b Jeak
X-Powered-By: ASP.NET
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hex-lower
hex-upper

numeric
numeric

space

fd
uﬂ

ua
st
Af

symbols

symbols-

ualpha
ualpha-
ualpha
ualpha

ualpha-
ualpha
ualpha

-numeric

-all
all-space

space

numeri
-NUMeric-space

numeric-symbolld

numeric
-numeric-all

-all-space

symbol14-space =

Crunch

2345678%bcdef )

13456789ABCDEF )

[ (}\:;"'o,
[!@es%"6*() - _4=~"[J{}|\:;:"'©,.?/ ]

[ ABCDE FGHI JKLMNOPQRSTUWWXYZ ]
[ ABCDE FGHI JKLMNOPQRSTUWWXYZ

[ ABCDE FGHI JKLMNOPQRSTUVWXYZ “.ﬁ 3456789)

[ ABCDE FGHI JKLMNOPQRSTUVWXYZ0123456789

= [ABCDEFGHI JKLMNOPQRSTUWWXYZ0123456789

[ ABCDE FGHI JKLMNOPQRSTUWWXYZ0123456789!

[ ABCDE FGHI JKLMNOPQRSTUVWXYZ0123456789! .a:
[ ABCDE FGHI JKLMNOPQRSTUWWXYZ0123456789! @#

[abcdefghijklmnopqrstuvwxyz)

|@2SY & |
N6

N6
N6
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i
)-_

Burp Suite Professional v1.5.01

Burp Intruder Repeater Window Help

Target

Target

Repeater | Sequencer | Decoder

Comparer

- licensed to LarryLau

Extender | Options | Alerts

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see

help for full details.

Attack type:

nection:

+=
1

$=
J

1 payload position

Sniper

ogin/in HTTP/1.1

m
keep-alive

w-form-urlencoded
inrnqh; Intel Mac _ )

ml;g=0.

gzip, defl
zh ,2h;g=0.9
nb4f3al

Apple

9,image/ p,image/apng,*/*;g=0.8
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Length: 706
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Refresh
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mekasdreal@gmail.com

helton2@yahoo.com

:babydfew@yahoo.com

-obs201@gmail.com
helton2@gmail.com
sol helton2@mail.com

+234 80

‘gmail.

cloudflareZs

BETfacebook.
BT Fiverr.
AT whatsappZ

facebook. skypeZ
fiverr. VPNIES.,

j&facebook. fiverr.
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https.//toolbox.googleapps.com/apps/dig/

tibet.net.
;ANSWER

tibet.net.
tibet.net.
tibet.net.
tibet.net.
tibet.net.
;AUTHORITY

IN MX

14399
14399
14399
14399
14399

1 aspmx.l.google.com.

10 aspmx2.googlemail.com.

10 aspmx3.googlemail.com.
5 alt2.aspmx.l.google.com.
5 altl.aspmx.l.google.com.

[MacBook-Pro:~ netisvv$ dig ©8.8.8.8 mx hk

; <<>> DiG 9.10.6 <<>> [©8.8.8.8 mx hku.hk
; (1 server found)

;7 global options: +cmd

;7 Got answer:

i1 —>>HEADER<<- opcode: QUERY, status: NOE
;3 flags: qr rd ra; QUERY: 1, ANSWER: 2, A
;3 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 512

i1 QUESTION SECTION:

;hku.hk. IN
:; ANSWER SECTION:

hku. hk. 2527 IN MX
hku. hk. 2527 IN MX

;7 Query time: 187 msec

:; SERVER: 8.8.8.8#53(8.8.8.8)

73 WHEN: Thu Dec 13 10:24:36 CST 2018
;7 MSG SIZE rcvd: 85

MacBook-Pro:~ netisvv$ nslookup
> server 8.8.8.8

Default server: 8.8.8.8
Address: 8.8.8.8#53

[> set type=mx
[> 1-soon.net

Server: 8.8.8.8
Address: 8.8.8.8#53

- L] L]

Non-authoritative answer:
i-soon.net mail exchanger
i-soon.net mail exchanger

u.hk

RROR, id: 438@3

UTHORITY: @, ADDITIONAL: 1

MX

10 hku-nsp2.hku.hk.
15 hku-nspl.hku.hk.

5 mxbizl.qqg.com.
= 10 mxbiz2.qq.com.

W vt BN s SN RSN §e 7 E), D
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site:hkbu.edu.hk email

HhE FiE] L5
) 35,800 4R (AT 0.37 #)

[POFIHKBU Alumni Email Account
www.comp.hkbu.edu.hk/~ywleung/msc/Alumni_Email_Account.pdf v EIFIETT
After graduation, you can still use the HKBU email account. The email address is
xxxxxxxx@life.hkbu.edu.hk where xxxxxxxx is your student ID number at HKBU.

Webmail - Hong Kong Baptist University - College of International ...
https://www.cie.hkbu.edu.hk/main/email.php v EliZItTT

Change Single-Sign-On ID (SSOid) Password - University Privacy Policy. Copyright© College of
International Education, Hong Kong Baptist University.

Email | Office of Information Technology (ITO) - (ITO) - HKBU
https://ito.hkbu.edu.hk/index.php/services-2/email/ v #iFLLTT
20186 F4H - All staff, students and qualified retirees are entitled to a University email account which

is hosted by Google Gmail. Separate domain names ...

[PDF]
Email Email Anti-Spam Spamming System Use System ... - (ITO) - HKBU
ito.hkbu.edu.hk/pub/email/faq/if_email-anti-spamming-system-ug.pdf v EJiEIELTT

Email. If there suspected sp. “Spam Quarantine N. The quarantined mes all quarantined mess days,
the quarantine. To setup personal sp. Spamming.



HKBU Alumni Email Account

After graduation, you can still use the HKBU email account. The email address is
- & O —_ E xxxxxxxx@life.hkbu.edu.hk where xxxxxxxx is your student ID number at HKBU. This email
1 zkﬂym 31 tl:ﬂ Iﬁ 73 E’§1— = account is provided by Google to HKBU and the contact point is the HKBU Alumni Affairs
S R/ ; ) : :
Office. If you have any questions about this email account, please send your enquiry to the
Alumni Affairs Office (email: alumni@hkbu.edu.hk).

4

2. A
< IFIRIFE
Steps for Accessing HKBU Alumni Email Account

Eeey; e el P ¥
3 S o JE#\T"KEPQH% 1. Go to the Alumni Affairs Office webpage:
http://aao.hkbu.edu.hk

2.  Select webmail:

Ak Alumni Affairs Office

HONG KONG BAFTIST UNIVERSITY




® AZZ | aao.hkbu.edu.hk/en/webmail/index.php

H

e n - @ b:zhé&k(li;t g?r{;r‘ﬁwmsnv
1. SREVERAARSS =31,
WEBMAIL

2. iR
3\ / Jﬁtl:%fﬁ%

Sitemap Contact Us Print A

AiT
j==
ox

Hong Kong Baptist University Alumni Email Services

Sign in Create an account
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HKBU ¢

Google
X

PLEFF Gmail

ERNG NSRS i e ehol @life.hkbu.edu.hk

TiC T BB R ithit?

SEESHHHEN? BFEAFEEATRER.
BiHE

x
T

BIEMKS

Sitemap

Contact Us

Print

HOME

NEWS

ARCHIVE

DISTINGUISHED ALUMNI AW/
PUBLICATIONS

SERVICES

NETWORKS

GIVING

CONTACT
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[MacBook-Pro:~ netisvv$ dig ©8.8.8.8 mx life.hkbu.edu.hk

i <<>> DiG 9.10.6 <<>> ©8.8.8.8 mx life.hkbu.edu.hk
; (1 server found)

1. SEEUEBHIRSER(EE i bt ™

1+ —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 50809
i1 flags: qr rd ra; QUERY: 1, ANSWER: 5, AUTHORITY: ©, ADDITIONAL: 1

2\ i%ﬂEZFFSEJJ ii OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 512
i+ QUESTION SECTION:

I A i
3\ . J:L%q:TJ'ZEPng :1ife.hkbu.edu.hk. IN MX

:; ANSWER SECTION:
life.hkbu.edu.hk. 6215 1IN MX 5 ALT1.ASPMX.L.GOOGLE.COM.
life.hkbu.edu.hk. 6215 1IN MX 1 ASPMX.L.GOOGLE.COM.
1ife.hkbu.edu.hk. 6215 1IN MX 10 ASPMX2.GOOGLEMAIL .COM.
life.hkbu.edu.hk. 6215 1IN MX 10 ASPMX3.GOOGLEMAIL .COM.
life.hkbu.edu.hk. 6215 1IN MX 5 ALT2.ASPMX.L.GOOGLE.COM.

=%




/
7/
//
ot
el
i
// -
[MacBook-Pro:~ netisvv$ dig ©@8.8.8.8 mx hkbu.edu.hk
—t— -
1 zﬁﬂym 31&':]3&%%%{: = ; <<>> Di6 9.10.6 <<>> ©8.8.8.8 mx hkbu.edu.hk
> /N . (1 server found)
i1 global options: +cmd
NP = [ BN 1Y i1 Got answer: AN
> > .
2\ IJEEIHZFFa-EjJ i+ —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 63080
11 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: @, ADDITIONAL: 1
E=x :t""'i"’img ;; OPT PSEUDOSECTION:
‘ HH :
3\ / J:Ll%q:‘_.rzEPQ ; EDNS: version: @, flags:; udp: 512
77 QUESTION SECTION:
;hkbu.edu.hk. IN MX
77 ANSWER SECTION: AN
hkbu.edu.hk. 426 IN MX 20 mailgwy57.hkbu.edu.hk. )
hkbu.edu.hk. 426 IN MX 10 mailgwy56.hkbu.edu.hk.
o TS [ S, | =l 3 — - - - ‘K\
A

L\ Y " Py
AN
T
2 b
J
7

VSRCRBIY S




3. Enter your Account information, “Email Address”, “Password” and “Description” as below. After completed, press
“Next” on top of screen. Then enter server information.

Email : Your email address Server : exmail.hkbu.edu.hk The system verifying your account

1 z‘ kﬂym 314:H EQ%{E E Password : Your password Domain : hkbu.edu.hk information
N k 73 (= PR Username :

: Your username
wl. SMC HK & F49:39 81% «ll SMC HK 3G F410:55 100% & a1 SMC HK 3G 3 E%10:52

Z i?ﬁiﬁiﬁﬁb e e = o

Email buuser1@hkbu.edu.hk i ser1@ ! .hk i buuser1@hkbu.edu.hk

; e dll. u.e
N /\ buuse kbu E,dU.th

Domain Domain hkbu.edu.hk

4

Username Username buuserl

Password eeeescee Password eeececee

Description buuseri@hkbu.edu.hk Description buuseri@hkbu.edu.hk
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{$F Outlook Web App Light

E%#%5 Microsoft Exchange
© 2010 Microsoft Corporation, 1REEFRAEIF),
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Google
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YEE(EA Gmail
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2. imiEEE]

< IRIR+H
2017-12-14 Microsoft Office - Dynamic Data Exchange 'DDE' Payload Delivery (Metasploit)
2016-11-09 Microsoft Windows - LSASS SMB NTLM Exchange Null-Pointer Dereference (MS16-137)
2014-09-29 Microsoft Exchange - IS HTTP Internal IP Address Disclosure (Metasploit)
2010-07-20 Microsoft Outlook Web Access for Exchange Server 2003 - Cross-Site Request Forgery
2008-10-15 Microsoft Outlook Web Access for Exchange Server 2003 - 'redir.asp' Open Redirection
2006-06-13 Microsoft Exchange Server 2000/2003 - Outlook Web Access Script Injection
1998-03-10 Microsoft Exchange Server 4.0/5.0 - SMTP HELO Argument Buffer Overflow

2001-12-07 Microsoft Windows Server 2000 - Internet Key Exchange Denial of Service (2)

2001-12-11 Microsoft Windows Server 2000 - Internet Key Exchange Denial of Service (1)

2000-11-10 Computer Associates InoculatelT 4.53 - Microsoft Exchange Agent

2010-11-11 Microsoft Exchange Server 2000 - XEXCH50 Heap Overflow (MS03-046) (Metasploit)

2005-04-19 Microsoft Exchange Server - Remote Code Execution (MS05-021)

2003-10-22 Microsoft Exchange Server 2000 - XEXCH50 Heap Overflow (PoC) (MS03-046) V S R C ﬁV EB 3.") j% '-,5
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2. HIEFRENAR

[VERBOSE] Started
[VERBOSE] Started
[VERBOSE] Started
[VERBOSE] Created
[VERBOSE] Created
[VERBOSE] Created

FPLIFPRARPRRS AN - .

St at s N St /XN~
EEEHTERL , FESARBEET /XN
website [office365] on [http://192.168.59.128:8000]
website [owa ] on [http://192.168.59.128:8001]
website [citrix ] on [http://192.168.59.128:8002]

VHOST [office365.example.com] -> [http
VHOST [owa.example.com 1 -> [http
VHOST [citrix.example.com ] -> [http

™ A~ AN

://192.168.59.128:8000]
://192.168.59.128:8001]
://192.168.59.128:8002]

.
AN




2. 1795%3%@%?@36%’]%’]@@15 1B SHINABREETS

192.168.59.128 2 2 3

1] Office 365

Outlook Web App

Sign in with your organizational account
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7% docGen

BEE
Officepras:11.0

URL:

Authfg Pa:
AuthEs:
ST

£ SRS
£ ST

generate

HERE

1. ETEEERGTHoffice
200747 o

2+ URLARSTFRIAIMIL »

3+ Authf PERAUthEEM
THEHFASEERS (Tt -

4 SRR AR SRR -
3+ A ARIASREAE A R AETE

RIRETE A Bh ST ERaER:
“EsritaE_gen.doc.

| ESEHR

Re: [Reminder] Your Has Been Disabeld On April 04
2018

@ Apple Support <noreply-mail-senmding-service76706@restore-id-
S |v

74 2018/4/5 1:38

: secure@appleid.com 2z

Dear Customer,

We inform the users apple id that your account has violated policy for your account
is temporarily disabled. If you need your Apple account, please open the
attachment (PDF) and following the steps in order to be immediately reviewed by
Apple. Sincerly,

Apple Support
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Re: Confirmation payment iTunes music membership. E2G2Q
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