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Thank @mathias for inspiring me
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Ref: Front-End Performance The Dark Side @ ColdFront Conference 2016
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Premature optimization is the root of all evil

( 過早最佳化是萬惡的根源 )

~ Donald Knuth ~

a little bit
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PHP

Are PHP functions safe against timing attacks ?



14/74



15/74

DEMO #01
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Those work on web ideally ?
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localhost
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Applicaton jitte
10-30 ms

Databast jitte
10-300 ms

Nttwoek jitte
100-150 ms



21/74

Attack Shift

Timing atack against sofwaet impltmtntaton
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Attack Shift

Timing atack against sofwaet impltmtntaton
Ideal
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Attack Shift

Timing atack against sofwaet impltmtntaton
Ideal

Timing atack against busintss logicReality



24/74



25/74

~2500 ms
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~1500 ms
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100 ms
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100 ms

Email guess, brute force attack
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Which one is better ?
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Welcome Ant !

~1000 ms
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~500 ms
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old
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~30 ms

Ref: Front-End Performance The Dark Side @ ColdFront Conference 2016 (p52)
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~15 ms
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404
Page not found

~200 ms
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404
Page not found

~80 ms
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DEMO Online
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LAN

Router

IoT device

NAS server / etc.POS / Console / etc.
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DEMO #03
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最佳化就像迴旋鏢，何時不小心回來打到你，可能也不知道

~ Ant ~
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Attack Modes

Post-auth

Administrator Permissions Hidden page*

Pre-auth

Hidden page*Validate userBackdoor

Active attacks

Passive attacks
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Passive attacks
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Active attacks
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Attack Modes
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password hash function ?



72/74

password hash function ?

DEMO #04
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安全就像洋蔥，一片一片地剝開，總有一片會讓人流淚

~ Ant ~
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ant@chroot.org / yftzeng@gmail.com

https://www.facebook.com/yftzeng.tw

https://twitter.com/yftzeng
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