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Thank @mathias for inspiring me
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function compare(strl, str2) {
return strl === str2;

3 }
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function compare(a, b) {

if (a.length !== b.length}) {
return :

for (let index = @; index < a.length; index++) {
if (a.charCodeAt(index) !== b.charCodeAt(index)) {
return '

}

return




function compare(a, b) {

if (a.length ! . length) {
return :

}

return
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Ref: Front-End Performance The Dark Side @ ColdFront Conference 2016
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function compare(a, b) {
if (a.length !== b.length}) {

return :

}
for (let index = @; index < a.length; index++) {
if (a.charCodeAt(index) ! b.charCodeAt(index)) {
return '
}
return
ire( ' TimingAttacksOnWek ‘TimingAttacksOnWeb
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ire( ' TimingAttacksOnWek ‘Timing' );
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function compare(a, b) {

if (a.length !== b.length}) {
return :

}

for (let index = @; index < a.length; index++) {
if (a.charCodeAt(index) ! b.charCodeAt(index)) {
return .

}

return
are( ' TimingAttacksOnWek ‘TimingAttacksOnWeb' )

ire( ' TimingAttacksOnWek 'TimingAttacksOnWet');

1000 ps

ire( ' TimingAttacksOnWek ‘Timing’' );

ire( ' TimingAttacksOnWek "AimingAttacksOnWeb' );
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a little bit

Premature optimization is the root of all evil

(18 FREMEEBNIRR)

~ Donald Knuth ~
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PHP

Are PHP functions safe against timing attacks 7
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</php

stremp( $:

hasl
sh equals($:




</php

I strecmp( ; ) 4
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Downloads | Documentation | GetInvaelved Help

PHP Manual Function Reference Cryptography Extensions Hash Hash Functions

Change language: | English

Y|

Edit Reporta Bug

hash_equals

(PHP 5>= 5.6.0, PHP 7)

hash_equals — Timing attack safe string comparison

Description

bool hash_equals ( string $known_string , string $user string )

Compares two strings using the same time whether they're equal or not.

This function should be used to mitigate timing attacks; for instance, when testing crypt() password hashes.
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Those work on web ideally ?
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localhost
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Network jitter
100-150 ms

Application jitter
10-30 ms

Database jitter
10-300 ms
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Attack Shift

Timing attack against software implementation
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Attack Shift

PA

8¢ .
Timing attack ag3 vare implementation
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Attack Shift
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- I’ First '
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Homepage

Welcome to WordPress!

We've assembled some links to get you started:

Get Started

WoaCommerce Status

[a] £0.00

0 orders (=) 0 orders

0 products |~ 0 products
Quick Draft
Title
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Next Steps

Write your first blog post

or, change your theme complately B view your site

Dismiss

More Actions

Manage widgets or menus

Add an About page B Turn comments on or off

¥ Learn more about getting started

WooCommerce Recent Reviews

There are no product reviews yet.
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A 1Ppost I 5 Pages
- 1 Comment '- 1 in moderation

WordPress 3.9.1 running Twenty Fourteen theme.
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~1500 ms

Login with Google

or

Username

Password

" | Remember Me

Lost your password?

+ Back to WordPress 42
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Login
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Admin

2500 ms
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Login
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Admin User
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~1000 ms

28/74




Login Validate user
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Admin User
2500 ms 1500 ms
TN TN

~1000 ms
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</php
function is validate userl(%email,

query = ORM::find_by_user($ema
if ($query['email’] !== Semail) {
return -
}
if (!password_verify($
return :

}

return




</php
function is validate userl(

query = ORM: :find_by_user( %t

if ($query['email’] !== '
return :

}

if (!password_verify($|
return :

}

return




<?php
function is validate userl

if | :
return

}

L-I: |: ! |:|'_| S5 I~ : "'.'l': - '.‘- = .II.

return

}

return :

Email guess, brute force attack



</php
function is validate use

% I A = i
DRM: : T1na

it | | ‘email

return ;

}

1-1: |:!|:'-_I":=-.',-,'|_]"::; II':I'.:I.:‘--..'..

return .

}

return

i

}

return

}

function is validate use

if (password verif

return :

}

return

Which one Is better ?




<?php
function is validate userl(%emai
squery = ORM::find_by_L
if ($query['email’]
return .
X
if (!password_verify($password
return .

}

return .

}

function is validate user2(%emai

squery = ORM::find_by_u

if ($query['email’'] ===
password_verify($password
return :

ser($emai

}

return :
}
function is_validate_user3(%$emai
$q = ORM::find_by_user($emai
if (password_verify($password, $query
bquery[ 'email’'] === $email) {
return :

}

return




<?php
function is validate userl(%emai

squery = ORM::find_by_user($ematil
if ($query['email’'] !== $email) {
return .
}
if (!password_verify($password
return .
¥
return .
}
function is_validate_user2(%emai
tquery = ORM::Tind_by_user($ema
'L'I: |:-.'1:..' r [ I'w;_'l.",_;._-,_-I_ ] —
password_verify($password
return ;
¥
return :
}
function is validate user3(%emai
$q = ORM::Tind_by_user($ema
if (password veri

return

}

return




<?php
function is validate userl(%emai

squery = ORM::find_by_user($ematil
if ($query['email’'] !== $email) {
return .
}
if (!password_verify($password
return .
¥
return .
}
function is_validate_user2(%emai
tquery = ORM::Tind_by_user($ema
'L'I: |:-.'1:..' r [ I'w;_'l.",_;._-,_-I_ ] —
password_verify($password
return ;
¥
return :
}
function is validate user3(%emai
$q = ORM::Tind_by_user($ema
if (password veri

return

}

return




<?php
function is validate userl(%emai

squery = ORM::find_by_user($ematil
if ($query['email’'] !== $email) {
return .
}
if (!password_verify($password
return .
¥
return .
}
function is_validate_user2(%emai
tquery = ORM::Tind_by_user($ema
'L'I: |:-.'1:..' r [ I'w;_'l.",_;._-,_-I_ ] —
password_verify($password
return ;
¥
return :
}
function is validate user3(%emai
$q = ORM::Tind_by_user($ema
if (password veri

return

}

return




</pnp
function 1is_validate |
ORM: :T1in

1.1: [ . |. :!.I.x.L: .‘_-‘_
return

}

1-1: |:!|:'-_I":=-.',-,'|_]"::; I":".:I-:‘--..'.-

return

}

return -

}

return :

}

function is_validate_use
1-1: [a.-| |'|1'

return -

}

return :

¥

; l :l:l-_“':"".'."_
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</pnp
function is _validate userl($em:
SO = ORM: :fTind_by_user($emai
if ($query['email'] !==
return
}
if (!password_vel
return -

}

return :
}
function is _validate user2(%en
tquery = ORM:: d_by_user($
if ($query[’'ema | ===
password_vert | &
return -

}

return :

}
function is_validate_user3($ema WO
$query = ORM::fTind_by_user($ematl password);
if (password_verify($password, $query['password']) && 100 ms

y['email'] ===

return :

}

return
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~1000 ms

Welcome Ant !
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Ref: Front-End Performance The Dark Side @ ColdFront Conference 2016 (p52)
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404

Page not found
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404

Page not found
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</php
function is validate user(%cook

}

if (!is_validate user(}
'ER| "SERVER_PROTOCOL" |

ith'])) {
: Found™ ,

." 404 Not

10 [ "
dl

header(% ¢

}
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Network jitter
100-150 ms

Application jitter
10-30 ms

Database jitter
10-300 ms
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</php
function check_is_superuser($

= "admin

}

if (strlen($email) !== strlen($su

return

+ 31 < strlen(%ema

[$1]

return

= check 1is superuser|(



</php
function check_is_superuser( 1il) {

if (strlen{$en ) '== strlen( )) {
return .

}

DEMO #03

return 'admin’;

check_1is_superuser($en ) 2




<?nhi

function check is superuser(
if (strilenf ) ! strilen(
return
I3
if | - < strilen(
if | [$1] !
return :
}
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Attack Modes

Validate user | | Hidden page* Administrator Hidden page*

Passive attacks
Active attacks
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Attack Modes

Validate user | | Hidden page* Administrator Hidden page*

Passive attacks
Active attacks
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password hash function ?
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password hash function ?
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@ ant@chroot.org / yftzeng@gmail.com

0 https://www.facebook.com/yftzeng.tw

g https://twitter.com/yftzeng
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