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* NCTU Applied Mathematics
* 6 years engineer experience
 C/C++ ~ Java ~ PHP ~ Python
_ * Reverse Engineering

R Eric Lien * Have protected over a
hundred of Apps
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Compile

IL(Intermediate Language) decompile

1 Assemble

01001101011011010 i P

. . —
le111000101120088 Unity3D#z 55 (hk1T S 1)
00000010000110110
10000110111101100 Assembly—CSharp.dII
01101101111011011

00011000010111010
20110010100100001




2 |LSpy

File VWiew Help
(€] 5
Assembly-CShe 5%

B - j

+d

# 2 References VB

= B IL

# {} Collection

# {} Flag

# {} GoogleMobileAds

# {} GoogleMobileAds Android

# {} GoogleMobileAds Api

# {} GoogleMobileAds Api Mediatid
# {} GoogleMobileAds.Common
# 1} Iem
= {} Mai
# {} MNode
# {} Picture
# {} Prize
# {} SocialConnector
# {} Support
# {} TimerEvent
# {} Tutorial

% ConfilmPanel

DebugButton

% DebugScroliView

“¢ Define TEEFE(:'aSS

DetailPanel
Maerlavds

b Derived Types

v AddConfirm_pref: GameObject
v btnPadding : Vector2

@ btnPref: GameObject

v column:int

v ConfilmUl: GameObject

v DisplayCursorimage : GameOb;

v flickMoveAttract : float
v flickMoveMax : float

v flickMoveVector: float
V InfoPanel : GameObject
v ltemBackSprite : Sprite[]
v NextBtn : GameObject

pageDisplayMax : int

regfiEM N Class P AV A

PatternSprite : Sprite[]

v
v
Vv Patternimage : GameObject(]
v
v PrevBtn: GameObject

9 _ctor() : void

I ¢ aliDisplayButtonDelete() ‘.voidl

Vv Buyltem|) I void

// DisplayPanel
public void allDisplayButtonDelete()
{

IEnumerator enumerator = base.transform.GetEni

tryl
i

while (enumerator.MoveNext())

1
Transform transform = (Transform)enum
if (transform.name.Equals({"DisplayIter

{

UnityEngine.0bject.Destroy(transt

¥
finally

{

IDisposable disposable;
if ((disposable = (enumerator as IDisposal

{

disposable.Dispose();
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Hr (P 3E& )

this.BuyItem();
1)
confilm.ResetOnClick No();
confilm.SetOnClick_No(de

r

{
confilm.ClosePanel();

1);
confilm,SetOnClick_No(delegat

I
L

this.GetComponent<FlickCheaker>().stopFlick(f:
1);

base.GetComponent<FlickCheaker>().stopFlick(true);
ConfilmPanel confilas this Confilall GetComponent<ConfilmPanel>();
confilm,.OpenPanel(" 75 b Anl ¥

confilm.ResetOnClick Sc'cen(),

confilm. SctOnCllck_SCxccn(,‘

r

1

confilm.ClosePanel();
1)
confilm.SetOnClick_Screen(dele

f
1

this.GetComponent<FlickCheaker>().stopFlick(false);
1
,");

base.GetComponent<F l;ck(hcake">() stopFlick(true);

onfilmPanel conf 1W’~ 1nxs ComiilmUI. GethrponcnL<Confileancl>();
confilm.OpenPanel["=REFZE");
confilm.ResetOnCl Lu_:(r&un(},
confilm.SetOnClick Screen(delegat




fEeIL code(ILspy+ Reflexil)

Search for ¢ Constant
SetinfoPanelData DusplayPanel

PushRollButton = RaffelPanel

base.GetComponent<FlickCheaker>().stopFlick(true);

ConfilePanel confilm = this.ConfileUI.GetComponent<ConfilmPanel>();
confilm.OpenPanel("&DMAEY EHAS);
confils.ResetOnClick_Screen();

confile.SetOnClick_Screen(delegat

r
i

confilm.ClosePanel();

il Catnmrlisl Creaanids

Sebastien Lebreton's Reflexl v2 1| =°' #205ing instruction

Method detinition

) OpCode Mty
nstruchions  Varnables Parame

Pushes & new obpect reference 1o & sting literal stored m the
Offset ) .mvtada:a

709 calhar

Operand type  Stang

714 stfld Operand Pm‘_‘.'é'l!h'l-‘i'?'ii"-”" ]

{2 c3 Bk &l s E B P 3 F &

Idfid ConfilmPanel DisplayPanel/<SetinfoPanelDjta>c_AnonStorey3: confilm
HORFEYELA

m.\Void ConfilmPanel-:OpenPanel(System.String)

19 Idloc.:

-> (4) (DisplayPanel/<SetinfoPanelData>c_AnonStorey3
ConfilmPanel DisplayPanel/<SetinfoPanelData >c_AnonStorey
System.Void ConfilmPanel:ResetOnClick_Screen(]

-> (4) (DisplayPanel/<SetinfoPanelData>c_AnonStorey3)

ConfilmPanel DisplayPanel/<SetinfoPanelData > c__AnonStorey3
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'/ SuperGameMaster
public static int CloverPointStock()|
i
L
return SuperGameMaster.saveData.CloverPoint;
1
i

Before

Sebastien Lebreton's Reflexil v2.1
Method definition

Instructions  Variables Parameters Exception Handlers Owerrides Attributes  Custom attributes

Offset DpCode Operand

_m SaveDataFormat SuperGameMaster:saveData

|dfld System.Int32 SaveDataFormat:CloverPaint

1
I

After

Sebastien Lebreton's Reflexil v2.1
Method definition

Instructions  Variables Parameters Exception Handlers Owerrides Attributes  Custom attributes
Offset OpCode Cperand
1 5 ret

=1




if (SuperGameMaster.CloverPoilntStoc

»= _dtemDataFormat.price)
if (SuperGameMaster.FindItemStock(shoMemi®Format.itemId) < 99)
1

base.GetComponent<FlickCheaker:>().stopFlick(true};
ConfilmPanel confilm = this.ConfilmUI.GetComponent<ConfilmPanels>();
if (itemDataFormat.type == Item.Type.LunchBox)

itemDataFormat.name,
"\nEBLET S ?\n ( FFFEN\u3ees”,
SuperGameMaster.FindItemStock(shopDataFormat.itemId),

confilm.OpenPanel_YesNo(string.Concat(new object[] Tra ce COde
i
Logical analysis
e Guess

else

1

confilm.OpenPanel YesNo(itemDataFormat.name + "\nEEL'FT2?"); v
} es rove

confilm.ResetOnClick Yes();
confilm.SetOnClick Yes(delegate

1

Hs
confilm.SetOnClick Yes(delegate

{
T

confilm.SetOnClick Yes(delegate

confilm.ClosePanel();

this.GetComponent<FlickCheaker:().stopFlick(false);

this.BuyItem();

Hs
confilm.ResetOnClick No();
confilm.SetOnClick MNo(delegate

1
E
confilm.SetOnClick No(delegate

1
I3 H

confilm.ClosePanel();

this.GetComponent<FlickCheaker>().stopFlick(false);

base.GetComponent<FlickCheaker>().stopFlick(true);
ConfilmPanel confilm = this.ConfilmUI.GetComponent<ConfilmPanels>()};
confilm.OpenPanel{"#HDEANZEY TEA");

contilm.ResetOnClick Screen();

confilm.SetOnClick Screen(delegate

i

confilm.ClosePanel();
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Define.B
Defin

LreTin

Define.5aveName_Bi r1.:r"'-r F'1cD1r 11rr|p1--F'.=th = "/Pictu
Define.PicSaveDict = new Dicticnary<SaveType

I
L

» stringz
7

MOX FeidfEds 6020

L BB P

E files

/sdcard/Android/data/jp.co.hit_point.tabikaeru

*

v + Q

v 1 % - 0O X
<. B 9:39

FILES

002.26MB used, 60.60GB free,r/o Mount R/W

lﬂ Parent folder
I Picture
" 192K 1809:37:00 rwxrwx

Tabikaeru.sav
1928 1809:37:00 2.09K rw-rw—

APP




HEX Editor

Ml HxD - [ChUsers\ericlien\,Desktoph Tabikaeru.sav]

TaF SEE) S56) BEV R0 KN STV BRA) | 99557 6t

-l | ~|| ANl N o

[
i
i}
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>
it

Tabikaeru.sav

|
A
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0]
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3
0
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A\ Error Detected

This application cannot run on
a rooted device.




Dalvik Bytecode Editor

. Methodiist

assets/ .
d <init>
lib/ . o
|
b a
. (Lmy/com/softspace/SSMobileCore/Base/a/
META-INF/ . C jSa;Landroid/content/Context;)V
a
res/ . C$1 (‘va/Iang/String,Landroid/content/(:ontex(;)

d
. . C 2 (Landroid/content/Context;)V
AndroidManifest.xmi . S

16-09-12 16:04:4f 13 46K e
. d (Landroid/content/Context;)Z

classes.dex
16-09-12 16:04:4¢ 7.18M . e sU
()Lmy/com/softspace/SSMobileCore/Base/a/jSa
resources.arsc
. sV
16-09-12 16:03:3% 139.77K eod o
® b o
(474

o2 L e ® eSc ®:
: @ <5d

AddFile Save ReplaceAxml StringPool Search Replace SaveDexFile Search  AddMethod




Dalvik Bytecode Editor({&dUavafE X iEHR{E
Hlroott il B9 [ (E)

Codekditor

const/4vD 0

invoke-virtual {v5} Landroid/content/Context;->g

move-result-object v1

const/4 v2 1

label_6:

invoke-virtual {v1,v4,v2} Landroid/content/pm/P

label _9:

return vO

label_10:

move-exception v

const/4v0 O

goto label_9 p
rompt

#Handler Exceptions Is Save?

.catch Landroid/content/pm/PackageManager$
start: label_6
end : label @
handier : label_10
end catch

Cancel
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{sdcard/Download

Total Size:61.48G,Free Size:59.346G

m ._J'__”_) 16-12-07 18483 Your reader is disconnected
other
777 16-1102 17:56:5(

zom.
-1.apk

2777 1612071227 18 (1M
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t-1.signed.apk
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http://gamequardian.net/download

}(GameGuardiansk JEZEH 1ZC 23)
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Demo


20180223_travelfrog_修改包.mp4
Hack銀行轉帳與機敏資料.mp4
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http://news.sina.com.cn/o/2018-01-25/doc-ifyqyqni2276784.shtml
https://v.qq.com/x/page/s0385ej201n.html
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dasses_dex2jar.jar
5 androi

[0 T 32 P LE 2 4 i

PRAE AL

BattleDropltem

% BattleDummyCard
BattleEffect
BattleGaugeController
BattleGraphics

§ BattleMenuWindow
BattleMissionlnfo
BattleOrderlist

3 BattlePlayerPlateController
BattlePlayPlan

3 BattlePlayPlanBase
BattleResultWindewController
BattleSearchCursor
BattleSerchObject
BattleShoutButtonCase
BattleShoutExecutor

3 BattleShoutExecutorCreator
BattleShoutGenerator

3 BattleShoutParam
BattleShoutSendingStock

¢ BattleShoutWindowController
BattleSkillWindow

3 BattleSpActionButton
BattleSpButtonList
BattleSpCardParam
BattleSpCardParams

3 BattleSpGauge
BattleTreasureBoxController

3 BattleTreasureSelectWindow
BattleWwwTextCheck
BattleYakuGauge

Hlusing
Flpublic class BattlePlayer : MonoBehaviour, IShoutPlayer

private class DisableDrawnCardInfo

public struct TutorialDummyCardInfd

private float cStatelarningTime = 300f;
private const float cSendSuspendWaitTime = 10f;
pub11c t int UNDECIDED_HAND_ID = 99;

public const float MONSTER_APPEAR_WAIT SEC = of;
private const int HandCardCount = 4;

public const string GraphisObjectName = “Graphics”;
private int cTutorialProgressMaxCount = 3;
public int charactorID;

public int missionID;

public int startType;

public int roomType;

public int friendCharactorID;

public int chatReomID;

public int matchingType;

public float latitude;

public float lengitude;

public bool isUseNearFriendBoost;

private BtStateBase m_State;

public string CurState = string.Empty;

private float m_StateTimeCounter;

private bool m_bsendStatelog;

private DateTime m_LastSuspendTime;

public Dictionary<int, PokerHandID> m_0ldPokerHandID;
public Dictionary<int, int> m_KeepHandIDCount;

public BattleMissionInfo battleMissionInfo = new BattleMissionInfo();

public BattleBaseData baseData = new BattleBaseData();
private int m_CurrentBgmSoundID;

private bool isMimicBattleState;

public string jsonDataForScoreDungeon = string.Empty;
public float timeMonsterAppear;

public float timeMonsterWaitStart;

public bool requestUpdateAppeartonsterEffect;

R &

% Java Decompiler - BuildConfig.class
File Edit Mavigate Search Help

2| @ -

5 ILSpy

classes_dex2jar.jar

dj com.AppGuard AppGuard

BuildConfig.class

Application\Wrapper
BuildConfig
Dexlnstall
FilesFileObserver
Helper

R

.

ééEEEE

4

package com.ippbuard.ippbuard;

public final class BuildConfig
{

public static final boolean

View Help

2 #maE L B5c
Rt T®
FRTEN
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PRAER]

root 9254 cB19718c BAOOBA0O § kvworker/@:3

app_158 9455 213 315456 31884 FEFFFFFF 4BA77888 § com.android.packageinstaller

app_44 9471 213 310388 32476 fEEfffff 40077888 § com.google.android.partnersetup

system 9485 213 318184 31532 ffEFFFFF 48A77888 8 com.htc.HtcLinkifyDispatcher:remoted
8

app_125 9497 213 310100 32652 ffEFFFFF 40077888 § com.skysoft _kkhox.android.widget.kkhox_player|

app_17 9514 213 310128 32032 fEfFFFEF 40077888
app_156 9527 213 329932 49236 fEEFFEFF 48877888
system 9544 213 326352 35776 fEEFFEEf 40077888
app_285 9559 213 311524 34916 fEEFFEFF 48077888
app_26 9571 213 315524 37116 fEEFFFEF 40077888
app_204 9593 213 318732 33776 fEEFFEFF 48077888
app_45 2617 213 313180 33196 fEEfFEFFf 40077888 com.google.android.googlequicksearchhox
shell 2654 643 872 436 cB189558 48A982d4 ssystem/bhins/sh

§ com.htc.opensense
8
8
8
8
8
g
8
app_203 9661 213 396104 98232 ffEfFffff 40077888 § com.lemongane.tw.dtapk
8
g
8
g
8
g
8
g

com.google.android.apps.plus
com.android.settings
biz.bokhorst .xprivacy
android.process .media
de.robu.android.xposed.installer

app_2083 2693 213 322192 41456 ffffFfEff 48077888 com. lemongane . tw.dtapk: pushservice

root 9790 9654 876 440 cB109558 400642d4 sh
Boot 9885 9798 872 436 c@189558 48P562d4 sh
oot 2887 2 ] a cB19718c BEOOBEOD kworker/0:8
Boot 2811 a a cBlch6Bc BRPOAAGA migrations1

root 9812 2] [ cB19718c BBOODA0G
root 9813 2 ] cB185494 BEBOABOE § ksoftirgd 1
root 9814 2] [ cB19718c BBODDE0O § kworker/1:1
root 9815 9865 1868 376  DABOOEAD 4B1BEEHS R ps
rootBandroid:/ # dataslecalstmprgdbserver localhost:iill ——attach 9661
dataslocal/tmp/gdbserver localhost:111l ——attach 9661

Attached; pid - 9661

Listening on port 1111

Remote debugging from hest 127.8.8.1

2
z kworker/1:8
2
z

FRFFFF
ES7F1BD
oBaoaa 0

HEHORY : 40BAKBET

oBa08a0e
ORROREFE
opasoa0n
B9 GOABRA1Y
10 00a00R00

7 €
8091179 - Bx4BOANBED) nuraw

FFEESECEEEEEFEELTSE

PSR 00800800
#9179 - B

lﬂ?}iﬁ%DebuggerIE
2.2 Z 0 LU S B BB it

(TR T M 006BAS68 1% HORY : 006EA56
T

PRAE1E

7T :adb shell . . ‘ . r
app_196 7829 213 335344 37864 ffFFFFFF 48@77888 S eu.chainfire.supersu
app_154 7842 213 344676 38912 FfEFEFFF 48877888 S con.android.vending
app_21 7063 213 479492 43632 fEEFEFFF 40077888 S con.google.android.gms
app_285 70893 213 311548 33888 fEFFFFFFf 409077888 S hiz.bokhorst.xprivacy
app_283 7135 213 404788 186776 fEFEFFFF 40077888 § com.lemongame.tw.dtapk
app_2083 162 7135 325872 41976 ffffffff 48A776e4 § con.lemongame.tw.dtapk
app_2684 167 213 318732 32368 fEEffEFFFf 4BA77888 8 de.robv.android.xposed.installer
app_171 7193 213 318288 34788 ffEFFFFf 48877888 S com.google.android.talk
app_45 7216 213 313188 31684 FffFEFFf 4BA77888 § com.google.android.googlegquicksearchbhox
app_17 7248 213 317612 34396 fEfFFEFFF 48077888 S com.htc.calendar
app_283 7289 213 333000 54208 ffEfEFFFf 48077888 5 con.lemongame.tw.dtapk:pushservice
g
g
g
s
R

app_283 7362 7289 325928 41828 FEFFFFFf 488776ed con.lemongame.tw.dtapk:pushservice

shell 7482 643 872 428  c@1@%558 48Bc52d4 8 /systemshin/sh
root 7h27 2 a a c@12718c BOADOOOA kuorker/8:1
root 7548 7482 B76 436 cA1@%558 48A2bh2d4 sh

root 7555 7548 1868 372 AAAAAAAA 4AAB3I8hE ps

rootBandroid:/ # “C
D:“\APK_Reversesadb>adbh forwvard tcpz1i1iil tcp:iiid

D:“APK_Reverse“adb>adh shell

shellPandroid:” % dataslocalstmp/gdbserver localhost:llll ——attach 7135
dataslocalstmpsgdbserver localhost:1111l ——attach 7135

warning: process 7135 is already traced by process 7162

Cannot attach to lwp 7135: Operation not permitted (1>

Exiting

1ishellBandroid:~ § data~localrstmprsgdhserver localhost:1111 ——attach 7162
dataslocals/tmpsgdbserver localhost:1111 ——attach 7162

Cannot attach to lwp 7162: Operation not permitted (12>

Exiting

1ishell@android:/ § _
=
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’ com.kway.gphone.activity.MainActivity.xml

<string name="LOGIN_ACC">9804650</string>
<str 1ng

name="CAPWD_C120834274
<string name="LoginPWD_88409804650">polaris2</string>
<string
name="KEYSET_C120834274">01u0iLIiGWv7r+HvwF++p2k+RfmkEE25aKxWfbm+JFp3ys6RCKAIEe2NyJjV
Z80ET+iakbdkpb+D3072RYOmdq+oTOUYci5e5ZFy89YrwYBVNxD1Su6G631PdV3qdFs+U+1u/9RiUTp3mK1NtR
082Xq9e14Hr 156+1 tWS/dbHST1sAJaGw8oHm/
IMKN4+MzYU9yk3iBZU61vOLxt9gdyq7 tqh1kBhOToQly6WtPmdl+ri/GleWD/JhI7xnTr/

jk31MtUt7BHGYD2ZwuL4u9chaF 10X7sJGnCHNRU+Z9czYgevOcE2UN8fhZVadolaZa2X7SciGyD1IjYnITIA2f
+hQxfpBgHfu9R+DJIIT8BGSOMF8VGW38HQDUUBhC ffsfOm/MbPc2fxC+CLIp1cBiUIcul2TeVu2LGRqUP/
WB8p9INUGR/ /0MB1M8oeouShFO3gLBeOAOBLKH7dVK/

007G 1FUQBU89poIWS3Abjo3s9p121K0edevh6yQIlrSrRrA2h0xN40A1A1Ukazd+9tYzRk0Bev+S9QIApnJml
OEmpWRMwv06p20ke0laSdFVoYZEFQ3fp9FxcLLYD1XittL3CwSVrJvbKwlaohmF+45fcZ551/
SciQ0GJy34ymasaVpvtIp6ehdyD7 JC+ZDTciD3r/dnt8Y2pmhPANrvxywt85MIAKkygDyyx1Kh/
WEe9S7KbYHOPIMERRGZ 13A+pgs710a8u25mLgRIFEhUVZsAgzqtQJue+ItfiRCvyJ8waKur /2NvLNCkgXxY4J
BPn/uw/BDjrB5JYYEs+SCCgQJIsx5KtV/

hHunKI8 jHnjOYRMVWYDOAEGLL jXx99THZpZW6GVDNT jZAEy7mIY1tDW6yGxp1oXeWkMwf+1vLLsOhWtPewRA9
kmnp7UU7 cnRZVUASMJ4YB2zz fnNHUU49 cWuh6ypQ3HaKXUOHpSh7 t8fsvf3+8Vt4CulTDJ6igLMFCu87ywzRpH
Ds+1HmoJG5rx+LUJ7HIRZ1x0/iAYWZVAQ25Rr iDS1syXkiJeWi/

uJ {FRHb20ASdb4S12K55C2F /20kF fSaUpPLsJUhISKZEK2{FroL3zgi bIRWMUWBEXAOLKKsF3N2cTaf4olllt
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Unloading IDP nadule D:\IDAPro6.G\R
Loading proce 10APY

arn.ud2 for ARM
ta the configuration File defaul

X \lib\arneabi\libtucajnit18106U28150115.50° into database...
For ARM (Shared object)
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