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Dom0O Guest VM Guest VM
Control Apps Apps
Hypervisor
| Hardware

Xen Architecture

Guest VM Guest VM
o e Apps_| ||_Apps__
0S 0S
Process Process
QEMU QEMU
Host OS Hypervisor
Hardware |

KVM Architecture
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SVGA 2D
* SVGA_CMD_RECT_COPY
* SVGA_CMD_DRAW_GLYPH

SVGA 3D

* SETRENDERSTATE

* SETLIGHTENABLED
* SETRENDERTARGET
* SETCLIPPLANE

* SETTRANSFORM
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Host

vmware—vmx Process

SVGA FIFO

Frame Buffer

NN

Guest
Virfual Machine

«1/0 PorTs
«1/0 Memory Mappings

Virtual Video Card




2) Bad SYSRET - 2012 (s | (@

FEERRAREXE

CVE-2012-0217

The x86-64 kernel system-call functionality in Xen 4.1.2 and earlier,
...Solaris...illumos...SmartOS ...FreeBSD...

NetBSD...Microsoft Windows...and possibly other operating systems,

when running on an Intel processor,

incorrectly uses the sysret path in cases where a certain address is not a canonical address,
which allows local users to gain privileges via a crafted application.
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SYSRET—Return From Fast System Call

IF(CS.L# 1) or (IA32_EFER.LMA # 1) or (IA32_EFER.SCE # 1)

(* Not in 64-Bit Mode or SYSCALL/SYSRET not enabled in IA32_EFER *)
THEN #UD; FI;

IF (CPL # 0) OR (RCX is not canonical) THEN #GP(0); FI;

IF (operand size is 64-bit)

THEN (* Return to 64-Bit Mode *)

RIP & RCX;

ELSE (* Return to Compatibility Mode *)

RIP & ECX;

FI;

RFLAGS & (R11 & 3C7FD7H) | 2; (* Clear RF, VM, reserved bits; set bit 2 *)
... (* deal with CS)

... (* desl with SS)
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L #GP(0) J

|

{ do_general_protection() J

Y

{ emulate_privileged_op() J
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 KVM-Qemu Unplug Device, 2012
e Qemu VENOM, 2015
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3.4 ) Xen XSA-148 - 2015

Information

Advisory  XSA-148

Public release 2015-10-29 11:59
Updated 2015-10-29 11:59
Version 4

CVE(s) CVE-2015-7835
Title x86: Uncontrolled creation of large page mappings by PV guests

Files

advisory-148.1xt (signed advisory file)
xsal148.patch

xsal48-4.4.patch

xsal148-4.5.patch
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47 3938 3029 2120 1211 0

elerelelelefele)

elepeleleletele)
elegeleleletels)
0EB000E0
elepeleleletele)

00000000
[}

PS=0 W=1
PageA_mfn
PS=0 W=1
00000006
00000000

PageA filled with 0
PageA registered as a page table

"4
4K PageB
>2M
i
domB
barrier
domA
Memory
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47 3938 3029 2120
PMLZ Dir.Ptr Dir.

1211

4K PageB

Y

Sam

4K PageA

PageB_mfn ¥

PS=0 W=1

PageA_mfn

=

PS=1 W=1

00000000 domB

00000000

barrier
domA

PS=1 => 2M area writable

Memory
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47 3938 3029 2120 1211 0
e [oirree ] oir. | Tave
00000000
00000000
any mfn
w=1
00000000
00000000
PageB_mfn //
PS=0 W=1
PageA_mfn
| :
PS=1 W=1
00000000 domB
00000000
barrier
domA

Memory
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* VDSO/vsyscall Page (Linux)
 SharedUserData Page (Windows)
 Hypercall Page
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Information

Advisory  XSA-182
Public release 2016-07-26 11:32
Updated 2016-07-26 11:32

Version 3
CVE(s) CVE-2016-6258
Title x86: Privilege escalation in PV guests

Advisory

Xen Security Advisory CVE-2016-6258 / XSA-182
version 3

x86: Privilege escalation in PV guests

ISSUE DESCRIPTION

The PV pagetable code has fast-paths for making updates to pre-existing
pagetable entries, to skip expensive re-validation in safe cases

(e.g. clearing only Access/Dirty bits). The bits considered safe were too
broad, and not actually safe.

IMPACT

A malicous PV guest administrator can escalate their privilege to that
of the host.

VULNERABLE SYSTEMS

All versions of Xen are vulnerable.
The vulnerability is only exposed to PV guests on x86 hardware.

The vulnerability is not exposed to x86 HVM guests, or ARM guests.
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47 3938 3029 2120 1211 0

PageA as PT:

PageA_mfn
w=0
00000000

0EB00000
elepeleleletele)

00000000

PageA as PDT: 4K PageA
5 PageA_mfn PageA mfn
w=0
00000000
00000000
efefeleoeleld)

00000000

domB

barrier

domA
PDT[0] = PageA_mfn & W=0

Memory
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47 3938 3029 2120 1211 0

PageA as PT:

PageA_mfn
W=1
00000000

0EB00000
elepeleleletele)

00000000

PageA as PDT: 4K PageA
5 PageA_mfn PageA mfn
W=1
00000000
00000000
efefeleoeleld)

00000000

domB

barrier

domA
PDT[O] = PDT[O] | W=1

=> PageA is writable!!!

Memory
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47 3938 3029 2120 1211 0
PML4 Dir.Ptr | Dir. Table
PageB as PT:
00000000
00000000 4K PageB
i PageB mfn
w=1
00000000
00000000
A
PageA as PDT: 4K PageA
PageA_mfn PageA mfn
w=1
=2 PageB_mfn
w=1
00000000 domB
00000000
barrier
domA
modity writeble PageB directly
=> access whole memory

Memory
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Exploit Two Xen Hypervisor Vulnerabilities

Shangcong Luan

Cloud Patform Security Team of Alibzba Cloud
shanpcong. isc# alibaba-mc.com

Abstract
The Xen Project is a widely used viruoalization platform powering some of the larpest
clowds in production today. In the process of vifoalization sacurity research on it, our team
has discovered two critical vulnerabilities in the PV mode Memory Management of Xen
Hypervisor. This paper aims to present a comprehensive study of Xen Hy pervisor PV Guest
Memory Management and detail our bwo critical vulnerabilities. Furthermore, full exploitation
technologies will be discussed.

Keywords: Xen Security, XS5A-148, Dome Breaking, X5A-182, Ouroboros, hypervisor
exploitation, %W M Escape

1. Imtroduction

X2n is an open source projct providing virnualization services that allow multiple compuier op-
erating systems o exaecule on the same compuier hardwarz concurmently. It originated as a reszarch
project at the University of Cambridge and the first public release was made in 2043, Since then
the project has attracted extensive attention from virtualization and sacurity researchers. In the past
decadas, virtual machine escape was considerad as an unreal story becanse of the complex and
effective isolation supported by virtualization technologies although some sacurity vulnerabilities
had been found. But unforiunaiely, a 5V 0GA emulation bug was reporied on 'V Mware in 2008 and
at the next vear's Blackhat conferance, mssarchers from Immunity Team disclosured a fully work-
ing explodt which proved virtual machine escape isnt a joke. In 2012, the unbelizvable 5YSRET
vulnerability was disclosured and Xen was affected at this time. In 2015, the infamous VENOM
vulnerability in QEMU evoked worldwide repercussions although no one could exploit it in the
redl sceng.
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Practical Timing Side Channel Attacks Against Kernel Space ASLR
Ralf Hund, Carsten Willems, Thorsten Holz
2013 IEEE Symposium on Security and Privacy
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Practical Timing Side Channel Attacks Against Kernel Space ASLR
Ralf Hund, Carsten Willems, Thorsten Holz
2013 IEEE Symposium on Security and Privacy

_________ | Physical Memory | ©® Prime + Probe
® Double Page Fault
PML4/PDP/ ’|
D PDE Cache

© Address Translation Cache Preloading

.......
......
.
L)

3REY (EB53 ) REARERRIER




PXARI T E RS

NEFHREEE

M{Z1& : Cache
WHR :

* Evict + Time
* Prime + Probe
* Flush + Reload
* Flush + Flush




PXARI T E RS

MEEFF

M{Z1& : Cache
IQEEIEL\E’\th .
* Evict + Time
* Prime + Probe
* Flush + Reload
* Flush + Flush

TIREVER




s

PREBERESAR



i S B BT ? (sc) | (@

FEEBRNEZXS

Exploiting Processor Side Channels

To Enable Cross VM Malicious Code Executation
Sophia M. D’Antoine, RPI
April 2015, Thesis for the Degree of MASTER OF SCIENCE




