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Researchers from the cyber intelligence company Norse have said their own
investigation into the data on the Sony attack doesn’t point to North Korea at all

and instead indicates some combination of a disgruntled employee and hackers for
piracy groups is at fault.
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103. 102 ENEE I Wersion: 0.0 Sysberm Mam | . 1} f Module Tyipe: Siemens  SIMATIC S5T7-2 =eral Number: Ho /5308 Plant Identification: Power Generation One Copyright: Original Siemens Equipment
23.1 : v 102 3%&E us Wersion: 0.0 Systerm MamefPGlrandomurandint{iO8 1} f Module Type: Siemens | SIMATIC ST-2 Serial NMumber: B&75309 BPlamt Identification: Power Generation Oe Copyright: Original Siemens Equipment
162. ; G5 102 SEE Us Version: 0.0 Systerm MameflPGlrandom.randint( }f Module Type: Siermens SIMATIC S7-2 Sernal Number: 8675309 lanmt Identification: Power Generation One Copyright: Onginal Siemens Equipment
17E. ' 3 102 #EE FR Wersion: 0.0 Systerm Mame@PGlrandomorandint(O8 1) f Module Tyipe: Siemens | SIMATIC 5T -2 Serial NMumber: B&75300 BPlamt Identification: Power Generation One Copyright: Original Siemens Equipment
198, L 102 2=E us Version: 0.0 Systerm Mamef@PGrandom.randint( 1} f Module Type: Siemens SIfAATHS S57-2 seral Mumber: Ba /5304 lant Identification: Power Generation One Copyright: Original Siemens Equipment
142, 102 2&E us Wersion: 0.0 Systerm MamelPGlrandomurandint(O8 1} f Module Type: Siemens | SIMATIC S5T-2 Serial NMumber: B&75309 BPlamt Identification: Power Generation One Copyright: Original Siemens Equipment
23.8 102 EE Us Version: 0.0 Systerm MamefPGrandorm.randint( ¥ f Module Type: Siemens SIMATIC S57-2 Serial Mumber: B675309 FPlant Identification: Power Generation One Copyright: Original Siemens Equipment
23.8 102 EE US Version: 0.0 Systerm MamefPGrandom.randint{d8 1) f Module Type: Siemens SIMATIC S57-2 Serial Mumber: 8675309 BPlant Identification: Power Generation One Copyright: Original Siemens Eguipment
168.1_11 102 E 1+ AU Version: 0.0 Systerm Name: Technodrome SIMATIC S7-200¢ Plant Identification: Mouser Factory Copyright: Original Siemens EQuipment
162 .24¢ 102 dEEHBE X A Version: 0.0 Systerm Name: Technodrome SIMATIC S7-200 - 881112228 Plant Ildentification: Mouser Factory Copyright: Original Siemens Euipment
167.88 .- 102 3EE= CA Version: 0.0 System Name: Technodrome SIMATIC S7-200 = - 881112228 Plant Identification: Mouser Factory Copyright: Original Siemens Euipment
47 .88 _1:- 102 BT hniZpsj S8 - CA Version: 0.0 Systerm Name: Technodrome SIMATIC S7-2008 ' Number: 8811122280 Plant Identification: Mouser Factory Copyright: Original Siemens Euipment
185.19. 102 =55 DE Version: 0.0 Systerm Name: Technodrome SIMATIC S7-200¢ Number: 881112228 Plant Identification: Mouser Factory Copyright: Original Siemens EQuipment
80.149. 102 #5118 DE Version: 0.0 System Name: Technodrome SIMATIC S7-200 Number: 881112228 Plant Identification: Mouser Factory Copyright: Original Siemens Equipment
46.101. 102 =R Hy DE Version: 0.0 Systerm Name: Technodrome SIMATIC S7-2008 — Number: 881112228 FPlant Identification: Mouser Factory Copyright: Original Siemens Egquipment
104 23 102 SEEIChoopsz DE Version: 0.0 System Name: Technodrome SIMATIC S7-200 ‘ Number: 881112228 Plant Identification: Mouser Factory Copyright: Original Siemens Equipment
82.103. 102 F-3 DK Version: 0.0 System Name: Technodrome SIMATIC S7-200§ Number: 881112228 FPlant iIdentification: Mouser Factory Copyright: Original Siemens Euipment
185.90.¢ 102 35== FI Version: 0.0 Systerm Name: Technodrome SIMATIC S7-2008 Number: 881112228 Plant Identification: Mouser Factory Copyright: Original Siemens Eguipment
212. 71 102 2B GB Version: 0.0 System Name: Technodrome SIMATIC S7-200 Number: 881112228 Plant Identification: Mouser Factory Copyright: Original Siemens EqQuipment
178.79. 102 2= GB Version: 0.0 System Name: Technodrome SIMATIC S7-200 C Number: 881112228 FPlant Identification: Mouser Factory Copyright: Original Siemens Equipment
46.101 102 25 M GB Version: 0.0 Systerm Name: Technodrome SIMATIC S7-200; i Number: 881112228 Pilant Identification: Mouser Factory Copyright: Original Siemens Equipment
202.43. 102 EPpE/EflsNEINID Version: 0.0 Systerm Name: Technodrome SIMATIC S7-200 Number: 881112228 FPlant Identification: Mouser Factory Copyright: Original Siemens Equipment
185.10¢& 102 BERFAHFP T IE Version: 0.0 System Name: Technodrome SIMATIC S7-200 Number: 881112228 Plant Identificatuon: Mouser Factory Copyright: Origimal Siemens Euipment
114.14° 102 EpPE IN Version: 0.0 System Name: Equipo SINMAT SIMATIC S7-300 ' Number: 881112220 Plant identification: Metachem Manufawures Copyright: Original Siemens EQui)
1.23.19:¢ 102 EPE IN Version: 0.0 System Name: Technodrome SIMATIC S7-200 i Number: 881112228 FPlant Identification: Mouser Factory Copyright: Original Siemens EQuipment
180.16.. 102 BEZFZF=ZHB- P Version: 0.0 System Name: Technodrome SIMATIC S7-200 , Number: 881112228 Plant Identification: Mouser Factory Copyright: Original Siemens Equipment
54.199.. 102 SEEE=ZEEN: 0P Version: 0.0 System Name: Technodrome SIMATIC S7-2008 Number: 881112228 Plant identification: Mouser Factory Copyright: Original Siemens EQuipment
54.199. 102 SEEE=2ETN: 0P Version: 0.0 Systerm Name: Technodrome SIMATIC S7-2008 C Number: 881112228 Plant Identificatuion: Mouser Factory Copyright: Original Siemens EqQuipment
146.18¢% 102 SR M NL Version: 0.0 Systerm Name: Technodrome SIMATIC S7-200 ' Number: 8811122280 Plant Identification: Mouser Factory Copyright: Original Siemens EQuipment
188.16¢€ 102 FHrhnEEDigit: NL Version: 0.0 System Name: Technodrome SIMATIC S7-2008 Number: 881112228 FPlant Identification: Mouser Factory Copyright: Original Siemens Euipment
66.50.1. 102 =3 & PR Version: 0.0 System Name: Water-Pump- West-5793 Serial ntification: AAA Copyright: Original Siemens EqQuipment

66.50.1. 102 ;=3 &= PR Version: 0.0 System Name: Water-Pump- West-5793 Serial Fentification: AAA Copyright: Original Siemens EqQuipment

66.50.1. 102 == H= PR Version: 0.0 Systerm Name: Water-Pump- West-5793 Serial Sentification: AAA Copyright: Original Siemens EqQuipment

66 .50.1. 102 == PR Version: 0.0 System Name: Water-Pump- West-5793 Serial ntification: AAA Copyright: Original Siemens EqQuipment

128.19< 102 BrhniFDigit: SG Version: 0.0 System Name: Technodrome SIMATIC S7-200% Number: 881112228 Plant Identification: Mouser Factory Copyright: Original Siemens Euipment
128.19€ 102 FHFHNIFEDigit: SG Version: 0.0 Systerm Name: Technodrome SIMATIC S7-2008 i Number: 881112228 Plant Identification: Mouser Factory Copyright: Original Siemens EqQuipment
94 229 102 MTH{LTE SK Version: 0.0 Systerm Name: Technodrome SIMATIC S7-200 i Number: 881112228 Plant Identification: Mouser Factory Copyright: Original Siemens Equipment
158.197 102 HffR5Eh5:SK Version: 0.0 System Name: Technodrome SIMATIC S7-2008 Se Number: 881112228 Plant Identification: Mouser Factory Copyright: Original Siemens EqQuipment
S2.192. 102 SEEHFFII = US Version: 0.0 System Name: Technodrome SIMATIC S7-200 Number: 881112228 Plant Identification: Mouser Factory Copyright: Original Siemens Eguipment
159.20Z 102 IinwEXX =S -US Version: 0.0 System Name: Technodrome SIMATIC S7-2008% i Number: 881112228 Plant Identification: Mouser Factory Copyright: Original Siemens EqQuipment
104 .37. 102 JESEHE X uUs Version: 0.0 Systerm Name: Technodrome SIMATIC S7-2008 Number: 881112228 Plant Identification: Mouser Factory Copyright: Original Siemens EQuipment
S2.67.71 102 SEREEEETR: US Version: 0.0 Systerm Name: Technodrome SIMATIC S7-200 Number: 881112228 FPlant Identification: Mouser Factory Copyright: Original Siemens Eqquipment
52.90.2: 102 e ELE2Edn: US Version: 0.0 System Name: Technodrome SIMATIC S7-2008 ! Number: 881112228 FPlant Identification: Mouser Factory Copyright: Original Siemens Equipment
196.28.: 102 === uUs Version: 0.0 Systerm Name: Water-Pump- Westi-5793 Senal umber: 88111222 Plant Igentification: AAA Copyright: Original Siemens EqQuipment

s52.58.4 102 SEESEREEh: US Version: 0.0 Systerm Name: Technodrome SIMATIC S7-200§ Number: 881112228 Plant Identification: Mouser Factory Copyright: Original Siemens Equipment
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103.6.87.106

Location designation of a module:
Host Virtual

Copyright: Original Siemens Eguipment
India, Chennai Module type: IM151-8 PN/DP CPU

Details PLC name: PG[random.randint(®,1) f host = api.host( "®xxxX.® XX .XXX.xXxx', history=True)
Module: w.@.@
Flant identification: Power Generation One
OEM ID of a module:
Module name: Siemens, SIMATIC, S7-288 Location designation of a module:
Serial number of module: 8675389 Copyright: Originmnal Siemens Eguipment
Module twpe: CPU 226
PLC mname: Czajka-=-5TUOS
23.106.59.127 Module: v.@.@
Mobis Technology Group, LLC Location designation of a module: Plant identification: MPWiK-ZOS—-Czajka
== United States, Phoenix Copyright: Original Siemens Equipment OEM ID of a module:
Details Module type: IM151-8 PN/DP CPU Module name: Siemens, SIMATIC, S7—-200
FLC name: PGLrandom.randint(@,1) f Serial number of module: G6EST 216—-2AD23-aXB0O

Module: w.@.@

Flant identification: Power Generation One
OEM ID of a module:

Module name: Siemens, SIMATIC, S7-28@
Serial number of module: B675389

Port: 102

Banner: Location designation of a module:
Copwyright: Original Siemens Equipment
Module type: IM151-8 PN/DP CPU

gﬁﬂf"ﬂ-ﬂg-zﬁ _ _ _ ] PLC name: Technodrome
oloCrossing Location designation of a module: M ule - 0.0
- : Copyright: Origimal Siemens Equipment u e: V- - - -
== United States, Buffalo Plant identification: Mouser Factory
: Module type: IM151-8 PN/DP CPU .
Detalls OEM ID of a module:
PLC mame: PGLrandom.randint{@. 1) f *

Module name: Siemens, SIMATIC, S7-200
Serial number of module: 881112272

Module: w._.B.8
Plant identification: Power Generation One

OEM ID of a module:

Module name: Siemens, SIMATIC,
Lerial number of module: 86753849
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Location designation of a module:

[ 22— _ N3 _ _ RIS AT
Copyright: Original Siemens Equipment
Module type: IM151-8 PN/DP CPU Login Form
PLC name: Technodrome Please fill in your credentials
Module: v.0.0 ::f::nnt
Plant identification: Mouser Factory b
OEM ID of a module: My Resource

Module name: Siemens, SIMATIC, 57-200 Mr. WWickharm's charge, exceadingly shocked har: the more so, as ahe could liveice configuration file and whearevar ahe wenl she
. . wwans surne of hearing it talked of. The sight enable secoret & S should kniow it, and so | et down the side-glass et o bim, and took
Serial number of module: 88111222 powered Charotte's sake, she made more favourable than it really was, Butl her key else, awakened 8 suspicion of the truth
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RS over, genarated by wesswsialt shall Reap miine o sssall imy song.” Index of 5 marriage. My dear Charfotte amd | ass Dt omne
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list-*: 16083:0:99999:7::: rc:*:16083:0:99999: 7 gnats=*:16083:0:99999:7::: 'su‘nd\ *:16083:0:99999:7::: libouid: - 16083:0:99999:7:=: Debian-eximc!:16083:0 99999:7-::
stand:*: 16083:0:99999:7:=: sshd-*:16083:0:99999-7:: cwp:*-6723:0:99999:7::
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X = x g s P E ) 3
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cwpex: 1 2981298 Jhome/cwp/ L bin/sh
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01 §0c 10201 00c20201 02001 0 COTP CR 7015-12-19T05:07: 12. 9212 188. 13 5X274 Length: 17
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0380 1020100 2020102001 0a COTP CR M15-12-24T12:28:41. M7TZ 186, 13 946
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OBT14:201:50. T44% 202 11% 51345 Parameter 'I_Eﬂgth: 2
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u'request’:
u'request’;
u'request’:
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{utype” UNEW_COMNMNECTION}
{ufunction_code’:
{u'function_code’:
{fu'function_code":
{u'function_code":
{u'function_code":
{u'function_code":
{ufunction_code’:
{u'function_code":
{u'function_code":
{u'function_code":
{u'function_code":
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{ufunction_code":
{u'function_code":
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u' Q006000000 Te005a00fe005454545454545454545454545454545454545454545454545454545454545454545454 5454 54
u' QOO0 TO0000005005a000300", u'response’: UW5a00fe7cObd452d8825f3514cbf1b3099875Ic9alZ2d 7abacB8dB85bbtbcbedab382¢
u'000800000005005a000304", u'response’. W'5al0fe0a323b3d74731a93677d616c54e42bf2818051a00e75dcB8a994ca7382
u'000900000004005a0004°, u'response’ u'5a00fe'}

u'000a00000005005a000100°, u'response”: u'5a00fe"}
u'0O00b000000fe005a2a000a00000102030405060708090a0b0c0d0e0f101112131415161718191alblcldlelf202122232425
u'O00cO0000004005a0004°, u'response’: u'Hal0fe’}

u'000d00000004005a0004°, u'response’. u'5al0fe’}

u'000e00000004005a0004°, u'response’. u'5al0fe’}

u'O00fO000000d0O05a00200013000000000058400°, u'response’:. u'Sal0fe’}
u'00100000000d005a0020001200640000009c00’', u'response’: UW'5a00fe00f6002832866b74df786435d8el657cbl12df4674.
uwO0110000000d005a0020001400000000006400°, u'response’: u'5al0fe’}
u'00120000000d005a002000140064000000f600°, u'response’. UW'5a00feQ0f600d34c46b114eb3076e06d45cedd70d0abb4t
u'00130000000d005a00200014005a010000f600°, u'response’. UW'Sal00feQ01000455f3231313031352e73747500000000}

u'000100000004005a0002",

modbus
modbus
modbus
modbus
modbus
modbus
modbus
modbus
modbus
modbus
modbus
modbus
modbus
modbus
modbus
modbus

u'response': u'5a00fe50efc4783e829b5547f006039ae8e576b6fa2flf2at modbus
u'01bfO0000005005a000606', u'response’: U'5a00fe011d8f4942fa0b424d58524d533030384d5000'} modbus
u'000400000005005a000300", u'response’: u'5a00feded44ef02b8fc62540ee7559f07dd3613668b%ea modbus
u'000f0000000d005a002000140064000000f600°, u'response’: u'5a00fe00f600d6ff4daB88b0b8e4393 modbus
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2016-05-15 .
09:44-58.992000 modbus  type:NEW_CONNECTION
function_code:90
L 3 —
. ERBIEHISR =
v 131 request:0006000000fe005a00fe005454545454545454545454545454545454545454545454545454
54545454545454545454545454545454545454545454545454545454545454545454545454545454
2016-05-15 modbus  24545454545454545454545454545454545454545454545454545454545454545454545454545454
09:45:05.010000 54545454545454545454545454545454545454545454545454545454545454545454545454545454
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54545454545454545454545454545454545454545454545454545454545454545454545454545454
response:5a00fe

. . function_code:90
- Nmap Script ( Redpoint ) N slave. 10
09:45:06.008000 Modbus  request:000700000005005a000300
T response:5a00fe26e3bc69ec09f4aeed5bd99bda10ef00840fa77¢c372c8468d50829382910150adf07
5a00fe26e3bc69ec09f4aeed5bd99bda10ef00840fa77c372c8468d50829382910150adf07bb0000

i M Sf m Od U Ie function_code:90

slave _id:0
33:1465_.%57_1039000 modbus  request:000800000005005a000304

response:5a00fe6ab78f93ad19fbab443eb8069b1d8405b22dc04c0762a6c89d1460382910150adf07

. Al i\ £ 5a00fe6ab78f93ad19fbab443eb8069b1d8405b22dc04c0762a6c89d1460382910150adf07bb0000
. Git?PRYE WES MY BRI A

function_code:90

2016-05-15 [ slave _id:0
09:45:08.009000 request:000900000004005a0004
IRERE, RS E S,
Y 1 1 \
l_~E 1JH N 1JH X—- EI function_code:90
2016-05-15 modbus slave _id:0
09:45:09.011000 request:000a00000005005a000100
response:5a00fe
* S h O d a n function_code:90
slave_id:0
request:000b000000fe005a000a00000102030405060708090a0b0c0d0e0f10111213141516171819
1d1e1f202122232425262728292a2b2c2d2e2f303132333435363738393a3b3c3d3e3f4041424344
C e n S S 2016-05-15 T 45464748494a4b4c4d4edf505152535455565758595a5b5c5d5e5f606162636465666768696a6b6c
¢ y 09:45:10.012000 6d6e6f707172737475767778797a7b7c7d7e7f808182838485868788898a8b8c8d8e8f9091929394

95969798999a9b9c9d9e9falala?al3adababa7a8a%9aaabacadaeafbOb1b2b3b4b5b6b7b8b9babbbc
bdbebfcOc1c2c3c4chcbe7c8c9cacbeccdececfd0d1d2d3d4d5d6d7d8d9dadbdecdddedfelele2e3ed
bdbebfcOc1c2c3c4c5c6e7c8c9cacbececdecectfd0d1d2d3d4d5ded7d8d9dadbdecdddedfe0e1e2e3e4

° Ra p | d 7 response:5a00fe

function_code:90

2016-05-15 modbus slave _id:0

09:45:11.014000 request:000c00000004005a0004
response:5a00fe
function_code:90

2016-05-15 e slave_id:0

09:45:12.014000 request:000d00000004005a0004

response:5al0fe

Phs/ e
irPe/
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Organization Name shodan . COrganization Name umich
Scanning IP activity of protocols of shodan = Scanning IP activity of protocols of umich =
1§ 212 033 01 —
(=] [ S I e L - —
v - v w T W s s e e -
41210133 E4% -
..... . tel2isadeded -
E i - Lo R L l'-::-z-s:?_ w -
L3 LR I Las \.:":-\.:_.l -
) FaSEEstEar . . - -
. . [P — ._.:_._..- ey - -
E [ ] m m [ | ki S ;.:E-_-_:_:: i F—" »
CTEE Fa g - - -
- ] = i = e C] o A "' _-.'- 35 — - -
T L . L L g L L g 2 '.-\.':-\.-i'_ - T‘_-I--_"_._Fl'l_IllI- L ] ¥ 7
- S - B ST - 'E it = - I‘--'-l'-i__"i- * & N T S * - g
4 = - = = — ‘ 1 R e e |
& - - * & - - - & R ! 3] ] Biay of LI f Nagg of 1
e oo —
i 5 ¥ ¥ P . KT "ET & 141 F121Z2F 129 = 141212023 81 1412112112 & 141 ZF1Z2.1F2.64 ¥ 1I41.212. 12296 & 141 F1F.1F2.113
: . ) ISl 1 889 m 1491218188 008 & 191205 148.8H0 ISl.412. 02 0.0149%  I¥l.L1s8 0284040 & 1412148084051
H 1Sl S21d. 028087 & J4l.L1S.0240.04F F I€1.2148 02887 & 141l.218.1282.1 50 14L& 188, 9 H I41l.21S 02801
i 14L.212. 02472 141202 122,90 s I4€l.212. 02291 * 141205122105 o 14l.Z21F.122.159 & 14121214 2.H5
& 5E.240.19F.1%8 & E6.240. 255 119 m Fi.sleF.1a2 i ~LE.15% 20D v 1982055 98 & 1.6 155 151 FLE.1LSE. 16& v 141,213 .03 94 & 141 Z20F.133F.84 =121 2. 033 &5 wm 141 F8F.13F.88 & 141213 023 01 41213 032 005
m I9AI0. Ol A& BEF40F1I9 146 1B 08T S8 & Ti.6 146 018% & 19E. 20060, T4 H AR FFLIGES i ERIFT 40 58 & 141,217 022121 & 145217032123 = 141,712 032.042 2 141212, 0FZ.9% v 141 FEF. 123133 & 141 F1F.12F.134
¥ Bl.a81.1005,.F & 19ESSS.1 30 1€1.212. 12302 m 141 28F.1F2.115
."-- ™ -'- .\"-\.
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Scanning activity of protocols of shodan

(il e
1] ||I|_I.|_'|'. |'|_-'":_|i_|. ||I 1|| | | ] 1-|_|.| |

,I. iL‘lp | "‘|| g
L0 Ny WA | | |I'l".| i |-| W A I!l_l".ll..!ll-'l. II|_|

& dkodan & Mk




20'] 643!315&*@?%7(%

China Internet Security Conference

M H'j}ikﬁ)ﬁé " A 156

FREKRAESXSE

ShodanZB4R X AR SHR

Allack Dabois
20 &-0F-25 1 11,0, 1.0

shodan Scan Stack Curve

( y= s7Comm - Tichum Fox OMRON FINS Codesys DNP3 RealPort £ WIhuSs Dvr L= Mitsubishi MELSEC
Red Lion GE SRTP ECI104 EtherNal/IP PCWorx htip
7 b4 ¢ O7-1s 07 L8 il |
12.000 -
1“ 2016-06-06T00:40:35.1682 | ["66.240.192. 138" 53605) 0001 00000004005a0002 adbus
10,000 . 2016-06-06TD0:40:36.169Z | ['66.240.192. 138" 53605) 01 bEOOO00D0S 005000606 adbus
l: = _ 2016-06-06T00:40:37.1T1Z | ['66.240.192. 138" 53605) OO0400000005005a000300 adbus
8.000 - -
2016-06-06T00:40:38.172Z | ["66.240.192, 138", 53605) 0000000000005 A0 020001 40064000000 lmodius
oo | = 2016-06-06T00:40:41.1752 | ["66.240.192. 138" 53605) adbus
2016-06-06TD0:40:43.177Z | ['66.240.192. 138" 53605) OO000000000501 280e0 100 adbus
4.000 2016-06-06TD0:40:47.179Z | ['66.240.192. 138" 53605) OO00000000020211 adbus
2016-06-06T00:40:49.182Z | ["66.240.192, 138", 53605 QO0000000 00502 2b0e 0100 odhuS
2.000 2016-06-06T00:40:53.187Z | ['66.240.192. 138", 5] QD000 00000020311 odbus
201 6-06-06TD0:40:-55.18B8Z | ["6&. 240192 138" B3605] R DR O S 0 2 i e O 1 D0 THCHD LS
O ~4— T i s Mt o g " R e ——
S 2016-06-06T00:40:59.190Z | ['66.240. 1 387, OO000000000204 11 adbus
Attacker Scan Stacking Curve SRR
2016-06-06T00:41:01.191Z | ["66.5307 152 438~ DO000000000504 2800100 odhuS
2016-06-06TD0:41:05.193Z | ["66.240.192, 138", 53605) QOO0000000020511 odbus
201 6-06-06TD0:41:07. 1962 | ["6&. 240,192 138" 53605] R R O S e 2 e O 1 0 THOCHD LS
- e _ _ 2016-06-06T00:41:11.199Z | ['66-20., 192, 155" SREOEE ++ OO00000000020611 adbus
{O~ ProConOS - PCWorx modbus Tridium Fox ReciPort Mitsubishi MELSEC GE SRTP DNP3 — % T 1 TH
2016-06-06T00:41:13.200Z | ["66.250.192, 138" 53805] Q0000000000506 200e 0100 odhuS
2016-06-06TD0:41:17.2022 | ["66.240.192, 138", 53605) Q0000000000207 11 odbus
1,800 -
2016-06-068TD0:41:19. 2032 | ["6&.240.192 138" 53605] RO DR O S 5 2 e O 1 0 THOCHD LS
2016-06-06T00:41:23.205Z | ['66.240.192. 138" §3605] OOO0000O00020811 adbus
1.500 -
oL 201 6-06-06T00:41:25. 2062 | ["66.240.192. 138" 53005) OO000000000508 2000100 adbus
2016-06-06T00:41:27.2072Z | ['66.240.192.138", 53605 QOO0000000020811 odbus
1.200- 2016-07-25 2016-06-06T00:41:29.208Z | ['66.240.192, 138" 53605) O000000000050092b0a0100 odbus
ProConOS : 0 2016-06-06T00:41:33.209Z | ['66.240.192, 138", 53605 QO00000000020a11 odbus
Y . -
700 PCWorx : 0 201 6-06-06T00:41:35. 2102 | ["66.240.192. 138" 53605) OO00000000050a 2000100 adbus
| © modbus : 1,709 B -
: v 2016-06-06T00:41:38.212Z | ['66.240.192.138",53605] QOO0000000020611 odbus
400 - @ Tridium Fox : 0
2016-06-06T D0 :41:40.214F | ["66.240.192 138" 53605] R R O S LM 2 i e O 1 0 ocliDus
@ RealPort:0
2016-06-06T00:41:44. 2152 | ["66.240.192, 138", 53605 QO00000000020¢11 odbus
s « Mitsubishi MELSEC : O ' ]
-~ GESRTP:0 2016-06-06T00:41:46.215Z | ['66.240.192.138", 53605] OO00000O000S5 02001 00 adbus
e DNP3:0
~ | & | M0 6-06-06TO1:05:39.0T1Z ["66.240. 182 138" 53605 OO0O000000002Hd11 modbus
04— y = : —
2016-07-14 2016-07-17 2016-07-20 2016-07-23 2016-07-26 2016-07-29 2016-08-01 2016-06-06T01:05:42.0T4Z  ['6E6.240.192. 138" 53605) 0000000000021 e 11 modbus
HME-06-06TO1 0545 07F8F ["6G.240 192 138" _53605] DOOOODDO00E 11 [ jj fas a2 WES
66,240,192, 138" 53605] OOO000000005H200e01 00 modbus

1 E-08-08T01 05 47.081Z

'y W
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2016-07-19T16:20:31.529Z  ["188.138.17.205", 46332
This IP was reported 51 times. See below for details. [ ]

2016-07-19T16:20:32.530Z | ["188.138.17.205",46332) 01 bfO0000005005a000606

IsP PlusServer AG 2016-07-19T16:20:33.533Z | ["18B.138B.17.205",46332) Q00400000005005a000300 modbus

2016-07-19T16:20:34.535Z ["188.138.17.205",46332] 000fO000000d005a002000140064000000f modbus

Hostname atlanticGZt.dedicatedpanel.com

2016-07-19T16:20:37.538Z | ['188.138.17.205", 46332
Organization PlusServer AG

2016-07-19T16:20:39.538Z  ["188.138.17.205", 46 000000000005012b0e0100 modbus
Connection Type Corporate 2016-07-19T16:20:43.543Z | ["'188.138.17.20546332) 0000000000020211 modbus
Country . - Erance 2016-07-19T16:20:45.545Z | ["188.138.17£05" 46332] QO000000000502260e0100 modbus

2016-07-19T16:20:49.549Z  ["18B.138B.17.205",46332] QO00000000020311 modbus

City Strasbourg, Bas-Rhin 2016—-0?%T1ji3ﬂ:5§522 LFEEQ_ZTT ;ﬂﬁ".ﬁfﬂap <+ > 000000000005032b0€0100 modbus
— o I:I L T
2016-07- Tre- @ : '_5.3{7['1 A3 _1L_']_2~d]53t,zt ﬂ]f =T\, 0000000000020411 modbus

portlist | portlist_src

_ 2016-07-19T16:20:57.559Z | ["18B.138.17.205",46332] 000000000005042b0e0100 modbus
Feanner SR1S-11-15 85 o LT 2016-07-19T16:21:01.562Z ["188.138N7.205",46332] QO00000000020511 modbus

E s (g g i AA15-11-16 &
S0 2015-11 -7 |

Scamner IS 35 Gr 3=tk ves e f 2016-07-19T16:21:03.564Z | ["188.138.17.
Ette gy AAS-11-18 120 C |

scanner 2015-11-10 16:35:08 UTC | 2016-07-19T16:21:07.567Z | ["188.138.17.205%6332] 0000000000020611 modbus
SOOrreeEr e = ' o i AL

Sconner R IE31-t= soeaiws g o 2016-07-19T16:21:09.569Z | ["188.138.17.205",46322] 000000000005062b0e0100 modbus

SN LS -12 - 27 e I |
sc-:m: 2015-12-85 17:28:30 = 2016-07-19T16:21:13.573Z ["188.138.17.205", 46332 QOO00000000020711 modbus

SOOI Ja15-12-88 o M |
S00 = S S =12 =-10 1654, | : . = 1 Tl
scanner 2015-12-10 16:85:43 LTC | 2016-07-19T16:21:15.576Z | ["188.138.17.205",46332)
2016-91-03 @7:22:32 UTC |
ccanner 2016-01-03 11. ; 2016-07-19T16:21:19.580Z | ["188.138.17.205",46332]
SCanner 2o-@-83 lo:ed:ez UTC |
scanner 2016-01-04 13:15:@1 UTC | 2016-07-19T16:21:21.586Z  ["188.138.17.205",46332)
SICOnner JEle-o] -4 198986 |
SCanner JOlo-01 -85 524236 UTC | T 1
Soonner olE ol e o8- . 2016-07-19T16:21:25.587Z  ["188.138.17.205",46332) 0000000000020911 modbus
SHCONnEr Jele—enl &7 5 C |
ccanner 2016-91-08 17:24:34 UTC | 2016-07-19T16:21:27.589Z  ["188.138.17.205",46332) 000000000005092b0e0100 modbus
SCOnner SEle-a] - 12 o |
scanner 2O16-@1-18 @6:3@:81 UTC | 2016-07-19T16:21:31.593Z | ["188.13B.17.205",46332) 0000000000020a11 modbus
SConreEr Sale-gl-14 16 : |
2o -2 B : |
e o o oo e | 2016-07-19T16:21:33.595Z | ["188.138.17.205",46332) 0000000000050a2b0e0100 modbus
o B TR o I : Z |
2016-81-22 @3:31:34 UTC | 2016-07-19T16:21:37.599Z  ["188.138.17.205",46332) 0000000000020b11 modbus
" P o ) I : .
Ole o1 2k B1.24.55 UTC | 2016-07-19T16:21:39.601Z | ["188.138.17.205",46332] 0000000000050b2b0e0100 modbus
i PR v s - e |
2016-01-29 @7:41:15 UTC | 2016-07-19T16:21:43.604Z | ["188.138.17.205",46332) 0000000000020c11 modbus
SOOrrHEr LE1E-P2 -] 2208 |

scanner 2016-02-02 ©0:45:16 UTC | 2016-07-19T16:21:45.606Z  ["188.138.17.205",46332)

SCOnmer 222 -3

5", 46332) QOO000000000505200e01 00 modbus

QOO00000000050 72000100 modbus

Q000000000020811 modbus

Q00000000 005082000100 modbus
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IFHEE Ca 4
CREENLA 2016-07-23T11:29:13.412Z | ["94.102.49.190",43071] 000100000004005a0002 modbus
.-_'-_i: | sy " L - BKS
oo - - ' m 2016-07-23T11:29:14.413Z | ["'94.102.49.190",43071] 01bfO0000005005a000606 modbus
lags
- 2016-07-23T11:29:15.415Z | ["94.102.49.190" 43071] 000400000005005a000300 modbus
2016-07-23T11:29:16.417Z | ["94.102.49.190" 43071] 000f0000000d4005a002000140064000000f modbus
2016-07-23T11:29:18.419Z | ["94.102.49.190",43071] 0000000000020111 modbus
IPRE CIE: v
ELADE iR A
42 - 49152 scanner 2816-87-85 :
o S 32400 scanner 2016-07-06 @2:07:
1911 scanner 2016-87-06 @7 :33:
£ 77 scanner 2016-87-87 12:18:3
28 scanner 2016-87-11 9a:13:
789 scanner 2016-07-12 @2:91:
a1 scanner 2016-87-13 @3:06:
49 scanner 2016-87-13 15:09:2
i 7547 scanner 2016-87-14 @3:01:
SO0 scanner 2016-87-14 4:17:
BEEE scanner 2016-07-20 12:38:
283 scanner 2016-87-200 13:23:
[ o scanner 2016-87-23 17:57:
5555 scanner 2016-07-25 12:40:
. B ) scanner 2016-87-31 16:08:
“ N scanner 2016-88-01 19:02:
175 sSCanner 2016-08-02 12:01:
ThreatBook 2 18245 scanner 2016-88-02 17:47::
19860 scanner ZO16-08-04 19:37:
eatF Labs y 1311 scanner 2016-88-05 @3:29:¢

P

Scanmrer
scanner

2016-B8-85

11 :486):
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188.138.1.218 was tfound in our database!

This IP was reporteq 125 timgs. See below for details.

IsP PlusSeaerver Al

0001083000004005a0002°, 'response’: '5a00feb7
D00005005a000606', 'response’: '5a00fe:
O000005005a000300, 'response’: '5a00fe
DO000d005a002000140064000000f600°,

{'function_code’: 90, 'slave_id': 0, 'request’:
{'function_code’: 90, 'slave_id': 0, 'request’:
{'function_code’: 90, 'slave_id': 0, 'request’:

{'function_code’: 90, 'slave_id': 0, 'request’:

Hostname atlantic381.startdedicated.de

Organization PlusServer Al

Z-One , |
188.138.1.218 is Shodan scanning node? @achillean

Connection Type Corporate

Country

City

B Germany

el e e e el el el e e e el e e

=

SCanrnear
SCanrner
ScCannear
SCanrnear
SCanner
SCanner
SCanrnar
SCanrner
SCanner
SCanrnar
SCanrner
SConrer
ScCannar
SCanrnear
SConrner
ScCannear
SCanrnear
SCanrner
SCanner
SCanrnar
SCanmrer
SCanner
SCanrnar
SCanrner
SConrer

2015-11-12

2015-11-22 @5:

2015-11-14
2015-11-23
2015-11-16
2015-11-28
2815-11-18

2015-11-69 €

2015-11-12
2815-12-81
2015-12-@3
2015-12-83
2815-12-8%
2015-12-06
2015-12-87
2015-12-09
2015-12-13
2015-12-13
2015-12-17
2015-12-21
2015-12-23
2015-12-38
Jele-e1-81
2016-01-82

2016-@1-83
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I WCIRHTHATA . Shodanft X Modbus 5S7comm il M TP A
HEAFAEIS S ORSER40) o WA, IE. SRR, FNE

198.20.70.114 us census3.shodan.io B K AT R ERE 7. WEHX TIE% A PSRRI ) S #E
71.6.165.200 us censusl?.shodan.io Shodan -4 5 [ 24 T s AU HRIWCER R LB ] 2]20144E . HRA TS
66.240.236.119 Us census6.shodan.io iT, #2 HHyShodan 48 5§75 1291 TR ML

71.6.135.131 US census?.shodan.io

66.240.192.138 us census8.shodan.io MBS ER E2R A, ShodanditTModbus P8 1Y F148 EL 8RN 21 7] - 5]
71 6.167.142 US census9 shodan.io PLC  EHA&RTIH 5 S, A Shodanf| % Modbus{5 2 [ R B A7 41~ )
198.20.87.98 US border.census.shodan.io 0N REMSE L, AEORUEARIUHE RIS AT RIS AR AR TR = 1 431 AX
71.6.146.185 US pirate.census.shodan.io ., H I RT W Shodan [ BAS AL Y oA BRAR AR EEAR = -
82.221.105.6 1S censuslO.shodan.io

71.6.158.166 us ninja.census.shodan.io MATHE T B2k, ShodanfEF X Modbus RS A T4 R, AEH1 5023
66.240.219.146 us burger.census.shodan.io I BUG SCAT 1 1 7D RERS AT R B IA L, CENACE T (B Wi i
82.221.105.7 1S censusll.shodan.io eI IE ZE B AL XS ST ARG, [F Rt 25 4 T TPKPAICOTP
198.20.69.74 Us censusl.shodan.io e, HEANERTCRE . BN T IECRR T N i AR RE AR IR
71.6.146.186 uUS inspire.census.shodan.io AT AR HEE RS RUE SR s s [ 93¢ 52 B AR DL BC HRs G = A2 2
198.20.99.130 NL census4d.shodan.io £

198.20.69.75 UuS censusl.shodan.io

198.20.69.76 s censusl.shodan.io MAT I [A] 53 A0 _E2RF , Shodan P BAE X T4 WM 4340 HA7 B {2 Fy Hsf
198.20.69.98 Us census2.shodan.io EJAAEE, Shodanla] I X4t X RIEN S, HAETCASEN 1 IR1E L &% AMHIGE

http://plcscan.org/blog/2016/06/ics-security-research-report-2016-05/

(S0 P 2% 20 i) SR =

R R TE IR SRR A RIT AR &)

SRTP. MELSEC-Q. MoxaNPortdZ&iMiH 31 777k .

AN, (BT B 2 Shodan VR LA 416t T b WL AR BERY SRR . 2ehLE]
RIPELRL T B 5 B TPHOm IR BRI B A T A
I, ST R R BT B

. | | . ]
] ~ |0 | "v L )’ /4
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TRIP

82.221.105.6

71.6.167.142

71.6.135.131
66.240.236.119

71.6.158.166
82.221.105.7
85.25.43.94
71.6.165.200
198.20.99.130
66.240.192.138
71.6.146.185
66.240.219.146
198.20.69.98
198.20.70.114

188.138.1.218

RDNS

census10

census9

census?
census6

ninja. census
censusll
rim.census
censusl1?
census4
census8
Inspire.census
burger.census
border.census

census3

unknown

FUER  ERANSTHNETE  ERFEUModbustMY BRI Ethenet/IP

S 125

169

232

234
233

111
167
192
236
92

237
67

107
215
224

93

(102)

20130821

20140720

20140508

20140602

20140206
20150122
20140222
20140516

20140226
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