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/ Backdoored ASUS Live Updater executable \
% of victims by country
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{ Tiny malicious code injectionJ

Resource 136: EXE

Malicious Downloader

Remainder of ASUS updater tool code
(broken PE file)
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Gartner Licensed for Distribution

Market Guide for Network Traffic AnalySis s ours seenyorome s

Ganguli
Published 28 February 2019 - ID G00381265 - 23 min read

Network traffic analysis is a new market, with many vendors entering since 2016.
Here, we analyze the key NTA vendors to be considered by security and risk
management leaders.
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Src Host Src Subnet Dst Host Dst Subnet Service
Description Signature details

Signature ID: 3106
Anomalies caused by an excessive amount of communicating ports on the destination IP address (e.g. Port

Created: 2015-05-
scan) _
Class: Potentially
Recommendation View Signat
Check event details, please. In the case this is a legitimate communication, mark the event as False Positive.
l outlier: Entropy (ports) at Host
. outlier: Peers at Host
l outlier: Data at Host
Bl outler: Flows at Host
Metric Measured
. p2p: BitTorrent peer sync Al nig nid out 9 Qut 1 4 Al
Peers 142 27x 133 28x 511 £875
l p2p: BitTorrent DHT announce_peers request Ports 89 32x 83 35x 270 +4.41
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Filters: -
,Q A = ul
Subnet: )
Host: ||src:192.168.1.15 -
Service: M
Event: v
Traffic: A
severity: | N v
Reps: v
& | @ Clear Fiter

Status Monitor

n GreyCortex Mendel

User:  administrator (Administrator)
License: michal.srubar@greycortex.co
Version: 2.6.0
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Name
ﬂ Scan: SMB Port Sweep (445)
#|  blacklist: Spamhaus DROP blacklist
Scan: Port Sweep-like Behavior (horizontal port scan)
&  exploit: Possible DOUBLEPULSAR Beacon Response
& blacklist: Openbl.org blacklist
8 blacklist: Blocklist.de blacklist
8 blacklist: Tor blacklist
6 blacklist: Compromised or Hostile Host Traffic
blacklist: BotCC blacklist
blacklist: General blacklist
8| Periodic: Repetitive Connections (every 30 minutes in & hours)
8| scan: Behavioral Unusual Port 445 traffic, Potential Scan or Infection
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3 Periodic: Outgoing Web Communication (i.e. remote access trojan)
) ost 1P Src Subnet Dt Subnet Service Protoccl Flows Packets oata i Data 0UT TEvent 0

% . f o) HTTP (80) 1c8 (6) Y] 78 7941k 4047k

Reported timestamp: | ¢ - |»sma p

Src Packat Count Src Packet Length Dst Packet Count Dst Packet Langth End Tma

5ec Host Dst Host protocol Dst Port Sevce
| 5c Flags Dat Flags

Destination
[~ I
(2] S] e @
T ——
Service: HTTP

Applications:

Uiy
User-Agent: -

Pmoeol HTTP/1.1
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Scan: Port Scan-like Behavior (local service discovery) X Close
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Events Manage columns

Src Host Src Subnet Dst Host Dst Subnet Service Protocol Flows Packets Data IN Data OUT Timestamp *

OF erivate C

@ private C
1P (0 18 2 212k Tue 17:59 - 18:00
(152.168.0.0/15) @ 192.168.1.36 (@ ue

+ @ |aptop-hontticp (192.168.1.5) (192.163.0.0/15)

OF private C

@ private C
1P (0 % 27 2,86 k Tue 17:58 - 17:5
(152.168.0.0/15) @ 192.168.1.36 (@ ue

+ @ |aptop-hontticp (192.168.1.5) (192.168.0.0/15)

OF erivate C

@ private C
1P (0 b 4 2,54k Tue 17:57 - 17:58
(152.168.0.0/15) @ 192.168.1.36 (@ ue

+ @ |aptop-hontticp (192.168.1.5) (192.163.0.0/15)

OF private C

@ private C
1P (0 25 27 286k Tue 17:56 - 17:57
(192.163.0.0/15) @ 192.168.1.36 (0 ue

+ o laptop-hontticp (192.168.1.5) (192.168.0.0/16)

OF erivate C

@ private C
1P (0 19 23 244k Tue 17:53 - 17:55
(152.168.0.0/15) @ 192.168.1.36 (@ ue

+ @ |aptop-hontticp (192.168.1.5) (192.163.0.0/15)

OF private C

@ private C
1P (0 21 21 223k Tue 17:53 - 17:54
(152.168.0.0/15) @ 192.168.1.36 (@ ue

+ @ |aptop-hontticp (192.168.1.5) (192.168.0.0/15)

OF erivate C

@ private C
1P (0 18 18 181k Tue 17:52 - 17:53
(152.168.0.0/15) @ 192.168.1.36 (@ ue

+ @ |aptop-hontticp (192.168.1.5) (192.163.0.0/15)

OF private C

@ private C
1P (0 bi] 4 2.54 k Tue 17:51 - 17:52
(152.168.0.0/15) @ 192.168.1.36 (@ ue

+ @ |aptop-hontticp (192.168.1.5) (192.168.0.0/15)

@ private C
(192.168.0.0/16)

+ @ [aptop-honttlcp (192.168.1.5) (%;Téaat%%ns) @ 192.168.1.36 1P (0) 24 52 551k Tue 17:51 - 18:01
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Tue12:00 Tue 13:00 Tue14:00 Tue15:00 Tue16:00 Tue17:00 Tue 18:00 Tue19:00 Tue 20:00 Tue 21:00 Tue 22:00 Tue 23:00 Wed 00:00 Wed 01:00 Wed 02:00 Wed 03:00 Wed 04:00 Wed 05:00 Wed 06:00 Wed 07:00 Wed 08:00 Wed 09:00 Wed 10:00 Wed 11:00

Events
Src Host Src MAC Src Subnet Dst Host Dst MAC Dst Subnet Src Port Service Protocol
+ @ . E s (nfuvz” = () do:7ess &Qﬁ' 35969 54734 TCP (6)
+ @ . o4 g’u‘g"i = () do:7e: ﬁ&jfs' 36141 54734 TCP (6)
+ @ o4 m’i ] () dozeis &QJE\SSI 39361 54734 TCP(6)
+ 0 I o004 (%5; 1 () doi7ezz géﬁ 51003 54339 TCP (6)
+ @ . E o004 (dl:uvzfi ¥ () dozez ;&E‘;‘ 40434 54734 TCP (6)
+ @ 0. I oo (afuvzfi ¥ () dozes ﬁés;‘ 47478 54734 TCP (6)
+ @ . I ooz g’u"z” * () doze &éjé‘ 48273 54734 TCP (8)
+ 0 e B o0 (-?DS; - B o001 En::t 60748 53 UDP (17)
+ 0w B o0 (-?DS; - B oo:00x Eﬂgs‘ 62873 53 UDP (17)
v @ E o004 g’u\’z"i £ () do:7es: ﬁéi‘s&' 46638 54734 TCP (6)
v @, E on0s EIDV;‘I £ () doizes: &éj;‘ 35757 54734 TCP (§)
+ @ E on0e g’u\'gi () do:7ess &éﬁ;‘ 42737 54734 TCP (6)
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Timestamp

Tue 05:06

Tue 05:07

Tue 05:17

Tue 05:30

Tue 05:32

Tue 05:38

Tue 05:53

Tue 05:55

Tue 05:55

Tue 06:24

Tue 06:39
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6 Web-specific-apps: Possible Apache Struts OGNL Expression Injection (CVE-2017-5638) M2
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Events
Src Host Src MAC Src Subnet Dst Host Dst MAC Dst Subnet Src Port  Service Protocol IP Family Src Flags Dst Flags Tunnele Timestamp
2 alibaba (china) Rbriaie
+ B M 74:28:53:6d:be:68  Technology Co, @Y 192.168.1.36 @ 00:19:99:62:28:7a res 52911 HTTP (8081) TCP (6) 1 ---AR.S. ---A.RS. 0 2016-0ct-14 08:06
Ltd. (192.168.0.0/16)

1(t4) 50 [v 1
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24-Feb-2019 26-Feb-2019 28-Feb-2019 2-Mar-2019 4-Mar-2019 6-Mar-2019 8-Mar-2019 10-Mar-2019 12-Mar-2019
E- =53]
I-____—
+ malware: Suspicious Mozilla User-Agent - Likely Fake (Mozilla/4.0) Feb-26 06:43 - Tue 06:45
+ . malware: User-Agent (Internet Explorer) 1 2 64 Feb-2513:16 - Mon 15:28
+ . malware: Alexa Search Toolbar User-Agent 2 (Alexa Toolbar) 1 1 3 Feb-25 17:05 - Mon 17:07
+ . malware: Win32/BrowseFox.H Checkin 2 1 2 236 Feb-24 09:03 - Today 07:53
+ . malware: W32/Toolbar. WIDGI User-Agent (WidgiToolbar-) 1 1 9 Feb-24 16:37 - Tue 16:39
+ . malware: W32/Toolbar.WIDGI User-Agent(WidgiToolbar-) 1 1 9 Feb-24 16:37 - Tue 16:39
+ . malware: PUA Win32/ShopperPro.A Checkin 1 1 9 Feb-25 05:10 - Today 05:12
+ . malware: Casalemedia Spyware Reporting URL Visited 2 1 1 9 Feb-24 17:34 - Tue 17:35
+ . malware: Suspicious Mozilla User-Agent - Likely Fake (Mozilla/4.0) 1 1 3 Feb-26 06:43 - Tue 06:44
+ . malware: User-Agent (Internet Explorer) 1 1 536 Feb-25 13:10 - Mon 17:14
+ . malware: Win32/BrowseFox.H Checkin 2 1 1 24k Feb-24 09:03 - Today 08:53
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- W Flows B packets M Data M Data 3 @ 0ata s

[« [#]=] [e]al v

60M-
40M -
20M -
f I A o e ‘ ‘ ‘ | ‘ ‘ | &, AAad
‘Wed 10:00 Wed 12:00 Wed 14:00 Wed 16:00 Wed 18:00 Wed 20:00 Wed 22:00 Thu 00:00 Thu 02:00 Thu 04:00 Thu 06:00 Thu 08:00
Sy
Service Port Service Protocol Flows Packsts v Datz [B] Datz 1 [B] Datz 7 [B] oRTT 5] ©ART [s] oDTT 5] eDelay 5]
Type.
MS-5QL. 1433 LOCAL TCP (6) B4k 33.38M 19.84G 5776 14076 0.010 3.8 0.007 0.163
Wl v B W@ w

B orrr (s] B oarr [s] 0 oo77 [s] B oDelay [5]

[ -
100 -

TP (6) 58575

Flow Informations.

Sre Name:
Sre MAC:
Dst Nome:
Dst MAC:

1P Family:
Sre VAN 10:
Dat VLAN 10
Interface:
Tunneled:
Start Time:
Duration:
Reported Timestamp:
Output Type:

Requast

3 . gy
R R e e
ART: 61.025656ms

- =
e

1433 MS-SQL

Sm 0s

2ms

Delay [s):
Jitter [s):
Max Delay (s):

] = e v
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. outlier: Application Performance at Service
o
10 -
8-
. 0127 19:08
1 W OWRT 707
B High 349.59 ms
44 . Low 0s 1-
2.
24 ! ! ! I | | I ' ' ! 04 1
17:39 17:49 17:59 18:09 18:19 18:29 18:39 18:49 18:59 19:09 19:19 i:M 13:00 1:% 14:00 14:30 15:00 15:3 18

Sum -- 51z Host 51z Subnet Dst Host Dt Subnet Service

HITP 80 LOCAL TCP (6) 145k 338,00k 35L72M 1671 H
HTTP 80 REMOTE TCP (6) 2 2 128 128 Deseripion
amomalles caused by the ewcessive Application Respanse Time (ART) on the service,
Ressmaesdition
Check event detalls, please. In the case this Is a legitimate communication, mark the event a5 Fakse Positive,
——
Metnic Measured
Al Ingg Inkd Out g Qutgs
o
ART 707 272x 717 276
AEARERE
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