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MNRIEHIZ % Intrusion Detection System

FBCH " FWITR L ~ "EEHF L ~ TR s T A
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AREA R GRE

Signature-Based #FEl1E 8]

ZH BRI ESE (patterns) SRR AR - HIEIEZR
TLEE - ERABASEUNCHNBENERE - SEERATEI
REEEEE - oS ER S IEE -

RFY -
o A EAFI IR AR - RESEMELLE (False Negative) -
Cﬁéﬁﬁf—?mj cIE ARITARE N ERZEH (False Positive) -

OV EEITARERHELLY - OJEEiENAMBTRE -
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AREA R GRE

Anomaly-Based £ & 154l
FHAR &) uﬁﬂﬁgﬁ-’ﬁ?ﬁ’]t};tx& RiE - EREUEZRRER

RN 22 ELHLiﬁ??%Eﬁ¢EE1E EEEPAERD
s mE - ?Eﬁ?ﬁéliﬁ%ﬁu B A EERSHEANT AR A
FEE o

iREG
0 ZFIEEEERRNESEH
® S A1TAUBEE HirA S A FRZE #H (False Postive)
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Network-based Intrusion Detection System I AR BRI 247

%jiﬂft SEAFAE T RETREICY - BRARART
o BERIRERBRERS  MERASSBEANKER
HD&%%JW?E

Host-based Intrusion Detection System N ARERI 24

ZRREBANOEERMER - BIEAEREEEESE -
SEBONMBRMERE - HBEENRMES RFZLES -
EHEREER ER IR FEZRA -
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HIDS NIDS

Free software [edit] ~ /

As per the Unix philosophy a good HIDS is composed of multipule paw specific aspect.
A A
2

Sane
defaults

Package + Yearll # Ubuntu? 2 centosP! ¢ File ¢ Network & Logs ¢ Config ¢

OSSEC 2017 Yes Yes Yes Yes

Lynis e Partiall*] Ves Corr!pliance testing only in the commercial
broken version

OpenVAS 2017 Yes
Samhain 2016 Yesl®l Partiall’] _]
Snort 2015 Yesl®]

chkrootkit 2017 Yes!®] Partiall'?]
rkhunter 2014 Yes!!l Yes!!?]

unhidegl!3] 2012 Yes!14] Yes!15] proc ps compare
Sguil 2017
Logwatche[16] | 2017 Yes!17] Yesl'él
Logcheckz['®! | 2017 Yes!20l Yegl21]
Epylog??] 2014 Yesl23 Yesl24]
SWATCH®[?! | 2015 Yes[?®) Yesl7]

sagan 2017 Yesl28]
aide 2016 Yesl29 Yesl30l
tripwire 2013 Yesl?1! Yesl?]

ERIAIE https://en.wikipedia.org/
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Wazuh - Open Source Host and Endpoint Security
OSSEC + ELK + OpenSCAP regulation ruleset

ELK Stack

OSSEC
_ RESTful API

OSSEC



https://documentation.wazuh.com/
https://wazuh.com/pci-dss/

EEWRH - ARER | 2R ARERS

B k2R Wazuh.com
X R https://documentation.wazuh.com

Elastic Stack

Hes o~ RE(EZEIR
EZBRELD




OSSECARIERRAIRF L EEEIIEE

Log Monitoring — EESREHRER  BOEZRNERES

File Integrity checking — WMEEREBM - BRREEENE
Intrusion detection — BERBRRAGENEEINEE/BFIRER

Active response — BEEREUHEEERITHERBERERE
i R EIRAT

12
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OSSECARIRRI R 1B RA 77T

Compliance Requirements —— PCIDSS/USGCB
Support multi platform —— Linux, Solaris, Windows, Mac OS X
Real-time and Configurable Alerts—— smtp, syslog, json

VRO EEENISES MOnNenng — ——- Firewalls, switches and routers

Integration with current infrastructure
Centralized management

13



OSSEC+Elastic Stack

OSSEC Server

OSSEC Agents

e FH & B 1EUI

RmARE

> Logstash

alerts via

syslog
log data ﬂ

-

Web Browser

R 2R vichargrave.github.io

querles
ElasticSearch
log results
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Database

Services (httpd,ftpd,sshd...)

Client Client Client

15



OSSECARIR R Z 4 ERRS 2R

Local/Server/Agent =f&1&E 1
OSSEC Agent

Agentd : Forwards data to the server
Logcollectord : Read logs (log,wmi,flatfiles)

Syscheckd  : File integrity checking

Rootcheckd : Malware and rootkits detectioné

OSSEC Server
Remoted : Receives data from agents
Analysisd : Processes data (main process)

Monitord : Monitor agents

________________________________________________________________

Logcollector

Syscheckd

Rootcheckd

A

___________________________________________________________

Server

Analyze

________________________________________________________________
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ZI<

Ll
[T]
AN
Frs
1}&
s

B AN VKB BRMERINE - FRUDPEH

Server

’ -

Zlib compressed

Blowfish encrypted
UDP 1514

ossec-logcollector
(root)

ossec-agentd
(chroot)
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Log monitoring flow %%

=1
Il\ % [=)¥4 1% rsys | Og Royslog 5 14/U D P Wazuh server
\ Manager
Monitored host Analysisd
———N Remoted }— .
Agent /// ‘ Pr'e-decoding ‘ arch'n.res.json
/
Agentd }/ 1514/UD P ‘ Decoding ‘
R
Monitored file f Ej][l')f' -
aa ‘ Rule matching ‘ a'e”""iso”

~— > Logcollector ‘ Logcollector }‘

Windows Event /

Log

. S ﬁl:ﬁ._; S thas L

i S ZM R EBjsontE TV 1

olfERHE DTSRI E R

_ AR (source data)
S iEZagentI A4 ¢

Linux, Windows, Mac OS X, Solaris

A AR Wazuh.com

N HFER https://documentation.wazuh.com 18
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File integrity monitoring flowtg 252 214
Az #Eagentless (491555 1)

Wazuh server

Manage
Monitored host
Analysisd
— | ’ — | ‘ Pr'e—d:codin ‘ o chive
Agentd - 1 5 14/U [)P # 8 archn.res.lson
: A

ﬂﬁﬁf&ﬁd ? =ik > ‘ Decoding ‘
| e —-.x\* Syscheckd v . % -

I‘\a'l_onitored / SVSChEde ] ‘ Rule matchmg ‘

registry entry

S iEZagentI A4 ¢
Linux, Windows, Mac OS X, Solaris

B F 2kJE Wazuh.com
N £ R https://documentation.wazuh.com



Rootkit detection flow&F5_
Az #Eagentless (491555 1)

%)

Wazuh server

Analysisd

| Pre-decoding |

P | Decoding |

- -

| Rule matching |

archives. json

alerts.json

Monitored host
Manager
Monitored Agent Monitared
directory - directory
- - L “‘\ N
> Remoted
Manitored registry Agentd f— Monitored registry
entry entry \
— - $ “‘w—_-—-‘f—_ﬁﬁ
Syscheckd Syscheckd
Sy=tem System
calls calls
;’ Rootcheck Rootcheck
Rootkit Rootkit
signatures signatures

Rootkit4FE & 1l E

B F 2RIE Wazuh.com
N £ R https://documentation.wazuh.com
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OSSECTREE R AttE 2

FEER 2 4= H #% /var/ossec/
FE0E e HEE /var/ossec/etc/
< #1718 B #% /var/ossec/bin/

EZ£3H Bl /var/ossec/ruleset/rules/* xml

7]

DecodersfEtSzs /var/ossec/ruleset/decoders/* xml

Z4m H & E #% /var/ossec/logs/
HEH HEE /var/ossec/logs/alerts/

21
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OSSECIRERTT4A

5 EZ9ENE /var/ossec/etc/
ossec.conf OSSECEE: T

internal_options.conf OSSEC4HEdaemon£
BEZ2MmTE MM E /var/ossec/etc/shared/

cis_xxx_linux_rcl.ixt FRALInuxZEHmESE

rootkit_files.txt E R AR S IE R M E FE

rootkit_trojans.txt KEENBEFE

22
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TRAY

[root@wa;uh server decoders]# 1s
-active-response_decoders.xml
aix-1psec_decoders.xml

barracuda decoderw *ml
checlp01nt decoders.xml
cimserver_decoders.xml
sco-estreamer_decoders.x
o-10s_decoders.xml
*ml
,ml
courler_decodera.xml
dovecot_decoders.xml
dragon-nids_decoders.xml
0095-dropbear_decoders . xml

mH

01108-ftpd_decoders.xml

8115-grandstream_decoders.x

0128-horde_decoders.xml
0125-hp_decoders.xml
0138-1mapd_decoders.xml
8135-1mperva_decoders.xml
8148-kernel_decoders.xml

8145-mailscanner_decoders.x

01508-mysql_decoders.xml
55-named_decoders.xml
01608-netscaler_decoders
A165-netscreen_decoders.>
8178-nginx_decoders.xml

-openbsd_ decoders . xml

-openldap_decoders.xml

-openvpn_decode
0195-oscap_decoders.x

0210-p1x_decoders.xml
8215-portsentry_decoders.xml
02208-postfix_decoders.x
225-postgresql_decoders. x
0-proftpd_decoders.xml
5-puppet_decoders.xml
pure-ftpd_decoders.xml
racoon_decoders . xml

roundcube_decoders . xml

sa-auth-manager_decoders.xml

5.
erv-u_decoders.xml
nort_decoders. xml
olaris_decoders.xml

5-sonicwall decoders.xml

s e AR Rl /var/ossec/ruleset/decoders

B AR R AR A HE BRIXmMITE R H v iS5 T

0;10 ssh_decoders.xml
su_decoders.xml
sudo_decoders . xml

uhosin_decoder
symantec_decoders.xml
i-telnet decoders.xml
trend-osce_decoders. xml
unbound_decoders.xml
unix_decoders.xml
vm-pop3_decoders.xml
60-vmware decoders.xml
55-vpopmail_decoders.xml
;ftpd_decoders . xml
sslog_decoders.xml
s_decoders.xml
wordpress_decoders.xml
zeus_decoders . xml

23
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mH

fEER RSB FR Rl /var/ossec/ruleset/rules
T3 A B R A IRTE B HE FERXxmITE 25

[roct@wazuh-server rules]# ls

pE18-rules_config.xml
PE15-ossec_rules.xml
eE208-syslog_rules
0025-sendmail rules.xml
eE38-postfix_rules.xml
pE35-spamd_rules.xml
pe40-1mapd rules.xml

pe45-mailscanner_rules.xml
pe5e-ms-exchange_rules.xml

B055-courier_rules.xml
ee60-firewall_rules.xml
PR65-plx_rules.xml

pe7e-netscreenfw_rules.xml

PAT7S-clsco-105_rules.xml
pege-sonicwall rules.xml
BOE&5-pam_rules . xml
pe9e-telnetd rules.xml
pE95-sshd _rules.xml

B100-solaris _bsm rules.xml

B165-asterisk_rules.xml
B116-ms_dhcp rules.xml

B115-arpwatch_rules.xml
Bl20-symantec-av_rules.xml
B125-symantec-ws_rules.
B1308-trend-osce rules.xml
8135-hordeimp _rules.xml
8140 -roundcube_rul
P145-wordpress_rul
@150-cimserver_rules.x
P155-dovecot_rules.xml
0160-vmpop3d_rules.xml
8165-vpopmail_rules.xml
B178-fttpd rules.xml
p175-proftpd rules.xml
9180-pure-Tttpd_rules.xml
p185-vsftpd rules.;
B198-ms_ftpd rules. xml
8195-named rules.xml
8208-smbd_rules.xml
@205-racoon_rules.xml

8218-vpn_concentrator_rules.xml

B215-policy rules.xml

B228-msauth_rules.xml
B225-mcafee av rules.xml
B230-ms-se_rules.xml
@235-vmware_rules.xml
B240-1ds_rules.xml
B245-web_rules.xml
B250-apache_rules.xml
B255-zeus_rules.xml
B260-nginx_rules.xml
8265-php_rules.xml

0270-web_appsec_rules.xml

0275-squid_rules.xml
p220-attack rules.xml
p285-systemd rules
p290-firewalld rules.x
B295-mysql_rules.xml
300-postgresql_rule
8385-dropbear_rules.
0310-openbsd rules.x
315-apparmor_rul
B320-clam av_rules.xml

A B

5-opensmtpd_rules.xml
B-sysmon_rules.x
5-

32
33
335-unbound_rul '
340-puppet_rules. \m1
345-netscaler_rules.xml
350-amazon_rules.xml
355-amazon-ec2_rules
B360-serv-u_rules.xml
365-auditd rules.xml
§370-amazon-1am_rules
0375-usbh_rules.xml
B380-redis_rules.xml
285-oscap_rules.xml
390-fortigate_rules.xml
0395-hp_rules.xml
B408-openvpn_rules.xml
B405-rsa-auth-manager_rules.xml
B418-1mperva_rules.xml
8415-sophos_rules.xml
p4208-freeipa_rules.xml
B425-cisco-estreamer_rules.xml

LxmL

LxmL

24
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OSSECIRIZTT4A
OSSEC LOG=FRI& /var/ossec/logs/

1. active-responses.log FHOSSEC1TEE) B FETNEERY
wir (Bl FEENS S IRENIPIIAIERELR S E)

2. ossec.log Z#EiAER HES

3. alerts/alerts.log IS SR A # A 38 AU A0 B

4. firewall/firewall.log 75 P5 K % BE 1= 5% 14 # Al 38 B 40 £

25
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OSSECIRERTT4A

OSSEC servers% E 23700

OSSEC serverEE 8 E 1 £ /var/ossec/etc/ossec.conf » I EFExmMIERX B S EE -

oJ il E RREREENRVEAL - R D A R G E B -

<global>#t¥fossecHEERAMAIBERARRE - WEITIRERStmMp serverBBASEH SR

EHELIETRE
<alerts>Z/VEEEFR L LHEFZEE Aalert_logeiiEiBemail&E
<remote> Fossec serveriZI S ERlog (local i E XA FE)
<rootcheck> E#rootkit checki@ &R E

<syscheck> ERAMBEXTEMBEHBR T
<command>Active responsetB s T E

<localfile>Log 1T 1HEEE &

<ruleset> R FHEK A B A AR A 1 IR 14

s #liz5 BBhttps://documentation.wazuh.com/current/user-manual/capabilities

26
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OSSECIRIZ /T 48
Active response FE)[ClFETNHEE

UETNBESDRT R AR EENETT B MIFMEN TN ELIE - BOSSECE B ARTEFM 245 (IPS)
INEE - FEEIEINEEC] ¥R EMR Al (rules_id) SV ER BB ESEEF MR LA -

A% 1E N 15

<active-response>
<disabled>no</disabled>
<command>firewall-drop </command>
<agent_id>001</agent_id>
<location>local</location>
<rules_id>5712</rules_id>
<rules_group>authentication_failed </rules_group>
<level>8</level>
<timeout>120</timeout>
<repeated_offenders>5,10,30</repeated_offenders>

</active-response>

2E X fhttp://ossec-docs.readthedocs.io/en/latest/syntax/head_ossec_config.active-response.html »7
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OSSECIRIZ T 4R

&BE&Active response ruleset
# less /var/ossec/ruleset/rules/0095-sshd rules.xml

<rule id="5700" level="0" noalert="1">
<decoded_as>sshd</decoded as>
<description>SSHD messages grouped.</description>
</rule>

<rule 1d="5710" level="5">
<if_ matched_sid>5700</if matched_sid>
<match>illegal user|invalid user</match>
<description>sshd: Attempt to login using a non-existent user</description>
<group>invalid_login,authentication_failed,pci_dss_10.2.4,pci_dss_10.2.5,pci_dss_10.6.1,</group>
</rule>
<rule id="5712" level="10" frequency="6" timeframe="120" ignore="60">
<if_matched_sid>5710</if matched_sid>

<description>sshd: brute force trying to get access to the system.</description>

<same_source_ip />

<group>authentication_failures,pci_dss_11.4,pci_dss_10.2.4,pci_dss_10.2.5,</group>
</rule>

P8
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tEE5#H M What is Compliance

eI ERRIEMERETA/ETHERERE - AR -

BEMZEaRMEKRES | PEIAFR(SOX) ~ EMRETIEMT
KREEAEZE(HIPAA) - §1ﬁ-|5:’2fr4§’£\TEE(PCIDSS) el
AZEMEIEAEFISMA)..5 - ARBXEEEZZSHZEAR
SR NEIRE

EE B FEBNISTH ERSEUNREERNAFLETENK | =
= I iF #H RE L #EUSGCB (United Sataes Government
Configuration Baseline)

30
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B ZE5E T

2 ENISTHE X 553 E R E(NVD)a& A National Checklist
ProgramzT= - NiZBEFERANEELZEZTERESE - 17
SCAPHS I K GPOMEE ZE AN G R M EIS T

SCAP (Security Content Automation Protocol)

R RmEFMARLZEZBBNEECmE

GPO (Group Policy Object)
RERMENTREEEERFAREG R AIRE - IRIEERAY
E vy

NCPET=3&## https://nvd.nist.gov/ncp/repository

31
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Bl e e E e

2 ENISTHE X 553 E R E(NVD)a& A National Checklist

ProgramaT= - RN ZEEE R NE

i Pa

= L+

EE

RE/FE

#HSCAPTE I RGPOME R Z AN E R EmERET

There are 9 matching records.

Name (Version) Target Product Authority
Category
Microsoft Wind Operatir USGCB/TIS
7 em
Microsoft Wind
7 x86 (32-bit)
Mi oft Wind
7x 4-bit
B Mi ft Windo Op U B/TIS

7 Sys
Mi oft Window
7 32-bit (X86
Mi oft Window
7 64-bit (X64

an

NCPET=3&## https://nvd.nist.gov/ncp/repository

vs 7 Oval 5.10 - Tested By: USGCB/TIS

all Oval 5.10 - Tested By: USGCB/TIS

32
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NISTERESCAPTEFE

nttps://csrc.nist.gov/Projects/scap-validation-
orogram/Validated-Products-and-Modules

Linux distribution o] £ FHOpenSCAP

E#RWindows B #Local Group Policy(LGPO)#&

PolicyAnalyzer ({£3%F5

nttps://goo.gl/55nNNT1)

Windows AD##13 40 & 1% o] £ HAD=L System Center
Configuration Manager(SCCM))kzZGPO rules

33
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SCAP
Security
Automation
Tools

/

SCAPHE Security Content Automation Protocol

BESCAPEEMZLEMRENTTETIRIET

B R 2R https://scap.nist.gov/

XCCDF OVAL CVSS CWSS

eXensible Open Common Common
Configuration Vulnerahility Vulnerability Weakness

Checklist and : -

D ot As . Scoring Scoring
escription SSESSMEN System System
Format Language

https://oval.mitre.org/
—p>
__*
CCE ARF CVE CWE
Comman Assessment Common Common
Configuration Result Format Vulnerabilities Weakness
Enumeration Enumeration and Enumeration
Exposures
https://cve.mitre.org/
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SCAPHE Security Content Automation Protocol

Current SCAP Standards

Software vulnerability management

cve EREE g R EIH

=tz =z LA
EEEHE = o
Asset CPE cce Configuration
management management
REEE

Compliance management

SREE

SCAP supports foundational IT management functions

& R 5 http://www.gilligangroupinc.com/

Specific SCAP Standards

cVE -~ ldentifies vulnerabilities
Scores vulnerability severity — cvss Criteria to check presence of
vulnerabilities, configurations, assets

OVAL
CPE CCE

X

Identifies packages XCCDF |dentifies configuration controls

and platforms

Language to express configuration guidance
for both automatic and manual vetting

SCAP enables enterprise-wide, cross-vendor interoperability and

aggregation of data produced by separate tools

35
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TEZ0penSCAPEZ?

OpenSCAP EXRERIURMEEL - EFEHEFEEGLZENR
BE#MBE(SCAP) 1Z2£ - BIISFEMHSAASCAPEER KRS -
EANERRZUGTERESRENK -

e ML 15/ (SCAP Security Guide)
L EBERERSEINOJEIRETI - WoliE20OpenSCAPE
TH%6% - ELRSSRAREHSREE @ NEBIRMKEESE
EEZZEERIMUSGCB, PCI-DSS, STIG...5 -

| —

36



OpenSCAPEEIZ =1 Rt E

OpenSCAP Base : #{TSCAPREREN T E({#XEIH1T)

SCAP Security Guide : FEREBZAERNSCAPRTERE - OIHEEERU AR S HAM
SCAP Workbench : GUISTE R OpenSCAPEY - oI ERCETERMIE R HE
OpenSCAP Daemon : ZERZ#NA - B2 EHET R A S RIFHE (T ENIT)

2\ OpenSCAP Base @ OpenSCAP Daemon

Certified SCAP toolkit Manages continuous scans

QX

XXX

> @ o
s I. A L™ ]
o (AT SCAPTimony
=R¢ I I ' ' SCAP Database
- - (CIOC]OIOI0I0I0I0) & Storage Server
@ LACE © B

@6@@@@@ (OI0I0J0]0),(CI0I0I0[O) 0SCAP

SCAP Security Guide SCAP Workbench
Basaline Compliance Conter - Seanni Anaconda Addon
aseline Compliance Content GUI for Scanning
Adds OpenSCAP

©O0@@@®@®@®E to Anaconda installer

XX

9.

o

&

g/
N

DO

& 7 2RIR: open-scap.org 37
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OpenSCAPEEIZ =1 Rt E
PIRedhat mEiBl#E1TOpenSCAPE ML S ~ 1@l - EHIRE

ZHEan S dlopenscapiEifi T B

# yum install openscap-scanner
ZRZTIEE
HI|HSCAP Security Guidelz i EH
#1s -1 /usr/share/xml/scap/ssg/content/ssg-*-ds.xml
EREHAS
#oscap info /usr/share/xml/scap/ssg/content/ssg-rhel7-ds.xml
TR LRI 2= Wreport.html 128 45
# oscap xccdf eval \
—-—-profile xccdf org.ssgproject.content profile rht-ccp \

--results-arf arf.xml --report report.html \
/usr/share/xml/scap/ssg/content/ssg-rhel7-ds.xml a8




WindowsIz1R & 831 170penSCAP#E A (B 1R {E B R Rlsshd ARFEHILinuxEH#)
NESCAP Workbench N&iE4S
AiZSecurity Guide®ZFedora, CentOS, Debian, OpenSUSE, RHEL, Ubuntu
#H.1Tscap-workbench-1.1.5-1.msiZ#SCAP Workbench
EETZREOSIRIE - WWEZERHEL 7 - W EHEH FAY%iLoad Content

p— .
I Q Open SCAP Security Guide “ E x

SCAP Security Guide was found installed on this machine.

The content provided by SCAF Security Guide allows vou to quickly scan wour
machine according to well stablished security baselines,

Also, these gnides are a good starting point 1f vou'd like to customize a policy
or profile for vour own needs.
=elect one of the default guides to load, or select Other SCAF Content option

to load your own content.

SECU RITY GUIDE Select content to load: lFedora

Fedora
RHEL-OSF7

39
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/

-

OpenSCAP
WindowsIzIE# 1TOpenSCAPHE;

@ ssg-rhel7-dsxml - SCAP Workbench

B

AR J-I-7J7J/E

File Help
Checklist Is:ap_org.open—s-:ap_datash‘emn_from_mcdf_ssg—rhsl?-)o:cdf— 1.2 2ol ¢ scap_org open-scap_cref_ssg-rhel7-xeedf-1.2 xnl - I
Title Guide to the Secure Configuration of Red Hat Enterprise Linux 7

Customization INone selected

Profile lCQS for Fed Hat Enterprise Linue 7 (168)

Taxget Local Machine

User and host ussmame @ hostiame

Rules

@ Remote Machine {over S5H)

Port 22 |5 | Recent

L4
>
>
>
>
L4
L3
>
L4
>
>
>

Ensure fmp Located On Separate Partition

Ensure dvar Located On Separate Partiion

Ensure dvanflog Located On Separate Partition
Ensure darlogiandit Located On Separate Partition
Ensure home Located Cn Separate Partiion
Ensure Red Hat GPG Key Installed

Ensure gpgcheck Enabled In Madn ¥um Configuration
Ensure Software Patches Installed

Install AIDE

Configure Periodic Execution of AIDE

Verify and Correct File Permissions with RFM
Verify File Hashes with RFM

0% (0 results, 168 rules slected )

[ Dy [ Fetch remote resources [ | Remediate Scan

IIREEM|

Checklist i@ &EIER (o] &1Y)
Customization E&HERE
Profile E1ZE TR BN EIE
o] Eh#ECustomizeiETRules®E
=

Target #i A% H1Fuser@host
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OpenSCAP B g)Z =12 R
B ESR EN A B E R TE R RUles - TSR A

T — ——
e Custom.Lzmg "C25 for Red Hat Enterprise Linux 7 [CUSTOMIZED]" =NREN X |
B ——— ST

e e <=FIRESNAK MR

4 . |1 g}rstem T ings Selected [tem Properties -4

4 [ mnstallifg and Maintaining Software Tite |Ensure frarloglaudit Located On Separate Partition |

4 [@ [ Disl Partitioning 1 |rgaseproject.content_rule_partition_for_var_log_audit]
|:| Ensure /tmp Located On Separate Partition Tye |xccdf'Rule |

Ensure fvar Located On Separate Fartition -H- ‘
D | n Desreiption *? ﬁ
0 [E

Ensure fvar/log Located On Separate Partition
Avdit logs are stored in the Marflogfandit drfeciury. Ensure that it has its own

[ |:| Ensure fvar/log/audit Located On Separate Partition partition ot 1ogical volume at installatinn e, or migrste it bter vsing LYM.
L - Make absolutely certain that it iz large enough o store all avdit logs that will be
|:| Ensure fhome Located On Separate Partition cxested by the auditing desmon,

] D Encrypt Partitions
a E‘ Updating Software
|:| Ensure Red Hat GPG Key Installed
|:| Ensure gpgcheck Enabled In Main Yum Configuration
| D Ensure gpgcheck Enabled For All Yum Package Repositories
D Ensure Software Patches Installed
I ] |:| Ensure YUM Remowes Previous Package Versions
= D Ensure gpgcheck Enabled for Local Packages
| D Ensure gpgeheck Enabled for Repository Metadata
a E Sysfem and Software Integrity
& |:| Dizable Prelinking * E{ZE ;’E E’J *EE;E
4 E oftware Integrity Checking Security [dentifiers

| ———d arifu Tntanritu wi 2 _
« =1mv R , [tpsasi v nist gowiredrder.cim] - CCE-26971-2

[ Cangel H OK ]
g
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OpenSCAP

5z 12 8l 177 &

i3 A\ IR HZERY user@IPAISSH port - LTTScan

@ ssg-rhel7-ds.xml - SCAP Workbench
Eile Help e =
| im B A TERD
Checklist |s:ap_c-rg.open—s:ap_da.ta.sh‘em_fmm_mcdf_ssg—rhel?-m:cdf—1 2.xanl f scap_org.open-scap_cref ssg-rhel?-xocdf-1.2 2l - |
Title Guide to the Secure Configuration of Red Hat Enterprise Linux 7 =37 A AN —
Custnm.izaﬁon|(umavedchanges) vl 1'EE nIL.\CllentEl:ly/EIP
Frofile C23 for Bed Hat Enterprise Line 7 [CTUSTOMIZED] {166) A4 Custoom dx U<
™0 (25 for Red Hat Enterprise Limix | | mize | ZBEXH%H%’SSh th/22 portF;ﬁEQ
Target Local Maching @ Remote Machine {over S8H)
Userand host | mot@192.168.56 101 Port 22 |: |mnt@192.168.56.101:22 | 3_1|§E5Z/etc/ssh/sshd_config
e =2 [PermitRootLogin2 & Ayesil &
¥ Ensure Amp Located O Separate Partiion i
b Ensure Avar Located On Separate Partition EQ SS h d
b Ensure home Located Cn Separate Partition
b Engure Fed Hat GPG Keor Installed T —
| | b B spacherk Bt 1o TomContiomtion DTY TUN: AR B TT - RERIBHIES < f‘ BH1F#H1T
b Enam Softvars P Lashlod Fetch remote resources: EEFR 21X E R N ESCAPIEZRE(FEMN)
> Inshll AIDE Remediate: EEEERZ T MEBMRTE (R LIRIEFMTITHI)
b Configure Periodic Execution of AIDE . /s 1= 41+
b Werifyw and Corect Fils Prrmissdnns with BPR Sca n : E:ﬁ gl:l j:’FFJ‘ j:Ha
0% (0 resvlts, 166 nles selected)
Dryron [] Fetch remote resources [ | Remediate S_can
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OpenSCAP : Eﬂg /s/\/ JT7J7J
HBSSHEIRHEL 7 = E1T1R 4

@ ssg-centos7-dsxml - SCAP Workbeneh ILEILI
- ™
win-ssh-askpass ﬁ File Help
. Checklist sap_org.open-scap_datastream_from_weedf ssg-rhel?-wecdf-1.2 xoml { scap_org open-scap_cref_ssg-rhel?-xeedf-1.2 2onl
The authenticity of host '192.168.56.101 (192.168.56.101) ¢ i i - i —
Title Guide to the Secure Configuration of Red Hat Enterprise Linux 7
N . =
[T 1] Eﬂu Ayes Cust A (unzaved
Profile C2% for Red Hat Enterprise Linue 7 [CTSTOMIZED] (165) Customize
[ oK ] ’ Cancel ] §
Target Local Machine @ Remote Machine (over S3H)
e User and host root@192.168 56,101 Port |22 | |root@192.168 56.101:22
Rules Expand all
win-ssh-askpass u A
P Ensure /tmp Located On Separate Partition |_|
. P Ensure Aar Located On Separate Partition pass b
root@192.168.56.101's DHSEWDrd. b Encure home Loceted On Separste Partiion
Ptw » E Red Hat GFG Key Installed
SEEERNNRNNNN O t /‘\E STE et B = s
Al AFOOT &) 1 > Ensure spgcheck Enabled In boin Yum Configuration
> Ensure Software Paiches Installed
[ oK ] ’ Cancel ]
b Install AIDE pass
b Verify and Correct File Permissions with RFM
P Verify File Hashes with REM
b Add nodey Option to Hon-Foot Local Partitions
j:\\ 7 S S h % =3 =X Hy T_t; b Add nodev Optinn to Removable Media Partitions
AN 2 FFH Fl/ (WY=ivi 444 noexes Option to Remavable Media Partitions i

Eﬂ_u A ‘I_lz_l\ E% | 4% (7 results, 165 rules selected)
Xz
TiEEP - 93~578 Cancel

Downloading: https//www.redhat.com/security/data/oval/com.redhat.rhsa-RHEL7 xml.bz2 ... ok
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OpenSCAP

Target
machine

Benchmark
URL

Benchmark
D

Profile ID
Started at
Finished at

Performed
by

5)) 22 = 12 HI 157 12

T’Fgﬁr' EI:+ e %*ﬁﬂ: Evaluation Characteristics

localhost. localdomain

Amp/tmp.BOdia1pMSn

xccdf_org.ssgproject.content_benchmark_RHEL-7

xccdf_org.ssgproject.content_profile_C25_customized
2017-09-25T14:18:21
2017-03-25T14:20:45

root

Compliance and Scoring

CPE Platforms Addresses

127.0.0.1

192.168.56.101

10.0214

0:0:0:0:0:0:011

Te80:0:0:0:a00:271.1e40:9d3e

Te80:0:0:0:c391:d25:771da41
00:00:00:00:00:00
08:00:27:40:9D:3E
08:00:27:21:33:D5

cpe:lo:centos:centos:7
cpe:lo:redhat:enterprise_linwc:7
cpe:fo-redhat:enterprise_limne:7::client
cpe:jo:redhat:enterprise_linux:7::compu|

The target system did not satisfy the conditions of 14 rules! Please review rule results and consider applying remediation.

Rule results

FPEEEH S NEELE  Severity of failed rules

—_ 1 high

Score

AMEEERECHERERESHMZGERETNEERE

Scoring system Score

OpenSCAP?‘H:H-Y1q: urn:xccdf:scoring:default

93.260941

Maximum Percent

14


https://goo.gl/9PpHgY
https://goo.gl/eagQkh

/

= .

=

2 E50penSCAPH R 2Wazuh AMRERI 47

#mEEwazuh serverlms E & RFopenscapiF s REdossecE T
#vi /var/ossec/etc/ossec.conf
<wodle name="open-scap">

<disabled>no</disabled> f{fyescAnoRIFHopen-scapIigEs

#vi /var/ossec/etc/shared/agent.conf BEALIFAE PCI DSSIE=%
<agent_config profile="rhel7">

<wodle name="open-scap"> ijﬁsﬁg%giﬁé@maﬁ)
<content type="xccdf" path="ssg-rhel-7-ds.xml">
<profile>xccdf_org.ssgproject.content_profile_pci-dss</profile>
<profile>xccdf_org.ssgproject.content_profile_common</profile>

<profile>xccdf_org.ssgproject.content_profile_ospp-rhel7 </profile>
</content>

</wodle>
</agent_config>
#/var/ossec/bin/verify-agent-conf  ##&lagent.confzg /A 1E 1
#/var/ossec/bin/ossec-control restart ERXserver
#/var/ossec/bin/agent_control -R -a i&ifserverlmts < ERIFTAagent 45



+ EH

BF AR IEZ
KibanaWggWazuh APPO] & 2| HEA G EIRE

Last agent scanned

H AN

Demo_Linux

Last scan profile

United States Government Configuratiore) o

@ United States Govern..
@ PCI-DSS v3 Control B...
@ Comman Profile for ...

Severity

@ ssg-centos-7-ds.xml @ medium

() o

Top 5 Agents - Severity high

Count

agent.name: Descending

mo_Linux

el

@ Ensure auditd Callect..
@ Ensure auditd Collect..
@ Record Events that M..
@ Record Attempts to A...
@ Record Attempts to A...
@ Record Events that M...
@ Record Events that M...
@ Record Events that M...
@ Record attempts to al...
@ Configure Periodic Ex...

Top 10 - High risk alerts

@ Prevent Log In to Acc...
@ Verify and Correct Fil.

- @ Allow Only SSH Proto...
‘ \ @ Disable Ctrl-Alt-Del R...
' @ Disable S5H Access vi...
@ Ensure gpgcheck Ena...

‘ @ Ensure gpgcheck Ena...
‘ @ Install Virus Scanning...
.- @ Set Boot Loader Pass...

SCAPE M
M E R
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BB R MIEZAES

KibanaWBgWazuh APPTO] & Z|HHEEG EIRTE

PCI DSS Requirement: 2.2

Develop configuration standards for all system components. Assure that these standards address all known security vulnerabilities and are consistent with industry accepted system hardening standards (CIS, ISO,
SANS, NIST).

Last alerts

agent.name: Descending

Requirements

Count

PCI DSS Requirementes

rule.pei_dss: Descending

Groups

0-88

88-175

®175

@263 -350

@ wind:
@ authe

ntication_success

PCI DSS
SR ERR
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TEWindowsIziZE E FHUSGCB & fR1R4E

Z i E AL N ELGPOAPolicyAnalyzer
https://nvd.nist.gov/ncp/repository M =¥ ERIWindows-FE 5
MR

R IRIREALGPOR B ZWindowstE AUSGCBER EEETE R
& FBPolicyAnalyzerig Az IRIERIGPO: E I 1 (USBCG template)
IEVIRIZRIGPORE E P& i (production configuration)
CEBRIFUIRIEMIETVRIERE - EELEERESR
EREEREEASTER CHAENRE  ZRARESEIGIKZEZE
MNeETHRERRTE
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https://goo.gl/5SnNT1

TEWindowsIRIEERHUSGCB & R 1R?

EEWindows7 AR ERE - WHEAUSGCB-WIin7LEER

~ | Policy Analyzer v3.2.1705.29001 e |- | S|
V] Select A1 | Compare local yegistcy | | Local policy # 2 selected
Name Date Size Add {
[¥] LocalPolicy TEST-PC_20180312-163242 2018/3/12 T4 04:32:44 43,735 |
(V] usgeb-win? 201813112 F4 04:33:27 149,182
View /
Compare
Delete
selected
Policy Rule sets m: [C:\Users\TEST\Documente\PolicyAmlyzer J
Policy Definitions in: | C:\Windows\PolicyDefinitions ]
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FEWindowsRIEE,

&

S

USGCB&E/R1E2

LEHIWindow7EAUSGCB thER 45 R

=)

Clipboard ~ View ~ “- Export + Options ~
Policy Type Policy Group or Registry Key Policy Setting LocalPolicy_TEST-PC_ usgcb-win7 -
Audit Policy LSk 5] FEtEE MR IR | Success | Success and Failure
Audit Policy R TEIZE TR EIE | Success | Success and Failure —
Audit Policy MREESEE gff?ﬁf&ﬂﬁﬁﬁﬂgﬁ’- No Auditing | Success and Failure
Audtt Policy NEFEIR EizEEEF IR | No Audtiting | Success and Failure
Audt Policy O RS IETE | Success | No Auditing
| Audit Policy B /HE bistize- 2N Success | Success and Failure
Audit Policy FEAEE | $Eiz4Es E A{=1RR S | No Auditina
Audit Policy SEEMIB R FEtZR I RRIRIZ | Success
HKCU Software \Microsoft\Windows\Curr... | HideZonelnfoOnProperties {1
HKCU Software\Microsoft\Windows\Curr... | SaveZonelinformation |2
HKCU Software \Microsoft \Windows\Curr... | ScanWithAntiVirus K
HKCU Software \Microsoft \Windows\Curr... | Nolnplace Sharing 11
HKCU Software\Policies\Microsoft \Assist... | NoExplicitFeedback 1
| HKCU Software\Policies \Microsoft\Windo... | ScreenSaveActive o1
HKCU Software\Policies\Microsoft\Windo... | ScreenSaverisSecure Al
HKCU Software\Policies\Microsoft\Windo... | ScreenSave TimeOut | 500
HKLM Software \Microsoft \Windows NT\... |AllocateCDRoms 10 -

Policy Path:

Advanced Avudit Policy Configuration
Audit Policy¥Global audit - FileGlobalSacl
FileGlobalSacl

LocalPolicy _TEST-PC_20180312-163242:
Not specified

usgcb-win7:
Optioa: Control flags: DiscretionaryAclPresent, SysteméclPresent, SelfRelative
DACL - 1 entries:
Allow Everyone, Perms OXxFFFFFFFF
ACE flags: Objectlnherit, ContainexInherit

Pranacaban: Mana

m
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TEWindowsIziZE E FHUSGCB & fR1R4E
F8) Mg - 2BRHAREIEEEE(Pupet,Chef )2 B1THR %

B LB S AR AHARIE SR L0ET -

PowerShelkiZEZERHERETERE - DILGPOE A A\ BiFEE

Windows AD#8 L #hE £1% 52 FHADSL System Center
AaRAREEAIGPO rules -

Configuration Manager(SCCM))kx
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Fwmsim L BEMEaiRMmMeatFzEa R~

OpenVAS - Nmap Scripting Engine (NSE)

® =R §7<UZ\@§\EE§%)?}J%}H
@ SRIFHARIFZ AR -

@ FLBEMEST
=2 B W BRI £ 2 E (7 [ K N 1% 1)

@ =1 A ER A B

2B B

(EXELNYENEE R

R eF AR B PEER AR H 2= B

- MKEEREEAT AR

] [ Per 5 AR
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O APTEIBEMAE - FEEAFBARRAIE FEZECZRITH
O Ex<EME BEREHE B4R
@ = HmER+RHBEARBAEFREZ(NIDS+HIDS)
O AREESZEHEINRR N  BREWIFERAEALZZRD
@ EE[EEEE -+ KREBKE BRI
O BANFHEIENAR R ABE RV E
@ EHTE LRI ENMRIFFE R AR ERE
O [EERERNSE « sFRIEZINE - I Z |
O \EELZRAPHEIN—I - ELEHNEURER
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