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GET HTTP/1.1 200 OK
< 5 1 Server: openresty
Date: Tue, 25 Dec 2018 09:16:49 GHMT
Content-Type: 1m'1gr- /png
; L in \ ANNOTN : ! l "Ex
r-Agent. mo. v (Windows I :\.:‘;Hv.' Wo4; rv:52.0) ] ~ T XPowere PHP/s 4.16
'ar:cl~.o,."3'.l1'.".0101 Firefo .0 Expires: Tue, 25 Dec 2018 09:16:49 GMT
Cache-Control: max-age=0
/html, application/x xml, a 1 1 cq=0.9, . & Pragma: no—cache
Accept-Language: zh-CN, zh;qg=0.8, e S;q=0.5,en;q=0.3 Server: 172.30.
Content-Lengt
UM_ d1<‘t1nct1d—1h fael9f252-0013964
Telfaelaldd; NG
looyu_id=c05h34aleb5ad2af77
sensorsdata2 15j°°dl‘c1oss—°o.
22%2C%22%24device 230 y : @ i BPLIE OB © 311
694a-1: '104—1"3..'_ b2 2propsh: | f ¥ - FO il : o1 qh‘r 4{x
traffic_source_t: '1)'%“" 2: bB4° .‘ %E 6% oloEJ%UT“ob ) : g
F%: '3“0”""oll%‘ﬂatr:;t_ret
r_host%22%34%2:

% AA%ES%5F%

78000. 1545701828, 1545715532, 154572
6949. 4;
dyn 841923. 154571
v Qs A 2 ' #  /

0 matches

80,880 bytes | 3,935 millis
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[RALZRE] BEIRIEAPPEFEE I

o £ET 2018-7-17 01:45:20 1 H

SR EHRRE.

://mi.zhaopin.com/android/My/LoginPostPassport?d=5677860f-ce3b-4bda-b2ae-

9fd6454d6850&channel=360yingyong&v=7.91&key=135486907212185&t=1531747877&e=8abe76f88a49f281610

user_id:

user_location:

user_latlon: null;null
device_name: Nexus 5
device_platform: android
device_id:5677860f-ce3b-4bda-b2ae-9fd6454d6850
device_network: WIFI
device_resolution: 1080:1776
device_time: 2018-07-16 21:31:17
version_name: 7.91

version_code: 791

build_number: 0
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ApkiZ, EHEHEN d«FRmEDTT, BEEHACESERAS0ENencryptPwd A EETINE

package com.zhacopin.social.jni;

public class NdkTool {
public native String encryptPwd(String stru;

public native String encryptUrl(String str, String str2);

static {
System.loadLibrary("_zhaopin_v1.8");
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cpmain
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include “stdafx. h”

ST
[
]
.
[
rm
]
(s )
[
[
]

nclude <iostream>

ing namespace std;
int main(int argec, c

char pwd = "al123456";
int pwdSize = T;
~har* constChar = ”

~ (size t 1 =0; 1<

ar v6
“wilo L i ] A;V VV4
printf ("%2x”, v6

t

getchar () ;
+ ,_7,7 0:

1ar ¥kargv)

- (2=ER) -

367F6726FFA189370COE9C3573AF4806B759773C4DD1ED6A” ;

pwdSize; 1++)

(unsigned char)pwdli];
(unsigned char)constChar[i]:

v4)

APPIAIE
APPINZINE
A=

EOPER
EOZ RS

OWASP =]

The Open Web Application Security Project

oY,
/Iv'
)

li—
m

&

g

B~
z =

Z 20k



B bm 2 2 1E&

o W)
@ OWASP X /ey = EH
The Open Web Application Security Project N 7 \ {77 \

XSz IR BUBMEIR TEFNK



SRCA{UN W ELRRAFES




B bm 2 2 1E&

W,
OWASP X /ey = EH
The Open Web Application Security Project o 7 } 152 X

B_fmE: SRCEE



NS
XA

Ve

HMEBREIBANIL

RIS

XUBSHRIA

)

)
OWASP th[%] Q "
The Open Web Application Security Project Nt 7N\
E R

~ -

bl

al

1
=



=) b
zhaepin.com

NS, ZREEEE, BRE2REPISIE, 85!

RS
ZL-VUL-20171212-154326

k| &304

S ER
zabbixTFIESQLIE A

ek

R

XA

kaige.dong

P23

EHEEEI R

> P

@
eilfES
yichen.ye
2017-10-20 14:19:58
SE—NFRELER

TRIRRBAHE
afeimiE 12X
hfgimiE : 7K
(K& : 15K

—RIREE | ImREREA. REDMEA
" RIREE - HRWS
=IRIREE - CTO, AVS5VP

OWASP h[¥]

The Open Web Application Security Project

e
7J\
B & =




)
(7) OWASP PIE &y e Ed
The Open Web Application Security Project X» 7I\Irs
B = 212

B X B
BlimIRANFIE

FAIEIR

ERRTHEE
E\
- - -

R

1R

W
il

EEiwimE > AMEE

RZERII




R 3Z B0 R
ERBIEXARERSEARRRER, EE-HNEEENRRNSERITESNEREVERS (1

#94>=10RMB):

USRS, 8iF SREEE, EBEIuL. SEEl, S MAR. HRiA

g, BREEMNNEFESE.
—RlE, 8iF: RQ. EFYE. ERLTS.
WGVE, 85F: IRENEHN, BEFEMN. BEFAIFREE TENAPPE,
KBNS, 83 xue.zhaopin.com, e.zhaopin.cn, JEEELIE

TENZEREAEIER, ROXTE, BENE-1:

%0 150~300 50~150
— R 55 50~100 20~50

WnE 55 15~20 10~15

miErE D%
[FE]
[EE]
(el
[{EE]

[TeE]

)

OWASP =]

The Open Web Application Security Project

/'
I\

E]Birnélliz



SL )
@ OWASP X /ey = EH
The Open Web Application Security Project 2 7\~

B EZ 2 1ES

HeartSkyS 738 715

Wohpel




B fr 2 2 0

o AW,
OWASP th [¥] > <l =] H
The Open Web Application Security Project X2 7\
2 =

MIERE AT RIFR DT

10.4% 10.4%

MERE AT BRMMRIEAERAEMLER (2016.1-2019.6)

24.6

0.2%

20 76/5

20 76/)

2076 /f 074 5

2
2076 20;6 7270;)/707

<0

78 s

20 76’/)

20 7&/9

20, <

20 79/&

20 79/5

207) 207) 20,) 207) 20 207&

25 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 =50

PMZL R, FR2.0, BEE TABRBRIFE



OWASP
The Open Web Application Security Project

RERZE AT RBRRIETHHHT
W28 % e A7 RIS T KA T W28 % 2 R KERE S EHHHT

Jt= 20.8% b= 44.3%
| : Ltig
tis : |

PIER : PR
I : iy
FrU : KB
XM : FrUp
ik : I
X : PNE
K : IELY




2019 5H21H , EFEMNE LRI EEZMEEA
ARBIREZEATEINRANIT R, ERA
WEERW  FZEMBAALET2019F5813H ,
MA X RESMMEHITREEE  FHAS
OSHWAERERMNBENEEARNER , X
ZENNBATEBENEEAKSZWE , B

BizMiblRERRS “REEF" Wik, BE
AARRK ,  BEEZTRAZ R TIHREHENRS ,
BATHUEEITIF. EZMBEADLENIT Y
LTIt AMBIEEINEMIFZFZEZABLATEN
R, RIF(FEARENMEMNBZIZEE) BN
T=5F, BHELANEFHITHRWEAHBL

Wo

@ OWASP h[¥]

The Open Web Application Security Project

BEHEMERE AT HIRARE S

Hit

14. 9%
C10/CS0

0. 5%
BENR 5
RIS
7.1%
ST
8. 1% e
' W& 5
25. 0%

EMERZ AT T BXAERIERIED

CisSP I 63.3%
NISP 58.2%

CISAW 5 B2 RN RAGE

CIAP-PTE [ 49.6%

A o FEME B RS T
CISASFESMAIE Secutity+Z5 A iIF

CISSP 143.5% Clssp

CISAZFEIMAIE CIAP-PTE
CISAW s NISP

BRI clsp

oW
/!r'
¥

j

» SIS

\

' 4
B

al

E
ESl



SL )
@ OWASP X /ey = EH
The Open Web Application Security Project o 7 } 152 X

B bm 2 2 1E&

—(RTIERER—MREBE , —MRBFZE— 1 RENFER

ZE2MNIEXTIRINBFNEERE |, BIXKENLEHRNTIE=ER




41

=

\

B




