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All the good things come to an end.

For the year of working with us, people have earned more than $ 2 billion, we have become a nominal
name n the fieid of the underground in the directicn of crypto-fiber. Earnings with us per week averaged $
2,500,000

We personally earned more than 150 million doliars per year. We successfully cashed this money and
legalized it in varous spheéres of white business both in real life and on the Intérnet

We were glad to work with you. But, as it is written above, all good things come to an end

We are leaving for a well-deserved retirement . We have proven that by doing evil deeds, retrnbution
does not come. \We proved that in a year you can eam money for a lifetime. We have proved that it is
possible to become number one not In our own words, but In recognition of other people.

In this regard, we.

1. Stop the set of adverts;

2. We ask the adverts to suspend the flows;

3. Within 20 days from this date, we ask adverts to monetize their bots by any means;
4. Victims - If you buy, now. Then your data no one will recover. Keys will be deleted.

That's all. The topic will be deleted in 3 month. Thank you all for the work.
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E Your Contoso |D has been revoked [#93 : A D
e Messge findncialroport S omplete your survey
Frio
A Contoso <noreply@contoso.ssl.com> % Satya Nadella 11:51 HR <HR@fabrikam.com> ) @ H Replyall |v
@  Your Contoso ID has been revoked [#9336647] ji To You @ i Today, 3:28 PM

® Undi Philip Newman ¥

@Holly, pls send me the latest financial report asap.

I This message was identified 2= 2 phishing scam. You don't often get email from HR@FABRIKAMHR.COM, which appears similar to someone whao has previously sent you

email, but may not be that person. Learn why this may be a problem
Thanks,

Satya

Dear Customer, This is a reminder that we are conducting a brief survey as part of Fabrikam's listening system,

We recently failed to validate your payment information, th to provide feedback to our senior leaders, and you have been randomly selected to participate.
you to complete a short verification process in order to ver . . . -
The information from the survey helps leaders understand issues important to employees
throughout the year.

> Click here to validate your account information

i p i i p - - - - - -
E:',L':;;?,;‘;ﬂl:f;e e e e The survey will remain open until Friday, September 29 at 6:00 p.m. Pacific Time. The survey
should take less than 10 minutes to complete and the first 100 users will recieve a $50 dining
card.

Follow this link to the Survey:

http://fabrikam.com/survey/

The Survey FAQ and privacy statement can be found at:
http://fabrikam.com/survey/faq

If you have any questions not answered in the FAQ, please contact eesurvey@fabrikam.com.

Mote: This link authenticates your Fabrikam credentials and takes you to an externally hosted
survey. The authentication ensures secure data transfer as well as enables accurate reporting of
results.

I This sender failed our fraud detection checks and may not be who they appear to be, Learn about s

Hiv——"

Let me know when you are at your desk, need some assistance.

2017 Fabrikam. All rights reserved

Regards
L]

<A ~ ReplytoAll

€l




Your Contoso I has been revoked [#9336647] - Message (HTML)
=] g
File Message Help

Fri

A Contoso <

I This message was identified as a phishing scam. Feedback

Dear Customer,

We recently failed to validate your payment information, therefore we need to ask
you to complete a short verification process in order to verify your account.

> Click here to validate your account information

Failure to complete our validation process could have an impact on your
Contoso ID status.

I This sender failed our fraud detection checks and may not be who they appear to be, Leamn about sposfing

Hi——"

Let me know when you are at your desk, need some assistance.

Regards
L]

Complete your survey

HR <HR@fabrikam.com> D @ ® Replyall |v
Today, 3:28 PM
Philip Mewman ¥

You don't often get email from HR@FABRIKAMHR.COM, which appears similar to someone whao has previously sent you
email, but may not be that person. Learn why this may be a problem

This is a reminder that we are conducting a brief survey as part of Fabrikam's listening system,
to provide feedback to our senior leaders, and you have been randomly selected to participate.
The information from the survey helps leaders understand issues important to employees
throughout the year.

The survey will remain open until Friday, September 29 at 6:00 p.m. Pacific Time. The survey
should take less than 10 minutes to complete and the first 100 users will recieve a $50 dining
card.

Follow this link to the Survey:

http://fabrikam.com/survey/

The Survey FAQ and privacy statement can be found at:
http://fabrikam.com/survey/faq

If you have any questions not answered in the FAQ, please contact eesurvey@fabrikam.com.

Mote: This link authenticates your Fabrikam credentials and takes you to an externally hosted
survey. The authentication ensures secure data transfer as well as enables accurate reporting of
results.

2017 Fabrikam. All rights reserved
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Microsoft Defender Advanced Threat Protection

How it fits in the endpoint security stack?

Endpoint Detection and Response (EDR)

Detect security incidents at the endpoint, Investigate security incidents,
Contain the incident, Remediate endpoints

Endpoint Protection Platform (EPP)

Device control
Firewall
Anti-Malware
Application Sandboxing
Vulnerability assessment
Application control
Enterprise mobility management (EMM)
Memory protection
Behavioral monitoring of application code
Full-disk and file encryption
Endpoint data loss prevention (DLP)

Windows Defender
Advanced Threat Protection

QIBEEE" fSymantec \
N
McAfee =
k" " SentinelOne

CROWDSTRIKE
CYLANCE M

Windows Defender cybereason

|
" Antivirus



EPP and EDR Leader

Figure 1. Magic Quadrant for Endpoint Protection Platforms

CHALLENGERS

Fortinet @
Malwarebytes @

NICHE PLAYERS

ABILITY TO EXECUTE

LEADERS

@ Microsoft
@ CrowdStrike

°® @ Symantec
Y Trend Micro
@ McAfee

@ Kaspersky
@ Carbon Black
@ SentinelOne

VISIONARIES

COMPLETENESS OF VISION —_—

Source: Gartner (August 2019)

As of August 2019 © Gartner, Inc

FORRESTER RESEARCH

THE FORRESTER WAVE™

Enterprise Detection And Response
Q12020

Strong
Challengers Contenders Performers

Stronger
current
offering

A

Weaker
current
offering

Weaker strategy

Market presence

Leaders

P Stronger strategy
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Microsoft Defender ATP #1288 220 ER54]

LOCAL ML MODELS, BEHAVIOR-BASED DETECTION

ALGORITHMS, GENERICS AND HEURISTICS

SAMPLE ANALYSIS-BASED
ML MODELS

DETONATION-BASED
ML MODELS

BIG DATA
ANALYSIS
hours

Threat Research Experts

milliseconds

seconds

minutes

Client - XEPDBSERIMGS B S B IER @ @ @
Windows Defender AViEId ANHBAIH 28 S
B, BRERITHESEDTT, BLABRINIZE

METADATA-BASED ML MODELS
milliseconds

Cloud metadata - LA =iImESZ I FNF4E @ @ @
Windows Defender AVEFimAiERImetadata,
BT ES

Sample - ATEEHAVEI A _EELUEII multi- @
class R iR FEEFRLE R0 28 E AR 1 T A

Detonation — AIZE) (Gl EHHIT, FET
multi-class SR E R MR EA B8 F I FR AT ELH
TEhED

Big data — FAl=8 =2 IRBLFIF/RAN o7 KK @
BXEBkMicrosoftEBEL £ ENERIEUE, BoitiR
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Azure Advanced Threat Protection | contoso-corp | Account enumeration reconnaissance

Account enumeration reconnaissance

An actor on RDPSRV performed suspicious account enumeration exposing Lydia Alexander.
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4 alerts

L

H

RDPSRV

acetify
contoso.com

accused
contoso.com

boni
contoso.com

accusative
contoso.com

excruciation
contoso.com

acerb
contoso.com

accusal

Learn more about this alert =
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Azure Advanced Threat Protection | contoso-corp | Jeff Leatherman

Apr 26, 2018 T ?

View a different date Lateral movement targets Non-sensitive users on the path

Jeff Leatherman

Financial Accounting Manager

@ Zoom in & Zoom out 0 Fit to view

Email Office
JeffL@contoso.com Microsoft Way Re...
Phone First seen @ / \
1-425-93-MSPHONE Sep17,2018 [ V... ( Eﬁ?) L . E ______________ | g% \ . E
. . .-..\\'\. J/':I. . I....\-. r /.'.I
somal -reated o Jeff Leatherman Finance & Accou.. FINANCESRVS3 Ron Harper HelpDesk SHAREPOINT-SRV
contoso.com Feb 7, 2018

SAM name

JeffL

3 alerts 1 WD ATP alert

ACTIVITIES

2

Computers on the path

Download report (?)

Nick Cowley




Azure Advanced Threat Protection profile timeline

Azure Advanced Threat Protection | contoso-corp | Jeff Victim . & Microsoft

~

)'

-~
5 ~

4
A

4

Open security alerts
) hﬁ;
Jeff Victim
Go to Y Filter by B} Download activities
Phone number was changed from None to 1-425-93-MSPHONE
Mail address was changed from None to JeffV@contoso.com
JeffV@contoso.com Microsoft Way Re...
Wednesday
1-425-93-MSPHONE Feb 20, 2018
Kerberos Golden Ticket activity
ETEeTEH Feb 7, 2018 Suspicious usage of Jeff Victim's Kerberos ticket, indicating a potential Golden Ticket attack, was
detected.
Started at 9:00 AM
Jeffv
O D 3
- ':9 Tuesday
56 PI Replicated Directory Services data from VICTIM-PC
ACTIVITIES Drsr | VICTIM-PC: 192.168.0.6

Malicious replication of directory services SN
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Make sense of unparalleled signal

Data
Office 365 ATP

Users

Endpoints

Cloud Apps

Azure ATP Microsoft Defender ATP

Microsoft Cloud
App Security

12 billion

cloud activities
inspected, monitored
and controlled in 2019

11 billion

malicious and
suspicious messages
blocked in 2019

300 billion

user activities profiled
and analyzed in 2019

2.3 billion

endpoint vulnerabilities
discovered daily
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Gain insights across your enterprise

P SEMm7 &

Multi-cloud 3rd party and partners

. -— Nl .
—-—

Data Endpoints sSQL Server Containers
VMs
* N/
222 i ot (K
Users Cloud Apps Network loT Azure App
Traffic Services

Microsoft Threat Protection Azure Security Center
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ABILITY TO EXECUTE

SWOT: Microsoft, Security Products and Features,

Worldwide

Published 18 December 2018 - ID G00371388 - 31 min read
By Analysts Sid Deshpande, Deborah Kish

Microsoft is now a security vendor. Technology product managers at security services providers can use

this document to identify opportunities to reshape their product roadmaps and integrations based on

Microsoft's changed approach to security.

SWOT: Microsoft, Security Products and Features, Worldwide
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Figure 1. Magic Quadrant for Endpoint Protection Platforms

@ Microsoft
@ CrowdStrike
P @ Symantec
.So o Trend Micro
phos
ESET @
@ McAfee
@ Kaspersky
BlackBerry Cylance
Bitdefender @
FireEye @ oo ° @ Carbon Black
F-Secure .Panda Secumy. @ SentinelOne
Palo Alto Networks @
Check Point Software Technologies @
Fortinet @
Malwarebytes @
COMPLETENESS OF VISION — As of August 2019 © Gartner, Inc

Source: Gartner (August 2019)

Gartner names Microsoft a Leader in 2019 Endpoint Protection

Platforms Magic Quadrant / (Full report)

ABILITY TO EXECUTE

ABILITY TO EXECUTE
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Figure 1. Magic Quadrant for Access Management

Okta

o Microsoft

) Ping Identity
IBM
@ Oracle °
Idaptive .. A0
@ Onelogn @ ForgeRock
@ Micro Focus
Atos (Evidian)
[ ]
) Broadcom (CA Technologies)
SecureAuth
[ J

Optimal IdM

R/
.." McAfee
,o‘. @ Netskope
[ po—
0..’
@ Bitglass
Proofpoint @
Forcepoint @ @ CipherCloud
Palo Alto Networks )
COMPLETENESS OF VISION > As of October 2019 © Gartner, Inc
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Figure 1. Magic Quadrant for Unified Endpoint Management

Mlmh. [ ) VMware
@ BM
vanti @ @ BlackBerry
Citrix
Mobilelron @
Matrix42 @ @ 42Gears
ManageEngine )
w Snow Software ®
=
o
frv}
>
[}
o
=
>
=
=1
@
<
COMPLETENESS OF VISION —_— As of July 2019 © Gartner, Inc

Source: Gartner (August 2019)

F-Secure'®® SAFE 17
lkaspersky Internet Security 19.0
B” Microsoft  Windows Defender 418

fﬂoﬂon Norton Security 22.17

"

,E',ﬂ? Internet Security 15.0

VIF'RE VIPRE AdvancedSecurity 11.0
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Microsoft Defender gets full score in AV-Test

BN FRIREEHD
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