...........

...........

Mmaxzstlmnxs

Cyber Security Innovation Summit

s

...........

...........

SEMBRZEETHZ%
153 Z1Y GoGoBytefllIBA



MEREEIMAE

Cyber Security Innovation Summit

| a%NaE

AT HR T 36
&=, K

TESLA

EURASIP Journal on Wireless
Communicatio nd Networking

VENUE S SJ REGISTER

Product Secur

<

We are excited to invite you to a private networking event \»
at DEF CON. " -
" s ; ; 5 ‘ < 3 N: Track 1
Join us Friday, August 10 from 4:00—7:00pm for an AMA with top : May 27, 2016
g ay 27,
security leaders and engineers from Tesla and SpaceX, followed by \’h‘ ¥ \ 4;3[\)( pm - 5:30 pm

a reception with more team members. Custom cocktails and
appetizers will be served during the event. ™ UN LI

Space is limited. If you are interested in attending,
kindly RSVP below. .
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Sensors

TPMS ADAS ECUs

ECUs & in-car bus systems

Bluetooth
USB
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Source:https://dekra—cyber—-security. com/cyber—security-a—holistic-view/
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Infotainment

Data generated by

the infotainment
system (such as
music selections
or mobile
applications
used).
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Heart rate monitor in
o the steering wheel

Health devices

synced through

Bluetooth (such
as fitness 4

N
AN

message
/\\

Personal
Communications

Data generated by
individuals in the vehicle
and sent or received via
a vehicle's infotainment
system, often through a
synced smartphone.

Eye tracker in
the dashboard

Check engine

warning light
Gbﬁtﬁf-lists

Receiving ——

a call
% Ignition

status

B

10
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@Biometrics

and health

Data on vehicle
occupants gathered
by biometric or
health monitoring
devices in or linked
to the vehicle.

N—
@ Vehicle health

Data generated

by a vehicle's
internal systems
on the performance
of vehicle
components.

@ Driver

behavior
Data on how
and when

a driver
operates
the vehicle.

Location

Data about a
vehicle's location
at any given time.

burces: British Columbia Freedom of Information and Privacy Association, and GAO. | GAO-17-656

Note: This figure summarizes connected vehicle data categories and data elements presented in P.
Lawson, B. McPhalil, and E. Lawson, The Connected Car: Who is in the Driver's Seat? A Study on
Privacy and Onboard Vehicle Telematics Technology (VVancouver, British Columbia: British Columbiza
Freedom of Information and Privacy Association, 2015),
https://fipa.bc.ca/wordpress/wp-content/uploads/2015/05/CC_report_lite-1v2.pdf.
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Application
Algorithm
Programming Language
Operating System

Gate Level
Circuits
Devices

Technology

How data flows

| through system

“Boolean logic gates
[/ and functions

Combining devices

~ to do useful work

™ Transistors and wires

\ Silicon process

technology
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http://m.heise.de/ct/artikel/Beemer-Open-Thyself-Security-vulnerabilities-in-BMW-s-ConnectedDrive-2540957.html?view=zoom;zoom=5
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Securing the Modern Vehicle:
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An independent study commissioned by
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Conclusions

Survey respondel
improve, tempere
Respondents hay
engaging in cybe

Finding the right «
the ability of secu
developing an eff

-+ SAE J3061™ C

framework fron
cybersecurity ir
+ The National In¢
best practices |

- The Building Se
organizations d

automotive sofl

These solutions a
the entire produc

Cybersecurity trai
survey but also p

I1e DUluiNy SeCurity I ividLlurity viouel (DOo1vVIVI) dinid uie SYHOPSYs AULDITIOUVE SECUUNILY TesQUrve pdye udil Tieip
organizations develop a security initiative and meet security, safety, reliability, and compliance requirements for
automotive software.

These solutions advocate developing and utilizing a risk-based, process-driven approach that binds cybersecurity to

the entire product development life cycle and the secure software development life cycle. t.

pline:
Cybersecurity training is also a critical investment that not only targets one pain point respondents shared in the

survey but also pays dividends far into the future, helping to build a culture of security throughout an enterprise.

The automotive industry also has resources to enhance knowledge of emerging security issues and trends, develop
professional networks, and [contribute to industry-wide security. |

Jeepen
s of

+ TheJAutomotive Information Sharing and Analysis Center (Auto-ISAC)
to share and analyze intelligence about emerging Cybersecurity risks
automotive industry cybersecurity.

+ SAE International has several cybersecurity groups developing standards, guidelines, and best practices, provides ’
professional development training, and hosts conferences and events to keep the industry abreast of the state of
the practice.

is a valuable forum for security professionals
0 the vehicle, and to collectively enhance

lge and

The concerns about supply chain risks noted in this report can be addressed or even mitigated by paying close
attention to the requirements phase of the development life cycle. This may involve working closely with suppliers to
identify weaknesses in the design or architecture of relevant components. Additional assurances can be achieved by
conducting periodic reviews of suppliers’ cybersecurity processes or imposing cybersecurity assurance requirements
on supplier agreements.

help
for

Cybersecurity shouldn't be viewed ps a cost center and tacked on at the end of production, but instead should be
programmed into every step of the systems engineering process that guides the entire product development life
cycle—notably, the secure software development life cycle (SSDLC). Automotive companies can enjoy a wide range
of solutions through guidance, best practices, and standards that have already been developed in other industries.

:urity to

This rigorous approach to cybersecurity is vital to achieve enhanced safety while ensuring security, quality, and rapid
time to market.
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Advantages of Integrating Security into
Product Development

1. Integrating security concepts into product design achieves
higher security than applying security controls post
production.

2. Risks and vulnerabilities are identified early, and appropriate
security controls can be applied.

3. This is a vastly more efficient way to apply limited
cybersecurity resources and normalizes cybersecurity costs
as a critical piece of the product development discipline.
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United Nations ECE/TRANS/WP.29/2020/79

N Economic and Social Council  pise: General
23 June 2020

Original: English

Economic Commission for Europe

Inland Transport Committee

World Forum for Harmonization of Vehicle Regulations

Proposal for a new UN Regulation on uniform provisions
concerning the approval of vehicles with regards to cyber
security and cyber security management system

Submitted by the Working Party on Automated/autonomous and
Connected Vehicles "
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