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1@ RPCiER

self. rpc_methods = ["importFuzz', 'boofuzzRun','boofuzzStat','zzufRun'

self._serv = SimpleXMLRPCServer((self.address_url, self.address_port), allow_none=True)
for name in self._rpc_methods
self. _serv.register_function{getattr{self, name))

EAFItET
if fuzz_infol'core'] ot "boofuzz

def _ setSession__
timestamp = dat :*ime datetime.utcnow().replace{microsecond=0).isoformat{).replace(’

connection Cke nnecti self.host_, self.port_, proto=self.proto_, name={timestamp,process_name))
target = )

self.ses i Session({target=target, fuzz_name=timestamp)

__setSession_
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class FuzzBaseClass():
def __init_ (self):
f.host_ ="
.port_ =0
.proto_ = ""
.s5ession_ = None

def FuzzStart(self,fuzz_info
raise NotImplementedError

HREA]

def send info(self,msg):
self.server.getInfo{msg)

def send log(self,process name):

if os.path.exists("/tmp/" + process_name +
return None

'fuzzh )

(" Mmp/" + process_name + ".fuzz",

return False

return True

FT1 2019
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=7%xml version="1.8" encoding="1iso-BB50-1"7>

<fuzz tool_name="boofuzz"=>
<initialize name="user"=>
<info key="static" value=
zinfo key="delim" value="
<info key="string" value=

cinfo key="static" value="\r

</initialize=

<initialize name="pass">
<info key="static" value=
<info key="delim" value="
zinfo key="string" value=
<info key="static" value=
</initialize=

<initialize name="stor"=
<info key="static" value=
<info key="delim" value="
<info key="string" value=
<info key="static" value=
=/initialize=

<session>
<connect params=
=connect params="pass,s

</session>
fuzz=

uzz_info['pass'].encode('ascii
n"==/info=

‘connect=

-/ connect>
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def boofuzz
if self

1f):
L_list[@][1] != "fuzz":
return None
if self.xml_list[0][2]["tool_name"]
return None
func = []
for x in self.xml_list[
node_name = x[1]
node_value = x[2
if node
if node_
node_
elif node_na
if node

}:continue;

initialize':
= *info':
ue['value'] [0] =

s_initialize(

I= "bpofuzz":

% node_value['name’]

and node_value['value'] [-1] = "%":

node_value['value'] [2:-2]

node
else:
node_|

params = params[:-1]
else:

para
node_name

get (s

func.append{node_name)
return func

1f.session_

(node_value['key'l, node_value['value'])

% (node_value['key'],node_value['value']l)

- connec
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boofTemp = '"'from FrameWork import =*

class Fuzz(FuzzBase(Class):
def _init_  (self):
FuzzBaseClass. init
def FuzzStart(self,fuzz_info):

B3

(self)

RABAERL
def str_to tmpe(self,
func_str ="
if len{func) ==
return None
for f in func:
func_str += T + “\r\n

func):

return boofTemp % func_str

AR 2

def importFuzz(se

‘fd:h:l - F'IJJ_

gin_ etowd(
Tdata.Lnad_xmL_f¢chplu
if load_dict['core'] ="'

func = fdata.boofuz
else:

func = Hone

un;n name, Lload_dict):

+ "/Plugin/" + plugin_name
th + ".xml")

_pa
uzz":

¥ = fdata.str _to_tmpe{func)

if os.path
05. Femoy

with nprn.pluu¢n path =+
Tow J.‘:L'|

pluq¢n name = 'Plugin.%

import_str = importl

s {plugin_path + ".py"):
Lugin_path + ".py")

II-FJ:'!'“.. “h“_: as T”.

% plugin_name
import_module(plugin_name)

LT.load_dict = load_dict
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info[proc name] ['isrun'] = False
id_ = monitor_process{process_nar
pid_ == None:
return False

Forun_infolpro me]l['p'] = None
run_infolpr ] el['emd'] = cmd

Lf.run_info[proc me] ['pid'] = pid_

f.run_infolpr el ["isrun'] = True

ocess.PIPE, stderr=subprocess.PIPE, close_fds=False,shell=True)
run_infolproce
run_info[pri
.run_info[process mc][ pid'] {
f.run_infolprocess_namel ["isrun’'] True
run_info[pr mel ['runtime’'] = time.time()
run_infolprocess_namel ['poll’'] =p.poll()
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e Lf, process_nam

Lf.run_infol[process _name]
' ["pid’ ]

1 = process['cmd’]

os.remove(" /tmp/" + process_name +
return None

“run_infol[process_name] ['exe'] = p.exe
Lrun_infolproc ame] ["pwd'] = p

run_infolproc el [tuids'] =
.run_infolproc e] ['gids'] =
Lf.run_infolproc e] ['connectios’

p.gids

O O O #self.run_info[process_name]

return self.run_infolprocess_namel
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class Init:
def

fup
projec

block =

= an
nfol"
nfol"
nfol"
4an[

infol®
nfol"
nfol"

__Ir pr

proj ame, args 1N . Lib opts={}):
gr.Project{pr _na _opts=main_opts, lib_opts=lib_opts)
arch’] :

entry'] = hex(self. j.entry)

filename'] = .p fiLEﬂaﬂE

bits® ] GE ]

..Lnader.5hared_nhject5
= .proj.loader.all_objects
in_objects'] «p Loz main_object
min_addr'] =
max_addr' :
eXecs ( 1 prnu
f Loader. md4n_ﬂhj

3 J
return block.pp(), b instructions, block.instructions_addrs

LAmports
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