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Kitsune: An Ensemble of Autoencoders for Online Network Intrusion
Detection
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Packet Capturer Packet Parser Feature Extractor (FE)  Feature Mapper (FM) Anomaly Detector (AD)

Yisroel Mirsky, Tomer Doitshman, Yuval Elovici and Asaf Shabtai
Ben-Gurion University of the Negev
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Deeplog: Anomaly Detection and Diaghosis from System Logs
through Deep Learning

----------------------------------------------------------------------------------------------

I each log entry = log key + parameter value vector [ D A new log entry
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* Min Du, Feifei Li, Guineng Zheng, Vivek Srikumar(School of Computing, University of Utah)
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Du, Min, et al. "Deeplog: Anomaly detection and diagnosis from system logs through deep learning." ACM SIGSAC CCS, 2017.
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More Paper

« @ H : Trend of Malware Detection Using Deep Learning

—  1EZ& : Yoon-seon Lee Jae-ung Lee (Hannam University&H[E )
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» & H : Insider Threat Detection with Long Short-Term Memory

—  {EZ& : Jiuming Lu, Raymond K. Wong School of Computer Science and Engineering University of New South
Wales Sydney, New South Wales
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SRR ITIR TPR FPR S 7 v TPR FPR
ASCII+MLP 0.982142857 0.021897810 ASCIIEMLP 0 8975 00
Bit+ MLP 0.875000000 0.003649635
Bit+ MLP 0.99745 0.0

ASCII +CNN 0.892857143 0.003649635
ASCIl +CNN 0.999635 0.00607

Bit +CNN 0.875000000 0.010948905
ASCI| +LSTM 0.982142840 0.007299270 Bit +CNN 0.996354 0.001267
1-Gram 0.892857143 0.003649635 ASCIl +LSTM 1.000000 0.0064

T McPad H il 45 5

FT-CICIDS201 7 iR 25 B

TPR=TP/ (TP + FN)
CPR = FP/( EP + TN )
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* X ’ Mcpad LSTM 0.4092 0.0228
QQJ:E Mcpad MLP 0.3819 0.0308
== EEE{jE{ ,b E/J/ \l Ej ttiﬁ Mcpad CNN 0.6188 0.0903
i CICI LSTM 0.0346 0.0655
CICI MLP 0.0401 0.0086
CICI CNN 0.3147 0.0657
Combine LSTM 0.9342 0.1332
Combine MLP 0.1748 0.0121
Combine CNN 0.9275 0.1607
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SQL Injection (SQLI)

—  Cross Site Scripting (XSS)

—  Local/Remote File Inclusion (LFI/RFI)
— Remote Code Execution (RCE)

—  Open Redirect (OR)

File/Directory browsing

. EgE

— i__LlﬂJHjEI’J TR HTREY

— HETH T R8s R
—  UEBA

AN R




Jth
ISC

2019

StREEREZXS

izl 53R

S8 JTVA

LEEAE

U

NEEAET

ol

LEPSAE

U

NEEAE/

U

EEPSAE

U

UNEEAE/

gl

|

| |

R

N
3
NAY

R

N
P
NAY

R

N
o
NA

R

N
P
N\

N
3>
\J\l«

N
o
NA

=(N-gram over {benign, malicious} with SVM)

S (N-gram over {benign, malicious} with SVM)

S(N-gram over {benign, all classes of malicious} with SVM)

S (N-gram over {benign, all classes of malicious} with SVM)

S (Smart Tokenization + N gram with XGBoost)

S (Smart Tokenization + N gram with XGBoost)
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Application
Traffic

DEONAN®A

- = Normal Request

A = Anomaly
‘ = Attack

ML-based WAF

Attack detection using
Blacklisting

Anomaly detection using

Whitelisting (per
Application)

Input
BL Decision

WL Decision

HAOAD

X

X

Final Result

BL WL Note
Request contains price = 99.90 Vv Vv Normal
Request contains price = 2018-06-18 \'J X Anomaly
Request contains src = http://www.nnn.com X Vv Looks like redirect, normal for this app
Request contains price = 99.90 and 1=1 X X Attack and Anomaly

Blocked

Allowed
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