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Critical capabilities of Gartner's adaptive security architecture

Predict

Proactive Exposure Analysis

Predict Attacks

Baseline
Systems

Remediate/
Make Change

Design/Model Change

Investigate/
Forensics

Respond

Prevent

Harden and Isolate Systems

Divert Attackers

Prevent
Incidents

Detect
Incidents

Confirm
and Prioritize Risk

Contain
Incidents

Detect
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SOAR = Security Security Orchestration, Automation and

Orchestration, Automation & Response: An Overview
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SOARRY;EH

Security Operations, Analytics and
Reporting Stack

Security
Automation

@ Mitigation and
@ Response

@ Assessment Configuration/

system change,
application
patching, rule/
signature creation

Policies,
Impact and processes,

risk analysis/ playbooks. triage
modeling, threat

Intelligence fusion

SOAR = SIR + SOA + TVM SOAR =SOA + SIR+ TIP

Op *4 o "de LH7
r'l-.-: ) &7 I:'|-_| g £ §
ke WT o les e N oL,
: : i g L& ..
B F R | - r S 1
.=y + 1. r AT - . s
S et o8 BT, T o comfcart.dofaction=viewditemId=Egy_ -, \ R
h Eg 1 |y . dap o133 - hop B - romfCcateEory . screo ik 0 |. t ¢
o U ST VL, " - ppdan 141531 e sten to your data
10 t. len ! ME A7 ol- 15 M ]! ; 5 =] - .!_.||.-| up-== BE e X f=purch ehitemidegpg o = = e, | n r
TR e Lhe, WE+ L L e LT . wa@ Ret ti F 1S Ca il e 2473 ! Gl : e !
e, 'S wh ET Py T . A tEpnr.y Sw oAQd 7 » "hTTh ean i ME GTTP 1.1 e 24 http: s UL b ey 2= TP P T
Ip u] Og -LR S s I : ree 1 3CTae \ e 1.1 jv 484 i " cup-&nt JFF4ADFFT W’ s E lBEproduct =A%y - ! !
4. 'Uh "Sha CHCop U bgg lak i WEAtRgory 4 dent BT — el AFFLBADEFLE P o HTTFE NS -1h A L ntd Lyl remls R r RE Bk g PR TN Ciy” 3P0,
0 Np TP T | Ty Bdurt o- o d LT 3 LA bty CemEal TFREMDFED T 21 B hilP . g5 TONLY hangequai = j=EST = Gl&ISESSLIWN D1BSLBFF 2 AD) HT IOp gL =m0y 1,
b &g, - Fe "'.-'-i_.' ! L2y S Creen?produc t 01 ISESSTONID 3=} , o @@ 1 : RPRIS 3 ac o=t II w74 Te R CAtEROrY 1 SE T  TONT L et f L T Bome ®
Ut | VL L - Y o - Qlink?4+ - - ) EF1ADFF3 L pry_19=- cart- -, =gET /0" pgory - 5crT catepary senfoategary I=SURRRy L P LAGE D AnglFaafas 11T Th, 6



WER

VA i w2
I R AR

: BIKIE
IDS / IPS

HYIIE

TR

QY &ie D P
it
=
¢
el
b
I

N

=) g Y=

EfL
N

pal

N

;’ SIEM

O mEEFE
om HADOOP

8 GRC

Bat

THESOAR

AN
/

AN %y
At

S

REAFNED)

« D b

Q9 & i

Splunk> listen to your data’

© 2018 SPLUNK

Bk
IDS / IPS

HWIIE
RS LN LS ]

[NC.



SOARRYINME

SOARAILUIMER{EWHIRL RO R SRR

P4

WebftIERE XIS R

"|||||||||||) )

@)/

SIEM

WAF5RF
EFEEE

=k
=13
2

* MBS ERIRS AR S RSP EHFREEX
- B EaMCE AN RIEREE
- FIZIEH TIEF IR A RECEFNFIAER X

Bin5EF

:..“l_.\,‘_an dotaction=viewiitemT o EST.q
1 com/category . screan?categ B rog,
opp1ng- S e . It
rt du'.!:.-_l:1;_',r|--|1l.]lCh..‘l.".f."&ll,u-"”“ r_-._¢‘1_2:‘| GIF r-,.!"’ r .
. - 'H'.l"l Poi.1% 728080 2423 .I”'tl':'"{""“'lI._-.-,_‘ﬁul.“”"i.r '.'M-:‘, I‘-',-.’ Gy
FARDF L C B temId=EST-l8&product id=Av-ca_gie,5hoppy, O ke !lar, "o,
hanﬁpﬂunqam id‘FbT GRISESSIONID=SDI1ASLAFF 2ADFFg H;1ﬁh’“N;h‘?”r. my ';;“*f
MELLIN ~ re@nTC 1 h d @ "y
Fy -2

' 1 « im-shopping-<
13:1@1 GET ! Ffb”rtETEEEUanFL”W'EN

. GET Eat ; pEF1e WITP 1. .

LT !prog CLEROTY AdeGLIRTSRISESSIONID=SDLSLARR 1O . FF2 “hetptd

9325)07,136] g JUCt.screen?product {d-FL-DSH wL&JShSSIUMIu-5n33ﬁ;ﬁpaﬁblu sa 1318 "NI-bo i on=c
. B | .

ategory 1d=FLOWERS&ISESSIONTR
= Joal

e r SDhns [ Frg o
/eategory. . screanfcategory 149 :

: i
L fog oL g O e

. L i +
. - T 4§ 7 rt.do . - < ; 7 L
?1tem_1d=E5?-25&]EESSIUNTD’HDEHLngLan['crreen?C“tfg?ng59| "GErﬂL?ha'JE'!_1 DEGET Itf:tff_Juaf TRE e e tianmremaveki temId=E g ?ﬁ;#‘“s;:frf'n’ﬂyn ﬁﬁnf:;:JJijW;“

© 2018 SPLUNK INC.

Splunk> listen to your data’



© 2018 SPLUNK INC.

SOAR¥ESFEAYK

FANNY

RIEREIRN. R TREE ST,

IPUTEEMEES | EoT ARG EENERESXEE
%, MImEERE T,

r?m:
[l

anp

- B BEEN. EERAE R EL RN FRMEEERTE.

- BYESWENTEEZMMIIENNERE , (FE1 a0 &R /IR

W

1;. 60
| ﬁ_2'4

3,547 -
0, 17 od3. |
My o 2740 8 J
b Ny 'Is'a) dn 5

S i .

Bmr 7 R " 1g. .. -
-'fl;rn*l'.';; Lroe B lEJ}f,Jf'-}.;:II._ e comfcart.defactionTviewii temld=Egy, R . -
1":' bhtrfa\l‘- 1_||I,.'i . ||::,?:r| 18 437 "GET St tercup shopR I.:II:';;.;:.LH‘:I'”': comfcategor -,-I SCrean?y '.-'1"""'Y}M”.-..“H“‘ £ g ||Sten to your data3
] i - v h LE 7 ll:l-l ) 3 | I " # j-.,-'_ ] - ""LI'JT e s E dataction pUrchNasedst tem] osp 5 }' GIF = Wt Fj .

| ep. 168, "IET dan ‘57 Latep gz@ "HLER " Lrtp: g . comiCa v 2EB 2423 “htt e Géeps - o ALY ” P B,

X . : 'O . 4 F. i 2 1 -y 1B : . U T | £E =] Fi . N La ] O g L= .

f]p,ct?:, L‘Jﬂ.imr':'lj” . ﬂl-ﬂ 1 :a-'lﬂ..:llzz '{_‘,r_E 'y {"-'rltt:n.'n?._at& _ cEABADEF1E HiTe 1 ! :Un L1 484 1?:.,11!'-'7""""" "I_"I';E.;'ia:_qprn,mﬂ-l 7 "'alj‘l_'“__ﬂu EsT-18&product id r::,.:1<!:.r;_,'.';c‘ '~l-:::.,|.. o :L-,"-.:,, ="
sl e EShe MCE rea-1.43 "I""'::-EIF,-I "IF'FL*'L'LI[t - BOTY_AdeGlrToRklSESSIONID=S015LAFF LBADEY FEERMDFFD WTT 18 ~hetpid B oI DS peauan Y T GRISESSIONID=SD1BSLBFF 2Anrrg foboSlan e, Soms -ai® o
/ l Igl."'n I"F[_'|- F“-Il'l - l.'._-Rp L1 2)_:!" den - -E /o1 n "-":ri‘i-‘ﬂ':‘ur'ncurr i d=FL-D5H rl:l.&_'q‘l_qq'[uu'['_‘}":n|:l:-'.l_l-'TP 7.1" 268 'I.*--1 _L:Hr_,n[-'_.}h.l;ﬂ-rl:llm.l i ofn l.rl'l-'”_“h:..w:'*n -<”1“: ctegory 1d=FLOWERS&EISESSTONTR In,::r‘ 1.3 b=5gnit . B
v U : lae ceme LT ld1q . : - . . F3 HT Cegory_ 195U reart A9 ppr sold  mory SEFEENTE] gOry SCTEENTEALERary tdmsfon b8 ‘oo T,
o Jttg UM laspg SeCop, “tlegaw 798 125 4o PO9MOlink?item ju=EsT.Tem)cEss1ONID=5D5SLOFFIADFFI HI 1T o regory 1T GET seaT T ng) GET L aremory SSTUopr Jcatemory SCrEenioateRery a-SURpRy SLE LAGE P, 104 Fhanas J LT by Ty



Bzt

- BalTEEHES IR SERASE T,
- EEGOTIHREV NI R TE IR,

TRSEIREUBHRIASIF R R

.jxx |’E|
Oy °F 5o¢dg 107
y |I|||"I‘ 3 E"'} J_:lr_‘
iy VT lggte . 18
“Bhr 47,748 1.,
£y II'-ICC.,J" 5 D - I'ﬂ},-"'_l..""'”.I 1t ne . comfcart.defaction=vicwlitemld=egy
1 Ib!“‘ E:'t- Lll'l-' i 8 . 1. 3] "GET 'y u"_le:I".'l-'F"'-'“r”‘-"r'l.rI I-I-.I-f‘:.i'#'-'l'-"‘”"f': com/categary h.rI-.l-l.m'l""'""*'-"-\:K".}.-..r“r'” t_dg
] I.r 1 h,l _\_._.}lf '].l-|- 3 / N ) . ,_J-r_l.:I : _r_-'LII.JTl-':”LII_ Crt.dofaction |J|.||':|.'I|J|!f\u temld=gsy 5 """‘I\-.--
-ﬂcr 9.".’- E@-'r:'_ E| I:I Idr] 1 .'-?l l:-d.-?r_.ﬁl i v 484 728 ht F?_}-: "HtTE- _H.l.|-.F.."-‘--"""""'__:I TTF 1.17 288 2423 "http: /i butie r1i'i.-|:-lr|<:||l<| !
o Lja -Hp. o L 18-4-" 54237 w288y g TP 1.1 v 4@d 335 roup-sNoes F4pDFF7 M 5 T-1BEproduct id Sreup-sp, T o1
' O [ |j|_|| 1 1/ . GET .t__l':l._d_.r_ ——_— NnEFLE® HET y i flutTer - .-y:,.qr &-lf“'l'T‘J ES = AV-CRE_gq T
£y P, M= Shoy SOt G 1.4 611567 nn /Product gp e Bor Y _1A=GIETSRISESSTONLD=SDLSLARFLAR | So e canrro HTTE oo ahetp il e 1oNID= S0 geauant T GRISESSIONID=SDIABSLAFF2ADErg 13 oo 1N,
I Urep PRip,~ U=Rp L1 22)n 468 ; “GE foldl "SCreen?product_{d=FL-DSH-01&JSESSIONIDS ':.IJ:-"IT--,-,., 1.1" 200 1-’_’-1__.qur.:[".-”‘-';"jZ,-,-“-l ion s nk? 1 EEm e category 1d=FLOWERS& I SESS TONTDa sy b
] = ~ | s I. Lt . . - _ L ¢ E F3 F : ATy 1|’—.F.I r Fcaf Lo GET /O - T . cpOry . SCreanfoategary. 1, gy _"'H
g Jtrg Mg ases Secop, “tlegoa | TRE ] o oo ULINKPitem jd=FST.76R  SESSIONID=SD5SLIFFLARFFI M category 10l wgET (€200 a7) "GEl L5 caremory oo  LGET JcateBory . oo et et I=5URPR o]

splunk>phantom

™ START
¢ A

Playbook 001 - Protectwise

QL INVESTIGATE

file reputation

Y O 3

© 2018 SPLUNK INC.

Q. INVESTIGATE

. = ‘ file reputation
O 3

<" COMTAIN

! .‘ block ip
2 O« 8

 —reayvay”
3

% CORRECT

L '.‘ unblock ip

1.0

©": COMTAIM

._,_ f‘ block hash
) O

£2 GEMERIC

. H add to block list

0

y—(=2 2, a
4

&b API
b H set severity

10

Pyth

Splunk> listen to your data’



Gtk

AR SOCHISE R TIERIE.

200+

1000+

APIs

© 2018

SPLUNK INC.

. .  m— | 7]
W  UMcAfee o] . .
splunk> McAfee @ symantec clsco. RSA HewetPaciard  @@amazon ] Ofice365 VIMware
ANOMALL THREATQAN WBVECTRA M erotecTwise: FIEVE| ABSRSING Carbon Black. “w.crowostaike @ coyinnce  @TANIUM. -ﬁ slack >1] VirusTotal
62303’81'" Q}“b FireEye A ATLASSIAN  Servicenow '...... elastic eassvef@rorac “.SESEE.E“Y..EEE f@oomamTooLs  ESUMIDGIC  »|< BEST. ...
Sbme me=er BUS (TR @ Google B infoblox$  smammes JUNIPES  pagerduty
. -

. cuc R . s N RED HAT'

imPervA (@ Qualys. koo'7” .} g]_t MySQL / APACHE @ ¥ lastline "SOLTR , Proofpoint. ANSIBLE

| digitalshadows_ A SMERSIYE ENDGAME. FRSIGHT rammimer (1 e @) Mobilelron @ pHiSHME
METwerEs Gigamon® MAXMIND snr LT
Postgosal o CeLL ’SQLite G Simeee fpfin @twilio »veroom M8 matters zendesk
| @
ﬂl.l ea CCEHSVS CERTLY Ch‘"é'r’w\e“ Q:YPHOP\T. 4 CYWARE w‘r unshorten.me .mongoDB B criticalstac MIClickSend
Oravioae Joeseary Jyantl  PhighTank @ Snouserros (@) Alexa Cloudpassage ¢ oeerace  @Cymmetria CPMEIMo
vV s
DShield hREATS (&) BerrylO HoneyDB InfluxDB ~ ® INTSIGHTS  ISIT PHISHING.ss
\/,
N v

@ KnowThy
Customer

T

=1

-4

) MA:CVen:doirs

£ openstack.

Screenshotmachine

Maishere  malwr

ickaderender  S¥< OTRS

SecurityCenter @

SECURITY ONION

PHISHING
INITIATIVE

)]

Threat Sharing

P PIOLINK

mnemonic

pipl

"mmo_mx-.

< MYIP.MS

Project_"/’
Floodlight

RAPIDD

TRU#STAR

Nessus @)

RIPE NCC

Q

URL Expander

4

mm*i rﬁ_q tgtﬁ Osentinelone” e et YSHODAN  Rg rrearcrona T"

13,
i3
1 'E
15,00
Iy °F o4
2 .
3,541 .
0317 1257 [y
Oy =4 5o 2dg U7,
& 7 . d
I T 83 “Hap |
kfy ] T . "lg
L 3 . 08
T T B f (87 ]Giw; 2 i 8
-f.f',b*f-e.'?,' Sy - fdan 153, hopping.cem/cart O atepory screoumld=EsT.gge, Si : ®
| ~a T 4 = L 1 Y"pe e mprcup-Sho D g.com/fCateEOry . SCreen?catepene. FF Sy, d ?
:G} urfﬂ_—"n-ll‘zgt:'l 'r'||E "':EI"J'HI *-H:]_EI.I._':-J["I' 'Ifln.d "I.IF‘FJ,r._.-'LJIJ per :'L..IL_|||_|:-.|'-'. up ".,:,:IF:.:”._I;-.".:II'-'l'?'" |.u||'-.||.|'-l.'n‘u'I--||||.-|I:'I‘.:‘.I\'}r'l"__' l.-_'ln. : o F un >||Sten to your ata
’ h ' - BT . . L 28 LE HETR:S e " o C * - ¢ e ¥ TN n Slay
0g Clig, Cup. Prog | CLg M 1g.1.71123) 1 80Ty scpp re 1,17 404 728 075502 tHEERC noppinE SORLTy wTTP 1,17 288 2423 Chttels/buttercypTouce [Hee e,
My ' Ohe YRR Uep 0 1 Pl LET “EhrCatepor YR - IMeanlSLAFFLBADEFLE F pol.l - A fBUTLE cpoasLal % BitemId=EST- 1o mn o ld-AY - CR B1g o PR g SO o On,
P ] - LT J_q} 1561 "'F'FI:‘;-'_!UE BOTY _Ad=GlFTeRlSESSIONID=52015LAFFL oy TFEGAMDEED HTT 18 “http SIEL e TONID=> VL Ly GhkISESSIONID=SD1BSLOFF2ALE g FESE g, e B
by 8o Ureh, Ping™ 95Rp | 1922)n 0 28] "GETT, SRt SCreen?proguct_jd=FL-DSH-@1&)SESSTONID=SD3SLITLRLT, W 200 1318\ qpRISERI B0, oot ion=cha oKz 1 vem 1d=FLOWERS&ISESSIONIn-sgah, 1.1 530450 Rome 2
| . LT, aldl s . : _1d=FL 1 2E 23 “F3 M1 . oy id=SU fcar de T fold oy e S scrmeenToatega S e, LBFE, b 1 il
g “tre My dsep oo, Ctlegpa 798 125 00 T9MLINKk?item j4-psT.TeR cEcs1ONID=5DSSLOFFIADFFI HT 0 o atemory_1UTTLGET searting) tGET 10 acesery St Y embvami ooyt RIsE L LADR D T,




© 2018 SPLUNK INC.

splunk>phantom Q

Generator 1D: 10

Tl e D R A e S e B e owner I
Activity Guidance | 1 : l| Timeline HUD Artifacts ~ Vault Approvals Reports I
All ~
ARTIFACTS(8) Q
Investigate Playbook123 9:01 am T
b hunturl 901 v D LABEL NAME START TIME CREATE TIME SEVERITY CREATED BY
unturl 9:01 am
v geolocateip 9:01 am v @ 10 event Hash 1235 Sep 15 at 09:11 PM Sep 15 at 09:11 PM admin
Maxmind
ip=85214.152.31 « v
e S — 9 event Domain Artifact ~ Sep 15 at 09:11 PM Sep 15at 09:11 PM
ip=85214.152.31 ~ v
; b o c . 10  event Hash 1235 Sep 15 at 09:11 PM Sep 15at 09:11 PM admin
ty: in, State: ountry: Germany
St ] v 9 event Domain Artifact ~ Sep 15 at 09:11 PM Sep 15 at 09:11 PM HIGH admin
City: Berlin, State: BE, Country: Germany
» filereputation  9:07 am A - 10 event Hash 1235 Sep 15at 09:11 PM Sep 15 at 09:11 PM admin
» blockip 9:01 am W e
i
Allison Drake 9:01 am A _1_ ) 2 2
Look at www._suspiciousdomain.com
Widgets Notes
Allison Drake 9:01 am
Feb 2, 7:46 pm
Had a call with HR regarding legal implications. Waiting .
to hear back from therm. paloaltﬂ o
NErworRs: M A X
b hunt domain ~ frontcold.net ~ 8521415231
1’”1? PUBLIC TAG NAME TAG NAME COUNT i _
42.117.2.85
Unit42.TorrentLocker = TorrentLocker 4360
Unit42 DeleteVolumeSnapshots - DeleteVolumeSnapshots 2477787
Unit42 ProcessHollosing = ProcessHollowing 54555448
Unitd2.TorrentLocker = TorrentLocker 4360
" %9&1 & EE’J'\ R s‘/lg ‘% Unit42.DeleteVolumeSnapshots ~ DeleteVolumeSnapshots 2477787
A FITHEHERE NA)ER . .
Unit42.ProcessHollosing = ProcessHollowing 545554484
n /\_‘_ \ Unit42 TorrentLocker = TorrentLocker 4360
« SIEHIE RGERII B
ICA JJ ==ici7 Unit42 DeleteVolumeSnapshots =  DeleteVolumeSnapshots 2477787
‘@2 >
 J@E1IPhantom Mi E ts™3K
aNnto Ission Xperts ﬁj('f;f/\ 'l«/\o
N g,
le:ﬂ v ’ |FEJ?.-*_;|E:_!‘;:J-]'-- " aomfcarl dofaction=viewhitemId=g: I =g :
' ) 157 33] e . i |'=-'I--'P1"'|""__l: ..-.l‘,,.- comfcateEory '-.r|--_--.-"'-..:'..-,:._,_ o, ' 1 °
Oy, CLR 7" 18:1g 1231 “cEROTY screy, wrre 1,17 404 117,04 3322 "!:I:’..; ., RIS L e P rn e R ST
[T Uee j i --.J_q} El:ﬁl‘-":'ub[-|“.:1' F'”‘I.H;tl Category g GLFTSRISESSIONID=SD15LAT l"':'r""’""-‘la.rr_n,'l':.rl-':l HTT ”31 httpE f":“"I.L_'-._' ONLD *”fj"_'“‘,.i_u .'II-'1':|II.I_|>|',.‘-.I.I.:INL"' D185 |;-.;\.,‘}";,':'.""'-l-"' Vi “_' Ciy ! gnr"-
-FEI:RE'LT”E‘)' " 453 19c CET fo'uﬂ o5 E€n?product_jd=FL-DSH-01&JSESSIONID L'.’i :-IJ.TI-‘ 1.1" 2008 1 sURPRISEEIT™ i 5act 'T‘;.L.Ill ; '”..":'Tf.”, AtegoLONID Y ora o Thai e
11.\'::""1_-"h'...?..[l:|2' LI ]}Blf 1nkj'[EI"l id= EST zn&JEFE‘i‘-:UN:D' I"D-r’l'l'f'-:”-rlnpr. T =1 — L LJTL;".:L I.!'i'-'l EE .-;r-::l'~'|3'l!..“l-:,f-' S ' I:ru- Iilll.l'\.-'\'.n‘\.l':.l\:jrj l:-.lnl ! .



© 2018 SPLUNK INC.

splunk>phantom Q

\ £ Sources v
Events Indicators Cases
’ Q Showing = Events
Events Severity Status
Ve ® High 297 New 297 Dan Trenkner
® Medium 154 ® Open 154 Glenn Gallien
297 @ Low 36 ® Resolved 36 Tim Longnam.

Label: Severity: | Owner: | Allison | CLEARFILTERS | | SAVE | Dynam
. ID NAME PRIORITY LEVEL  LABEL ARTIFACTS CREATED UPDATED SEVERITY OWNER STA
[ 10 Malware Investigation 00134 8 Campaign 10 Mar 28 2016 Mar 28 2016 |I| Admin Ope
& 9  Phishing Investigation 22234 4 Email 10 Mar 28 2016 Mar 28 2016 \E{ Bob Tailor Ope
8  Phishing Investigation 22345 7 Generator 10 Mar 28 2016 Mar 28 2016 !: | Allison Drake Ope
e 7 Malware Investigation 98556 2 Event 10 Mar 28 2016 Mar 28 2016 v | DJ Bradley Ope
[l 6  Generated container 1476404641.68 4 Generator 10 Mar 28 2016 Mar 28 2016 |E| Admin New
B 5 Phishing Investigation 1122 4 Email 10 Mar 28 2016 Mar 28 2016 New

SHEHE

4 Malware Investigation 00134 9 Incident 10 Mar 28 2016 Mar 28 2016 Admin New

B s Phishing Investigation 22234 2 Campaign 10 Mar 28 2016 Mar 28 2016 Dan Trenkner New
) 2  Phishing Investigation 22345 3 Incident 10 Mar 28 2016 Mar 28 2016 New
7|<‘ | ==
¢ %%ﬁxﬁi*ﬁ?&ﬁgéaﬁzo —
B 1 Malware Investigation 98556 1 Generator 10 Mar 28 2016 Mar 28 2016 | HIGH | Admin New
N 24 = 0 ==
 BERRTFEPRIIERS
H=]15 = ILry= 8 —
< K“_/ p >
Aty NITAS) = S >
AN — L
* 'iTJ'gIL_:‘_‘Ll'IE U= LS 1ET =1,
1g. ..
i/ "'l)"--,._ . e t.dofaction=viowiitemIg
I'-I'I 'J-'Jj'l » 1”_';_‘\:,"_.__:” — . . A E T B gy g
.l.'.l T 1 ' ~ _..-:'lJ'bI':'F” a1nE comfcatepory Nl g o T % Cate ey F [
-;E'.,-'f “-'ﬂ:lll : I:-'-'|."I' ) I = rer l_l'l‘ tLercup =1 ':I”_: dafaction purchasefi temlq = Y}""
oy [juﬂ"""ﬂ 'al:-l'l'ﬁ}.:li;]fkétﬂl"'“}' scr . 1v a9d “"-":'q.jl,:\igz.’ ""'”’:;":T!;J.uml'ﬂ-‘;;ff';:r.'i HTTP : 1 3‘1'3l"l;:-" Etp ’«*!s:n':.-.:'ff '
. b R N = GET " EEan? e - _ _ - TTHF . " " L5 = % 2 G T ey AFFAADLE . - sT-1B&kproduct dd=#a 1 e P Shin
Uct ™ :'--J_q};l“'.- Ak -Lbr_l"‘_‘ ' -"p-rt:-;.'uclt -il -JT_E"r".l::IT\q =GR TR ISESSIONID=0D15, ml?".'ilr‘-'-_":_"-l_‘;"?.r':-__m-;)r F2 '.4.1le J};; hetp:ds tjl.'; :'_._I-_...'_ll:lNl'l'?' '*”':;'1':-,7.:-4”“'-'1"“'“‘f’j‘,':'.:u“.l._u.kp.l ',mulm'..\ SD1E5] ;-.r;'}",‘}.t'm I-If'ry'r'.""
R 1T gea s SET solgriies, ceN?Product fd=FL-DSH-01&JSESSIONID=SRTR L LTy yr 200 120 oyrpRISERl L  qoract ion Clguink 11el Conreategary 1ol ONERaS) SESSToNTo,
Comp., ~2=02s 9% 125 95 (U HLIOK? item jd=FST-76g 1SESSTONID=5055LOFFLADFE S B @ @ scateBol¥_ o wGET FC€8 ‘171 “GL 1 scateB@r¥ o0 wgET ¢ bt Ll




© 2018 SPLUNK INC.

splunk>phantom Q

Generator ID: 10

. HIGH TLP: AMBER SLA: » Exceeed by4days | More v 0 Allison Drak
Generated container 1476404643.04 [ | | J il ke
Activity Guidance \_T\Tﬁ_j Timeline HUD Artifacts v Vault Approvals Reports
AN~ User All v 1= PLAYBOOKS(3) - ACTIONS(76) v [ ARTIFACTS (51
Investigate Playbook123 9:01 am v e
» hunturl 901 am Ve ’
« geolocateip 9:01 am v e ’
Maxmind
ip=85214.152.31 v v ! |. 3 Comments I
City: Berlin, State: BE, Country: Germany . SOP Document | ‘. 54 Comments ’
ip = 8521415231 v v [ Uist of File Hashes... =) ,. 512 Artifacts ’
City: Berlin, State: BE, Country: Germany
ip = 85214.15231 7 # Created on Phantom | ‘. 13 Actions ’
= . % > N SAL 6Pl ok
City: Berlin, State: BE, Country: Germany R Aoty Bt i ‘. i ’ . I was hoping they w... |
> file reputation  9:01 am A 6B Mar 12 Mar 13 Mar 14 Mar 15 Mar 16 Mar 17 Mar 18 Mar 19 Mar 20 Mar 21
Mar 13 Mar 14 Mar 15 h"ps “IHVIS iO/EJH§B8LNQ3U Mar 18 Mar 19 Mar 21
» blockip 9.01am Y

Widgets Notes

Allison Drake 9:01 am
Look at www.suspiciousdomain.com v

Allison Drake 9.071 am

i il -
Feb 2, 7:46 pm paloalto.
Had a call with HR regarding legal implications. Waiting

RN » huntdomain v frontcold.net v 85.214.152.31
ﬁ{y IJ E E PUBLIC TAG NAME TAG NAME COUNT :
M 42.117.2.85
Unit42 TorrentLocker = TorrentLocker 4360
Unit42 DeleteVolumeSnapshots v DeleteVolumeSnapshots 2477787
Unit42 ProcessHollosing ~ ProcessHollowing 54555448
Unit42.TorrentLocker « TorrentLocker 4360
r— -
¢ ﬁ _l§ Eﬁ% J/CJRSO PE/\J§1§U$ E*&o Unit42 DeleteVolumeSnapshots v DeleteVolumeSnapshots 2477787
Unit42 ProcessHollosing v ProcessHollowing 545554484
y== ﬁ’—“. Unit42 TorrentLocker v TorrentLocker 4360
* "B Eu -lu\ |
Unit42 DeleteVolumeSnapshots v DeleteVolumeSnapshots 2477787
—— Az i - < @ 2 >
-E%WEn¢mA§ﬂ%o

g
150
w W

-d

3,547 -
o, 47 o cdae B
e J L) ry.

5 .97 cHoplg
L A J dn
i T e dgg s . T 1g

[ | o
B T i 1g. .. R
iy Ijr-"-'r.‘:" -I: 9. IEJ}"J-"l.h',:]!:}'I I m1i|'|-.<;>-u!a-1r' dosar : onTeltEE temId=E 5 5 fops \ . 2
i T R . .l.'.l P +3] —_— . ‘] (L&} . > CcOM/CAtBEOCY  SCreomn?cmterey _".- F o, d &

}G?d“f ’-‘."rhll‘zggjl 'r'I'E.--‘IEI"J-H| tﬁ:ir'.l'l--.l:-"l--ll ‘eag 28 "I'|".FJ"'"”J“ 'fl thjll'-"""ll ‘..-':-JF: :”h:.'-’-l' tion l“""-"'""“"‘“'"'ull-'ll:II'-.>1\'a.-':.-I ke E S un >||Sten to your ata
S P R N “4n 4 213y “EEory " e'l.-ﬂﬁ F2e . 33z "hEIE-C opping . <20 ; WTTP 1.17 288 2423 "hitp:/rbuttare,n’ 29 Moy Meng
':_. i "JEI_ Uﬂ . -.ﬂ 3 -al 3 e . {L'r||'| HTTE 1.1 -ll' q-.-}-‘l = wr G UP T a4 AFF 1.:.\,)|' J — kl'.l{-':{-'.-pl:':ﬂl £ 1o =0y '_"" S hon x| ,I-.. . "y
rp;rr\ o ] ih'.':'-.hl.ll('r i LT3 I:I'F'I""::.Ell'-ll-“-|' Prodyc fategary ig GLFTSRISESSTIONID=5D15Y "-Ilah'u'-'r‘?;'rf.n.'l':-l"-':l HTI 1'5 hitp "““il :"-. I:INL"-:' ’”f:ul'“‘.-;_-mt 'L"Lvh :I--'| ':I.P.J‘:‘-l'r‘ IQNID=5016° Ii'-iml zl“:; I-I-,y ISEsgyonk :. Wopni® (Fra
fll'_ll 1gr ';'Q I'I'F[_'I‘- Hpi, -.ll.'].-_-lqn LT...;_'_)'u 45 2] g l,.(}|j t. SCreen? product id=F DSH A1&JSE5SSTONID 505 LI.I.TH ey 2 @6 -|_-' £ I-_Hpr“.-.}ph.j_:lr-l-l Qcrion |,|I k21 tem -:Illlrl‘ e o 10 rnll.-u$>< SRl AESE Oy, ol e G ” B
i | - lae o - . - = - [ : d=5 Fcar pu fold ;. BCrE@ . nYcatego e )
iy Tte M. ¥5ea. " Coge  SieBae ) g 125 44 | ']”‘kjltem iH=EST-26R SESSTONID=5D5SLIFFLADFF3 RT o category 10T ugeT /€80T g71 "GET 1%, category S0 lcer Y amavaRt coary—1d=




© 2018 SPLUNK INC.

splunk>phantom Q

# Home v £9 Last7 days v Showing = All sources v

Automation ROl Summary

8 54 110 §22K

FTE Gained Total Hours Saved By Total Hours Saved By Dollars saved
Actions Playbooks

Alerts Lo i Data So

| Type | Status  Severity = Sensitivity |

100

25 \
0
Aug 11 Aug 12 Aug 13 Aug

E%*ﬂ ;E*I]_‘ ® Campaigns @ Email @ Generators

® Incidents & Events Alerts @® Campaigns @ Email Generators

o 'I;%i%iSF{EEE)lﬁ%}*D B Agﬁ;&o 3t Metrics & it Playbook Activity &
¢ i&?j_-;. E'E 7§<1§U IEEE o 1 7 4 500
* i‘IE HE 1@/})5 E Egﬁzll:\lﬁg ?éj:ﬁ%ﬁ IEI TE o Containers Containers by source s

closed by Allison IP12.35.2.6361 7N\

Il

LBy
1.0 'Iﬂr'- -
“ . T 1g.
' STl T T .
NP ¢ 'EJ)’; I:'-"l..:'--.._ ) micarl.dofaction=viewsi temIg=F-« g
¥y, ™ -« ‘Il-':li BRI _IJ_.I_u-;||_”1||'|'-"":' '\l' ., rom/category . Screen?c t _:I r“"':’ui?'u.-l H 8
600 e, 107,71 18:70] ey, eep: //buteercup-ShePR it hopping com/CareEn Y oo L terer U RORUEE isten to your data
T d 5 ] ten 1] Lt B - o [ - Sl P . N ] 2 Gy TS 5 s
C oy Pelg™@n 15.:27:1237 2 ®gory . voa@4 728 T332z ThEIPC T oppInE SOTILY wTTR 1,17 288 2423 “hitpi/sbuttercgn| PPuce Moo,
Og | 15 E . ¥ RO pE e e 1.1 woA@d 3 ceup- 5T EapDl eT-18kproduect 13- 5 1oy Ly .
Tk e s 1 ~1g GET 4 EEnteateoor ceampapEFLE HIA . p 1.1 - rputtercdi - hgsLaFFAnY g4 remId=ES d&prd Ct_dd=AW-Cp_gqg = lopg Ve oy
| N - W L 43 - 156 o "Product o SEROTY _AdeGlRTSRISESSIONID=5D1SLATT LD oy TFFGADFFD HT 418 “httP £8 i g5 TONID== h 'u:‘i'.'-“-’-""""LI it |I E5T-6A&ISESSIONID=5D o I|I| Sas JINII-. SomyY-o3l cofa,
Chyo M1 *R“.LT”'R 468 1. °F foujif"frﬂﬁﬂ?urncurr id=FL-DSH-B1&JSESSTONID=SB23 o™y v 200 13, SURPRISEEL 2 E o action e ink? 1 tem 1 Eors ater 1c=FL - O
g e s - L 3 —_— - _ FF3 ‘ T 1€ -'_ fcart , GET P b - P Y € z 1= BFE i F X
3Seg. 2 Comy, . ~L=Bpw 798 125 15 -V O9link?item jd=FsT.76m cEcsIONID=5DSSLOFFIADFF3 HI - o ategory 10T . geT /€300 q71 "GET 19 cacegory 20lger seat removeki Eemlase o ses lADEL dgl Faalac Iy thy fy




58 | Bl ESIEEERIRIIZ ik

maninfetsoc | (ERR

RS A RIS

G
e

Splunk > listen to your data



)‘3\»}9%\\09&\3&6\\: 9\DION

M3psfs, =20y juop) 141l 03403095 {ycl) = 91pIom|gniulgs 2] 2l

-0

” 'ﬁ

g - /N

f/ A
pm@.g%f. =208

4 ’ 0
. - " : A
> f [N * 3 S » :" ’
- x : ¢ ’ i ’ y £
' 4 ( [ ,
pho R, ’ ¢ ' n
R P PR f ¢ 9
’ ’ & [ ]
v | i ] ! e
; B s By | 5 7
: L] { 0 .
o ! | ) ‘£ [ f X ']
- § £
"hg(nd:,W“ § 5 Jie ; ;‘ ¢
- . s
, S8ae b )0 b
. i 9 ) ‘ g {
’ s 2 s 3]
’ ' ) ) > ! t
¥l { 1 I . 3
] PV AR k) 1’ ] ] 2
Hey | " ? / —
‘%_Wo‘u;':fdl(, “pecss ! bogory ,{ 4 £ ¢ o
nLeyre. z:‘w"“"ﬂ e i [} [ =
p D&xwoﬂ ‘0;40.” X 6 g REY o =
%0 leny. 00,‘,“,, k) ! ! ‘ A
R S | o970 e p e d
FNF T e y
L Cong bd %, - ? ;’ o §
{ M r ¢ <]
' o' 4 g8 p x & =
B We 3 o : : g3 g
| i o 0 i p a = 3
{ £ ad £ n / - =
@ . i i 2 ¢ 5 s = =
- 2Zn R ‘ ([ R Bt 2 ¢ - % 2
d 6 [ se L Catih g ' SRR ) - ¥ ' A P=3 s
»Cu H e i = Uk m 8¢ - 3 = | g 90 4 . = ,%:
1 S 0 0 it A J x >
* 00) pey ¢ B | | ! ' f 3 | 2 &
L e de | X A3 /3ls ta 2 & + ¢ n e ~
UE impes s 1p R R LS gy S : £
/ B Pon o Y nxg F ¥
" E me SOf 0 BON ¢ ig ta ., A o o + : ‘ ;4 e { ? I - ‘ £ -
VWO 2 i c ) ” 04 ' ' y \ = -+
Word1e || o Y lan | e x ¢ 9& o 3 ’ 2 ¢ o W & 2 s 5 - =3
= O Headoert 1< SOXFFOR. ' tangec ypy ¥ 2y ¢ : | ¢ 't : | c - =
Ll X O e 181 t e »
PCurE m nt>m - SPsudoHeaderfis g o tx At aa'y {-48 v 3§ ¢ : ¢ e o
c f E emons - ’ Tt Y b ~ ) : e
1C E cmentSen Offs et L ! > (oo Bty :, i “’ ; = o
T 103Gk BCOS[AXR 't arestes " G tod ¢ I i : & T g =4
J ST Oy ine - i i z
- CGOtx xistA x et T Y r -~ =
! . :
T2 ot 0 § s 0 = >
+ - % . '] ] 1 —
1R worate ~((tcp_pia®) &0xFFO0) +1cp Phtfi+1 ’ L 4 ' : = 5
: (<tont type=-eym 1l f ! ’ . =
AL ¢ h2 w0 (Y < ! - ! T = g
PI21.T + . AT Ly 215710 « perpenr T = DT 00K « o b ! S s . wae
(21 7(2)+Pp1), InterPl;word 16 -l(xcp,pu;.;«s;e.ouroo;.mp PRE[1+1 (<font type="system: ) e s S 3 A 4 i i
3 YVIS kzce"30"aign"right Boide YU 0enom = (M yPlyl 925010 e : ] 43 : 2 ’ -}; =
Gl . — —_
interP):word 16 ) B 4 . T = =
. interP)wor - : L OXFE s o > ; ; - :
O {{tcp_pkt{ij<<8)& OxFFOO)+(tcp_pitfi+ 1 [<font tyPe~system” sire~"30"agn~"right beid="truc" Ienom = POy PRy} * P2ad) 3 MaPIs 2 PELILTR] * pOROTIOX I « popen TN sOC « J pr : : é 3 g
x ! A o K ] = o
: * - —
¢ —
. : i ; = =
! ‘ e S i W ERE 3 ¥
1!.\2( Qoute _requeststdgla : = =
1 ) stdowstringd requeit, ot Mtningd verb = 0 ' ] - ~
| 2 m.ﬁrﬁct-;g o v t — -
' . w\trtn(rlz‘:rn LpN) e T S
i J T -2
turh¥- )
ternet_connoa conncaphspi. bsctson f o ! =
| L oW 3 &2 2
doe °-4 re | el ) :_%
- ' o ] 3
t } internet_recrend(Saps pconnccBok 4 s
: | e operiverb. Ll s : : 2
0. %8 1 Sty o
: Vectoe k‘bfﬂ"”: sel) ( s 2 "
| IF]ireq getrespaistatE I =
1 ! se._to, srngirtsponscl] | e =
) rospontet o) o iy T
p retunn e D lg
{ VeI 7, t\“‘.,,’,,)‘ i ; =
' s e | w1 Pownon TRierpenqty LpQE &
- a IpQE « £
. Sotc (WA Y e 232141, |
"“r:"l\”";" A uen ! 1 R hep ’I“"'h“ﬁ s 3. P2yp, g
yession() { o . g Y7107 «
= ~‘"‘""‘"’“‘;‘lm ‘ ; P00 gy R = Perpentrioy, T2 S
N ¥ 5 ge ' I : L e S - =
9 u-oﬂg"'“(.grt::““'m”w ! ! ‘e dil ‘r"-"F\‘w p(‘rpcn”p”.poE =
nt:‘ﬂ‘" operatore o f “m é’
s . y ' -
IenE I SR s s o 2
HINTERNE= _2P% ‘*ﬁgowa : " "y -
oot Qo AT AT S
- NUALL | vt " -~
BT : B Ay 2 S
- et TP n t s ' q =2
] .r}f’" Bt Sc-ef) Sie n 1 v §
S Rige -0 (¢ ulejitm
5 = U & onC, f“ﬂ; (,E Anty v '
/ ¥ Booi = ¢SvegE." 1 Ve P -
' ' i;’,‘_grt\:\?\:""%a 5 ;c :dl rdg ¢ XeeS & g‘ g
5 :’;{ S Aéxs g ¢nEgyeB. ¢ mm -n lcpe 3 g
| 5 g ST 125 ¥ usy e 4 nS .
- . fs 2% T 3 A I € L > .
= 3 23 % 2 2 5 B ne e Mo E.C ¢y aa
F 3 g3 2 #2 : Sym gatoc | g tals: ¥ |
= A BE % "8 > 3yt B9 ; > ;‘T(’"Stv“"
= g8 23 = - en"jsri“t e >
5 i 8 § 835, ol ams gy SOxFrq
& e :53. ? £ d.¢ 4«0 dre reh
= 2 B i £ f €pod h ' i e 3 ;
= — % n"0%0 . ) £l - 3
= = # rg ‘ t PNy o b : 1 . ‘§.
\ > a - ¢ ' { I g il 1 S =
et MY : o ¢ v = 3
- g ! 5 : o 7 ) 8 §
B & §oNg & | t"i B
8 = =
> - o' =
; : 5 &
o o a":ﬂ-’ 386
soll_, san
olﬂ,‘n}‘\:’vg f’:\\ﬁ
Hed e ..
> ot -
w * MOCEr ReCwipOf-) p@ufer *Pows_nleceOMuce, MATLEMENT ST POE>m_rlecvOluey) o & b .‘\E
POLrm et o= pes \.£
0
X
\
=
NG
Ny
3

Pty

W

E -«
o™
- F

¥

»
o o
A -t
4o
o o
o ot
L P

I, lrgny)- i

Sng.
fe o
g
“
- p

e - m“, ;

; | : ; . . =1
g% P 7 - o o o 8

'’ ”~ 3 >*

-~ o o> -

WL 17, Hedhhd) ufony

VL 7

'l ilpocte

Ul



