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Side-channel attacks on high-
security electronic safe locks
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Fault injection on automotive diagnostic protocols

Bypassing the security of protected UDS implementations

Ramiro Pareja Santiago Cordoba
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pareja@riscure.com cordobapellicer@riscure.com
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Figure 2: ReadMemoryByAddress flow
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Breaking Korea Tansit Card with Side-
Channel Analysis Attack
- Unauthorized recharging -

Small Tweaks do Not Help:
Differential Power Analysis of MILENAGE
Implementations in 3G /4G USIM Cards
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A A FRiscure  (Unboxing the White-Box —— Practical attacks against Obfuscated Ciphers )
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0 -> 10101010
1 -> 01010101
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- exi1t(); break;

: ex1t(); break;

se 4:

default:

: exit(); break;

ex1t(); break:;

pass();
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51 /] EEWhy Cryptography Should Not Rely on Physical Attack Complexity by Juliane Kramer (Springer 2015)
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