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Security Threats in loT
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“A migration of this magnitude is unprecedented in
the CA industry. DigiCert has done a remarkable job

in unifying the platforms and support organizations.

They have provided tools for customers to ensure
that their web servers won’t have a problem, so it’s

now up to security teams.”
Zeus Kerravala, Founder and Principal Analyst, ZK Research,
March 2018
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Personal Business
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But in loT, things communicate with other things
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% [% What is the loT? T

The is the
internetworking of physical devices, vehicles (also
referred to as "connected devices" and "smart
devices"), buildings, and other items—embedded
with electronics, software, sensors, actuators,
and network connectivity that enable these
objects to collect and exchange data.
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*1IDC Research , Inc. , SERMIBRIFIES , 2015-2019 , Carrie MacGillivray , 2016823 , IDC # US40983216
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% [% What is the loT? T

“The installed base of 0T endpoints will grow
from 9.7 billion in 2014 to more than 25.6 billion
in 2019, hitting 30 billion in 2020.” — IDC*

DC Research, Inc., Worldwide Internet of Things Forecast Update, 2015-2019, Carrie MacGilivray, February
5, IDC 983216
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% [2 Benefits of Things ‘Talking’ F'T¥ 209
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Access to real time information

Automatic software updates

Remote access to devices

Information transfer

Remote control of devices

Devices can “talk” to each other autonomously
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% [ car Hacking

The Internet
isn’t always
used the way it
was intended
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% [ HNETRSNBEENE 209 % 2 Medical Device Hacking rirT2019

"S5RRT |, BRI\ IESRRS AR “weak passwords, default and
B&EL , 40 ‘admin’ & hardcoded vendor passwords like
'1234" L‘J\&E_[L‘J\E%M}iﬂ%ﬂ# ‘admin’ or ‘1234’; and embedded web
servers and administrative interfaces

YRR AL WebRS5 287 servers and administrative inter
* eEmER at make it easy to identify an o
= manipulate devices”
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% [2 Toy Hacking i

Sloppy data security practices at a toy company that
sells a line of internet-connected stuffed animals has
exposed the personal information of more than 800,000
customers, and some 2 million voice recordings —
many of them from children.

That soft teddy bear seems harmless, until hackers can
use it to spy on your kids.
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% [2 Main Takeaway? i

Think twice before you welcome any
Internet-connected device into your
home, particularly ones that
children may interact with on a
regular basis.
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% [ Why is loT insecure? i

X Manufacturers lack cybersecurity experience (and security
is hard!)

X Costs to secure can be prohibitive

X Personal devices are designed to be easy to use, sacrificing
security

X Competing standards can be difficult to navigate — creating
security “blind spots”

X Some devices use factory default passwords

List keeps going...
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) ( Confidentiality ) Integrity

SeEM (Integrity ) Confidentiality

-

+ AR (Availability ) Availability
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% [ Better Security by Design #1709

Uses SSL/TLS to encrypt initial configuration
Requires physical access to enable settings
Signed code; unable to modify without
proper signature

Pinned TLS certificates which prevents Man
in the Middle (MITM) attack

Does not connect to Internet to find answers,
instead uses pre-recorded answers
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%% [3 10T Attack Types T1i 2019

: Make valuable data unusable
unless a ransom is paid

{
( : Steal personal or private
\ information and sell it on the Dark Web

N
N
/

7 N\ : Access remotely
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controlled devices such as security cameras or baby
monitors
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%[5 $139DynkIMiraiSDDoSKETTT 2019 4, 3 Mirai & DDoS Attack on Dyn T1120:9

o L ANEmE THRELEE 0 : Continuously scans for
SHIEOASIERPIEANIZE. Mirai IOT d'e'vices protgcted Igy factory default cr(.adentials,
(PRGNSR |, FEZSNRIETF eral infects devices with malware by turning them
DDOSIﬂZf_EE'JbOt into a bot that can be used in DDoS attacks

I  BREHRE, DVR. ix . and any other ‘sr;1::’Jtﬁwr:érazssc'oicnl\itc;cli'ner%, 1
E T * T;E‘{%m‘ L/U;Hﬂjﬁﬁij’ ”%:Ab" —ELH*lQ applianyces are at risk ’of such attacks :
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. [3 Basic Security for IoT Devices

Avoid direct Internet connection
Change default credentials
Update the firmware

Check defaults

Avoid P2P connections

Consider cost

O

viT20:9

+++
++ 4+

+ 4+ 4+



' L

++ o+
++ o+
o+

5[5 BFEE rir209 B, 53 Electronic Trust i

: Eﬁ{%1§l%EQ*A%?HE : to keep information private
. iIEEE/l\AEEEEi%EAEI‘J%ﬁJ\ : to prove the identity of an

individual or an application

: to prove that information has not been

+ 5 iIEEB{%-l%;E?&Hég}‘A manipulated
e s S : to ensure that information
: Tlﬁﬁ{ﬁ%ﬁ:ﬁgﬁzﬁ% cannot be disowned
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® [3 Electronic Trust

: ENCRYPTION ()
: CERTIFICATES (/)

@ PUBLIC K LESYG%BrYET@?RAPHY

: CERTIFICATES AND DIGITAL
SIGNATURES ()
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® [3 Certificates Role in loT

1. Strong authentication of the device

Enable encryption between end points

3. Digital signing of code used in loT
devices

>
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5[5 FEEENER FIr20:9 B, [3 Things to Consider

1. "BAREMNIZEE" AR "BEfEDE 1.  “Should it be connected” NOT “can it be
' connected”
2. BYEMNLZESEMAVERZEFUER 2. Think of security in the IoT is a necessity
EE , MARREs &z and enabler, not a burden or a tax
. O MAMISEENRE—EEEEYS 3. Assume people will do wrong — think about
8¢ AIEEANAIER , MARBHEEEYS how something could be used, not how you
o AR want it to be used
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%3 1ot Security Challenges rirz0.9

Ao

4

EXPONENTIAL GROWTH 1 trillion networked sensors by 2022,

with up to 45 trillion in 20 years

SCALING Finding a security solution that fits the large-scale need of loT

RESOURCE CONSTRAINTS Deploying and managing digital

certificates is time-consuming
CRITICAL NEEDS Addressing three needs: authentication, +
encryption, and message integrity

LACK OF AUTOMATION Automating enrolment,

provisioning, configuration, and deployment for billions of devices
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% [ DigicCert

We take care of our
customers and
people

We do what’s right
for digital security

o)

We solve problems
with technical
innovation
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