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A New Vulnerability in the Android Framework:
Fragment Injection

December 10, 2013 | By Roee Hay

We have recently disclosed a new
vulnerability to the Android Security Team.
The vulnerability affected many apps,
including Settings (the one that is found
on every Android device), Gmail, Google
Now, DropBox and Evernote. To be more
accurate, any App which extended the
PreferenceActivity class using an exported
activity was automatically vulnerable. A
patch has been provided in Android
Kitkat. If you wondered why your code is
now broken, it is due to the Android KitKat
patch which requires applications to

0 @ override the new method,

PreferenceActivity.isValidFragment, which has been added to the Android Framework.
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Malicious Intent Vulnerable App

Vulnerable exported Activity

Payload
(As Intent data/extras) | f-----=-=-"==-~1 ==
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libjhead

ARMZEALIBVLDRIES HIRT R, HUIEZER—1 TR, jheadHAIEZERIXT,
Er AR L& FEXIFSL AR floatsl & double EAIEE— N X STRIME R, &S Hcrash

native crash happen:SIGBUS
#00 pc 00002090 /system/lib/libexif.so (ConvertAnyFormat)
#00 1r 000026d5 /system/lib/libexif.so

java:

java. lang.Thread.getStackTrace(Thread. java:579)
android.media.ExifInterface.getAttributesNative(Native Method)
android.media.ExifInterface.loadAttributes(ExifInterface.java:207)
android.media.ExifInterface.<init>(ExifInterface.java:124)
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public void query(String sql

{
try{
String str = ‘|select * from person where id<";
Log.i("testsqliteloadext™, str+sal);
Cursor cursor=db.rawQuery(str+sql} null);
if(cursor.moveToFirst())
{
int personid=cursor.getInt(cursor.getColumnIndex("id"));
String name=cursor.getString(cursor.getColumnIndex("name"));
String phone=cursor.getString(cursor.getColumnIn ss"));
Log.i("testsqliteloadext", "name:" + name + " a - one);
}
//db.close();
}
catch(Exception e) Database
{ Database
Log.i("testsqliteloadext", e.getMessage()) gralloc_goldfish
} testsqliteloadext
} sqliteloadext
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query(“Z or load_extension(\'/data/data/com. testsql1teloadext/l1b/11bSq11teLoadExtTest so\'

static void halfFunc(
sqlite3_context xcontext,
int arge,
sqlite3_value sxarqu

N
sqlite3_result_double(context, 0.5%sqlite3_value_double(argv(0]));

}

int sqlite3_extension_init(
sqlite3 xdb,
char sxpzErrisg,
const sqlite3_api_routines xpApi
N
int rc = SQLITE_OK;

sq 1te3_create_function(db, ) 1, SOLITE_ANY, 0, halffunc, 0, 0);
return rc;

}

v VA ladvamvY

INI_OnLoad called

IJNI_OnLoad register methods

Emulator without GPU emulation detected.

select * from person where id=2 or load_extension('/data/dat
t.so')

sqliteloadext--->sglite init
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Newissue Search Allissues
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¢ for Universal Xss status=Fixed

ReleaseBlock v Component v

Stable

Stable
Stable

Blink>Bindings
Blink>Loader
Platform>Extensions
Blink>Loader

Blink>Loader,
UI>Browser>Navigation

UI>Browser>Navigation
UI>Browser>Navigation
Platform>Extensions
Blink>DOM

Internals>Plugins>Pepper
Blink>DOM

Blink>Loader
Blink>HTML
Blink>HTML

Blink>DOM,
Platform>Extensions

Blink>JavaScript>Language,
Blink>JavaScript>Runtime

Blink>Bindings

Search  Advanced search Search tips Saved queries

Status v Owner v

Fixed
Fixed
Fixed
Fixed

Fixed

Fixed
Fixed
Fixed
Fixed
Fixed

Fixed

Fixed
Fixed
Fixed

Fixed

Fixed

Fixed

j-.@opera.com
hirosh...@chromium.org
rdevlin....@chromium.org

japhet@chromium.org
dcheng@chromium.org

dcheng@chromium.org
dcheng@chromium.org
rdevlin....@chromium.org
dcheng@chromium.org

yzshen@chromium.org
kouhei@chromium.org

dcheng@chromium.org
dcheng@chromium.org

dominicc@chromium.org

dcheng@chromium.org

adamk@chromium.org

jochen@chromium.org

Summary + Labels v

Security: Universal XSS using iterables
Security: Universal XSS through adopting image elements
Security: Persistent UXSS via SchemaRegistry

Security: Universal XSS using a flaw in the load deferral logic
Security: Universal XSS using deferred history loads

Security: Universal XSS using a FrameNavigationDisabler bypass
Security: UXSS via window.open() via file:// pages

Security: Universal XSS using an intercepted native function
Security: Universal XSS by circumventing the unload event
Security: Universal XSS using Flash message loop Nag

Security: Universal XSS using widget updates in
ContainerNode::parserRemoveChild

Security: Universal XSS via persistence of subframes
Security: Universal XSS using plugin objects

Security; Universal XSS using document.adoptNode

Security: Universal XSS via the unload_event module

Security: Universal XSS using exceptions thrown from Object.observe

Security: Universal XSS using stack overflow exceptions
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Integer overtlows in libstagefright while processing
MP4 video metadata

ANNOUNCED  August 12,2015
REPORTER Joshua Drake

IMPACT |CRITICAL

PRODUCTS Firefox, SeaMonkey

FIXED IN e Firefox 38
* SeaMonkey 2.35

Description

Security researcher Joshua Drake reported potential integer overflows in the libstagefright library
while processing video sample metadata in MPEG4 video files. This can lead to a potentially exploitable

crash.
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High-Profile Mobile Apps At Risk Due to Three-Year-0Old
Vulnerability

Posted on: December 3, 2015 at 8:59 am Posted in: Mobile, Vulnerabilities
Author: Veo Zhang (Mobile Threats Analyst)

Atotal of 6.1 million devices — smart phones, routers, smart TVs — are currently at risk to remote
code execution attacks due to vulnerabilities that have been fixed since 2012.

The vulnerabilities exist in the Portable SDK for UPnP™ Devices, also called libupnp. This particular
library is used to implement media playback (DLNA) or NAT traversal (UPnP IGD). Apps on a
smartphone can use these features to play media files or connect to other devices within a user’s
home network.

These vulnerabilities were actually fixed in December 2012, however many apps still use the older,
vulnerable version of the SDK. We found 547 apps that used older versions of libupnp, 326 of which
are available on the Google Play store, including high-profile apps such as Netflix and Tencent
QQMusic. These are very popular apps that put millions of users in danger; aside from mobile
devices, routers, and smart TVs are all at risk as well.
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ffmpeg CVE-2016-6920
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<act1v1ty android:configChanges="keyboard|keyboardiidden|orientation|screenSize" android:exported="true" android:labe
(lrmﬁc'l 1o
<data android:host="@string/intent host" android:path="/playvideo" android:scheme="(string/intent scheme" /3
“ZaCtIon anAToTd name= anaTo g INTenT 2CTIon VTS
<category android:name="android.intent.category.DEFAULT" />
<cateqory android:name="android.intent.cateqory.BROWSABLE" />
</intent-filter>
<intent-filter>
<action android:name="android.intent.action.VIEW" />
<category android:name="android.intent.category.DEFAULT" />
<data android:mimeType="video/*" />
</intent-filter>
<factivity>

if (! TextUtils.isEmpty(vl.getQueryParameter ("localfile"))) {

v2 2 = vl.getQueryParameter ("localfile");

try |
this.b.setPlayTimeStamp (Long.valueOf (vl.getQueryParameter ("startTime")).

longValue());
}
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if sys. argv[2] == , »fuzz"':
for i in range(start length):
print ‘sokkkck Sending file: ' + str(i) + ' — ' + seed_files[il]

# push the file to the device

cmd = 'adb —s ' + device_id + ' push " \
+ "'" 4+ root_path + '/' + seed_files[i]l + "' \
+ " '/data/Movies/" + seed_files[i] + "'"

run_subproc(cmd)

# log the file being sent to the device

cmd = 'adb —-s ' + device_id \
+ " shell log -p F -t L - Fuzz — sp_Lg™ videofuzz "k " \
+ str(i) + " — Filename:'" + seed_Tfiles[il]

run_subproc(cmd)

= video_fuzz(device_id, seed_files[il)

# remove the file from the device
time.sleep(10)

cmd = 'adb -s ' + device_id + ' shell rm /data/Movies/x"'
run_subproc(cmd)

cmd = 'adb —-s ' + device_id \
+ " shell am force—stop com. == . video"
run_subproc(cmd) ]

def pmesideo_fuzz(device_id, seed_file):
cnd = 'adb -s ' + device_id \
+" shell am start -n comeymn. video/con. e video. {eweelayerActivity -d gavideo://vapp.284.cn/playvideo?local file=/data/Moviesm
+ seed_file
print cnd

run_fuzz_subproc(cnd) |
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7.<1§Jw'ﬁffmpeg fuzz(CVE-2016-6920)

libavformat 57. 41.100 / 57. 41.1600

libavdevice 57. ©.101 / 57. 6.101

libavfilter 6. 47.100 / 6. 47.100

libswscale 4, 1.100 / 4. 1.100

libswresample 2. 1.1006 / 2. 1.100
*** Error in ~ffmpeg_debug _312/bin/ffmpeg': free(): invalid next size (normal)
Ox00000000024a44ch ***
Aborted (core dumped)
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(5] - ffmpeg fuzz(CVE-2016-6920)

tileX = AV_RL32(src - 20); // M3 i EY
tileY = AV_RL32(src - 16);

line = s->tile_attr.ySize * tileY;// tileY A[ %
col = s->tile_attr.xSize * tileX; // tileX A%

Il RXFcol B EFHITIKIE, SEptr AJ1E!
ptr = p->data[0] + line * p->linesize[0] + (col * s->desc->nb_components

for (x = 0; x < td->xsize; x++) {

*ptr_x++ = s->gamma_table[bytestream_get_le16(&r)]; // {EE it
5! REAE

*ptr_x++ = s->gamma_table[bytestream get le16(&g)];

*ptr_x++ = s->gamma_table[bytestream get le16(&b)];

)
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o @dragonltx

o @unlimit security team







