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* Gartner
* 75% of hacks occur at the application level

* NIST

« 92% of reported vulnerabilities are in apps, not
networks

Application

Host
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75% of hacks occur at
€ the application level
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wa Selected losses greater than 30.000 records
B (updated osth Jan 2018)
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METHOD OF LEAK

® al
@ accidentally published

@ hacked

@ inside job

@ lost / stolen device or media Lo
=Gl

5 . o ) o : ) poor security
Source: http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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Business Logic

RERMEMAR oo

Non-patched systems,
Insecure Config etc
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Increase Application
_ style attacks (SQL
Injection, XSS etc)
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OWASP Top 10 2017

Q Al: Injection

@ A2: Broken Authentication

Q A3: Sensitive Data Exposure

@ A4: XML External Entites (XXE)

@ A5:Broken Access Control (As it was in 2004)

@ A6:Security Mis-configuration

@ A7: Cross-Site Scripting (XSS)

@ A8: Insecure Deserialization

@ A9: Using Components with Known Vulnerabilities

@ A10: Insufficient Logging & Monitoring
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Mobile OWASP Top 10 Risk 2016

ﬁ M1: Improper Platform Usage

\ #‘t M2: Insecure Data Storage

How/When

to fix?

ﬁ M10: Extraneous Functionality
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BEMFEA BREFRLN. BEEEAROAE BRSEHAS —BEEMER MT2EETR
patterns. FEFEEE o HEN e K/ o fil o i » PEH 2 FEHBAZHRLIREMADEREH.
3IRIEFEE 2 T oCaREA. Min . « HIMLA B AHTMLAYRHE A =
oHTMLIEHESS 14 215 3 & H B EM(E o TavaScriptf)iRIE 75 = 24 {5 A8 28 £ 4 A% Javascript 4.

E [E (E FHESAPIMRIERE, EMFMEINAE. B EARAIASPNET, 8% E# FAnNSS, 5.
EHTTPHERHEME, HRTEEERAEMNTERIEE. 6 328 httpOnly

EEREmEA, LA R AXSSHENEA.

i )

CSharp
HE A E LR [Referer] #@{r“FE s HttpResponse

pablic ass E =
{
public static woid foo(HttpReguest Bequest, HttpResponse BResponse)
[
string Refersr = Regquest._ QueryString["Refarer"” 1;
Response .BinargyWrite (Referer) ;
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codebashing | |earn Get Full Version

by ~ CHRCKMARX

Welcome to Codebashing!

Want to sharpen your secure coding skills and fix vulnerabilities quickly?

Select your programming language for interactive tutorials. Have Fun!

{,S) NET php

Java NET PHP
Learn how to secure Java web applications. Learn how to secure .NET web applications. Learn how to secure PHP web applications.
Start Start Start

1y Galixy SOHWAE SeTVices B W oW - Ew W
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In this interactive tutorial you will understand how SQL injection attacks are used to
compromise the security of a web application, and how to write code more securely to
protect against this type of attack.

Let's Play

g
&

The bad guy
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JAVA <

®

PORTAL Login
9. Bypassing Authentication

Username: alice@bank.com
At this point we know that injecting
characters interpreted by the database

server is known as SGL Injection : Yor 1=1)%

However, its not just . characters that
can be injected, entire strings can be
injected. What if this could be used to
alter the purpose of the SQL staterment
entirely’?
] cooe

Try entering the following credentials:

String sgl = "select * from users where (email ='" + alicefbank.com +"' and password ='"
+ " or 1=1)# + "')";

SELECT * FROM usars WHERE (email = ‘aliceébank.com’ AND password =
or 1=1)# ')

Username: [Ei Rl L alalsli]

R GH © or 1=1)#

Note in MySCQL the @l character is used
for code comments. Keep an eye on the
code window, everything to the right of
the character is commented out,
including the extra . and character.

W=l A kLB




Learn fenny_kuo@mail.gss.com.tw ~

Engagement Summary e Progress

From 27/12/2017 |To 31/01/2018 | LastMon ses by percentage (columns)

ercentages by course (bars)

0 0 0

Total Content

Total Likes Total Badges Overall Users Completion Funnel =
Contributions
2.5
) 2
Engagement summary view = 2
Click and drag in the plot area to zoom in
.
3 A 1.5
3
5
2 E
£ 1
3
=
1
0.5
o0 — L1\ .
1._Jan & Jan 15 Jan 22 Jan 29 Jan
0
_ Daily lesson completions — Daily course completions Mot Started 1% - 25%  26% - 50% S1%-75% 76%-99% Complete
Daily active users Daily new users
y v B Java I ASPMNET PHP I MNodeJS M Ruby on Rails
I Fython Django B Scalz I C/iC++ Android Il 0 I Go
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Gartner.

‘ 80%

of developers used open source in their
applications in the past year

857%

of commercial software vendors
rely on open source

* ic- ==
. 24 Gartner User Survey Analysis: Open-Source Software, 2015 EEE @%ﬁ;ﬂ
*Forrester developer survey 2015 )
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@ f% - OWASP Top 10 2017

Q Al: Injection

@ A2: Broken Authentication

Q A3: Sensitive Data Exposure

@ A4: XML External Entites (XXE)

@ A5:Broken Access Control (As it was in 2004)

@ A6:Security Mis-configuration

@ A7: Cross-Site Scripting (XSS)

@ A8: Insecure Deserialization

@ A9: Using Components with Known Vulnerabilities

@ A10: Insufficient Logging & Monitoring
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CVE-2017-5638: Apache
Struts 2 R PIREERZ TSR
HITEEIV

2017 £ 03 B 15 H BY TREND LABS B2 RIF 2 IRIL M T IR EAF

L Lie o 3 svore IR

Apache Struts =—1{E %

F% Java FILFEARE - %1Fﬁf¥*ﬂﬂﬁﬁn73ﬂ£ Apache Struts
W EXIR AR ER IR VAR EA1T (Remote Code Execution » 78
RCE) ifmild 2 18351 » Z #E AR Z (£ Object Graph Navigation
= AFE R iE /B2 B i
I/_j?ftlfge/(_OGl\:I:) 521@&: |:||:|E|=| OGNL ZFTIARE 5 nf%?g SS U ZEa
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Permissive vs Copy Left

Open Source
Permissive License
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Use WhiteSource Get Better

SEEHFT
o= O =R - £ D

SHEEH - EH T EERR

SIMZIEHRZS - =t i 18 S T HY

NI S ERVEE 2




‘Hta

JITIH

% Maven Repository: x COMMONS-BEANUTIL Settings

&« C | & https://mvnrepository.com/artifa ommons-beanutils/commons

IDENTIFIERS
MVNREO!TORY searcl Group: commons-beanutils | Artifact: commons-beanutils | Version: 1.8.0 |
Indexed Artifacts (4.25M) Home » commons-beanutils » commons-beanutils » 1.8.0 ALREADY IN USE: (0)
Nane
dzaik Note: There is a new version for this artifact
2120k New Version 193 1 LICENSES
0 Apache 2.0
Apache Commons BeanUtils » 1.8.0
Popular Categories Apache Commons BeanUtils provides an easy-to-use but flexible wrapper around reflection and introspectio | SECURITY VULNERABILITIES (1)
. . CVE-2014-0114 Apache Commons Beanltils,... HIGH
Aspect Oriented _—
License Apache 2.0
Actor Frameworks
Application Metrics Categories Reflection Libraries QUALITY
Build Tools HomePage http://commons.apache.org/beanutils/ FAIR
Bytecode Libraries Date (Aug 28, 2008) |
Command Line Parsers Files Download (JAR) (288 KB) POLICIES
Cache Implementations Repositories Mo PD”C‘,‘
Cloud Computing used By 1,710 artifacts BRI T _—— T
Code Analyzers
Collections [ maven | cradie | set | wy || crape | Leiningen | euildr | Office 35,5,]“,5'“5 | project R 2016
Configuration Libraries N . : . h
¢!-- https://mvnrepository.com/artifact/commons-beanutils/commons-beanutils -->
Core Utilities <dependency> - .
» <groupTd>commons-beanutils</groupTd> . Microsoft
Date and Time Utilities <artifactIdrcommons-beanutils</artifactIds

<version>1.8.08</version>
</dependency>

Embedded SQL Databases ¥
HTML Parsers

Dependency Injection

¥ Include comment with link to declaration
HTTP Clients

>

1/0 Utilities = Office 365 RN = Office 365 A
JDBC Extensions

L I] TW$3,190 T3 L El TW$219 B3I
T : == ==

JPA Implementations

Mac Bt Word 2016

- B¥ Microsoft

JSON Libraries

VM Languages Compile Dependencies (2)

Logging Frameworks Category/License Group / Artifact Version Updates -

ESSALEN
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OSS SDLC #1234

Use WhiteSource Get Better

S ET
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HBEEAppEMZEHIER

e Web Apps e Mobile Apps.
« Data Center Applications * Infernet of Things

- , e Packaged Software
WEEABZFIERETBInary file

e WEERSZEERET Binary file
= s

+ Perimeter Security & Ejj;\" ication Self-Profect

Application Security Testing pplicarnon Jeli-Frotec I!%%ﬁﬁ%ﬁ%ﬂ
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= Piracy and unauthorized distribution
« [P theft (M.BEEESZE) BiRRkAZFED

(I

Tiz
B E « Sensitive information (4. 1R5%, 26
Treasure Trove keys,R5E)
& = Bypass security controls (40. 154,
Monetary Gains N2 #%, licensing, DRM, root/jailbreak

detection, ads)

= Insertion of malware or exploits in
the application and repackaging

ESSALEN
® & Security
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. Guards, or software protection routines, appear to be normal code and:
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1%

*" Code Obfuscation

®

Data Obfuscation

U

Symbol Stripping

el

Symbol Renaming

s uch

. String Encryption

E

[yt ety
oy
b dlitbe o et e
e yetteiv=yyrrseayr)
ki e s o b s
%

Unprotected
App

2

Enable the program to DEFEND itself,
To DETECT if it is attacked,
+  To ALERT and REACT if it is modified (21 _EIEERIGuardSpec

Are policy and threat driven

; Damage
;_ Anti-Debug
GuardSpec™ Self-Repair
Configuration written Checksum

to specify which Arxan
Guards to place in the
App and where.

Resource Verification

O ROR O O

Root Detection

.
*

Swizzling Detection

s 8

Jailbreak Detection

@Build __..“'"& ® s
Arxan : Guards dissolve
Cmmimn into binary and
cannot be isolated
or identified

@70 _EArxan Lib

ESSHLEN
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Arxan oJ5&E4;

Mt

C A n'l'/l:b/ *51

Usage: gs.obfuscate(protected_range, percentage_growth_amount)

.40

ESSALEN
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*Increases code complexity

*Protects against static analysis

*Obfuscating transformations

EGuardyT48-Obfuscation

public start
start proc near
* .text:@@45625F push 68h |
g push offset stru_475eDe ; lpModuleName
5 call SEH_prolog
Before g mov edi, Q4h
¢ mov eax, edi
% call ] pr
2 mov [ebp 18h], esp
X mov esi, esp
0 mov [esi], edi
= push esi ;3 lpVersionInformation
. call ds:GetVersionExA ; Get extended information about the
LText:0u45625F public start
.text:8845625F start proc near
* .text:@@45625F jmp near ptr R
.text:0045625F start endp
.text:0045625F
.text:9045625F ---------------------------------------------------------------------------
X 88456 dd 134D6CESh, ©£982EBeeh, 2CB5DCh, S5E931EBh, @EB2@1FADh
After dd S8FEBFA8Dh, ©E95697EBh, 2E923tEh, 3A93EB3%h, 207092ESh
dd S8FEBE9@@h, 8926E9E9h, B8CEB@@14h, GADGBES@Gh, BEB3DOGOFh
dd 9BE97988h, 440008C8h, 2E1E4BESh, 93EB62006h, @ESA3EBOOh
dd 26F318h, 325DE9CCh, ©tB4Ceee7h, 89EBE9A3h, @E8C76E9h
dd 5684EB2Gh, 2D43CCES9h, 95EBB700h, 20AEC3ESh, 8B1F750@h
dd ©C8833C48h, 4F791E9h, 12755200h, 1841B70Fh, 189A69E9h
dd @EQ1F748@h, 1SE35Dh, 7589@574h, BE927EBE4h, 1C4581h

41

e 2 & 70 = ] L
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== V3 = —
BZEHGuards BB PLE
T . Guard4BEE{z ik
RIS} X 538 R 2 HR R S FEIDAER
_E@uargs
o JEIES R APP S BT B2 5, B A% A RS
mov or-var_247 gEﬁ%E’\JGuards,%lﬁft#F 5] (7 28

Y SEE 5 [ea><+1[]_t|] IQ% A==

A0 ~  HHRGuardsg?
= SHEBRBEG BRI

loc

ma

=51+

, [e
[edx+A}

b
EanTURINC X
. O :dwor et

ebx, [eax+4
eax, [es1+0N
e
IFh
lToc_BABSBO

1BE

e AL
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KRZIRiEKeyIMmZ=HI

137
138
139H
140
141
142
143
144
145
146
147H
148
149
150
151
152
153
154[]
155
156H
157
158
159
160
161
162

b

public static void init(String paramString)

{

s

throws Exception

try
{

cipher = Cipher.getInstance("AES/CBC/PKCS7Padding", "BC");

skeySpec = new SecretKeySpec(paramString.getBytes("UTF8"), "AES");

return;

}

catch (Exception localException)

{

Debuk.WriteLine("encrypt failed", localException);

throw localException;

¥

public static void main(String[] paramArray0fString)

{

}

try
{

return;

encrypt(String.valueOf(new Date().getTime())

" waegPoe86136982" ) ;

¥

catch (Exception localException) {}

ESSALEN
G} & Security



Whitebox Cryptography?

« BF8N2%(White-box Cryptography V)=

HY%\,?E

_$§; EA
AN EE ZNER - - 14 %fA__B% =
i PHIEFRER - EENERMDLEINEZRE S T RE
fL:ﬂ*ﬂ(tbﬁﬂﬂf )VBE - IR BENEETER

« B ERERREAppZETHEREIRANIT - OB

ﬂaiﬁ %%%@llﬂé WEEUETRIEERE

7% Lﬁhﬁﬁﬂg S & o]ERER -
7% 78 o
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ERAHybridiEE =

RV HEBREUMBEEEF SRR

- £ Javascriptfi 2= +HTML5 5

» Web/Hybridf& F&
- HE2FEA—EA AR I EFS({0S/Android)FH 25
« REZEZIERBIEZEObject-C/Swift,Android
- EEFEAE

« WebF&FB(RWD Responsive Web DesignZE{ {1 8)
- EFABTHRERESHNIT
- IKIRREEEA/NBEREER
- AEEZE 22 App store/Google Play

- 45 ﬁsﬁsm\% ﬁ%ﬁ%ﬂ
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s 2 A4S R IERD- 73 AR

{RER IR IRV JavascriptiZ TV i

var passwordField;

var secretsArea;

var correctColor = "#e@ffe@";
var wrongColor = "#ffe@e®";
var secretsRevealed false;

function startSimon()

{
passwordField = document.getElementById("password");
secretsArea = document.getElementById("secrets");
passwordField. focus();
checkPassword();

}

function checkPassword()
{
var password = passwordField.value;
(password "secret")

{

passwordField.style.backgroundColor = correctColor;
revealSecrets();

passwordField.style.backgroundColor = wrongColor;
(secretsRevealed) clearSecrets();

}

function revealSecrets()

{
secretsArea.value = "Baked in credentials are never a good idea.";
secretsRevealed true;

}

function clearSecrets()

{
secretsArea.value = "";
secretsRevealed false;

& 52 78
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var !>ij>—-i-=+ ! +[]1+! +[1+! +[]1+! +[1+! +[]1+! +[1+! +[], 34 tiitt-=! +[]1+!

+[1,<1ji>>it-=+ | +[1+! +[1+! +[],4ij—-ij>=[+ ! +[]11+[+[1],-<j<--!-j=! +[]+!
#0141 +[1+! +01,>5:=135=[+ | +[1]1+[+[1]—+ ! +[],-j-i-1i>D>=+ | +[]1+! +[]+!
+[1+! +[1+! +[],ji<ttij-D=+ ! +[],jj!ti-ij=0+ ! +[]1]+[+[1]1-2,ij-j:i-!-=+ ! +[]1+!
+[1+! 4[]+ +[1+! +[1+! +[],>jji>jizj=+[];var
—<i-ij>-=>ji>jinj+-<j<--1-j*tjij--ij>+!1>ij>——i-%(
Hij—-ij>*tjij--ij>),JH-i-->= ]"J'll”'—+]1<"1] Sxtjij-—ij>+ji<I1ij—>%(
Hij—-ij>**jij--ij>),i- >>——]' j=i-1i>>+ji< i D>t ij—=1ij>+!1>1j>—-i-%(
Hij—-ij>xtjij—-1j>),>jt-jD>t-=1j-jii-1-+<ij > it ij——1ij>+-j-i-11>>%(
Hij--ij>¥jij—-1j>)+-j- 1 1iD>%(*jij—-ij>*(Hjij——ij>x*jij—-1j>) ) +ij—jui-1-%(
11> (Hjij--1j>x(

Hij—-ij>**jij--1j>))),<i-j I<<-=j i< Hij-D+-<j<--!-j¥*jij——1] >+-<j<--!-j*(
Hij--ij>¥jij--1j>),-!1-1aj-=1>1j>——i-+jHj Liit -wHjij——1j>+jj 1 1i-ij%(
Hij—=-ij>¥jij--1j>),:-11ij:jj=>i>jinj+iH) Liit -t ij——1j>4+<1j I >>i%-%(
Hij—-ij>¥tjij--1j>)+ij-jui- -k (Hij—-ij>* (Hjij--1ij>kHjij--1ij>) ) +-j-i-1i>>%(
#Hij-—1i>x(Hij--1j>(

Hij—-ij>*jij--1j>))), 11§ j:d =i >+ i 1w i =1 >4>§ -1 >4D%(
Hij——ij>*tjij-—-1ij>),-jj ij-jii-1-+>§-ij >k ij——1ij>+j+j 1iit!—x(
Hij—-ij>*4ji >)+-j-i- 11>>*(*]1)——1]>*(*]1)——1]>*“]1]——1]>))+ J-i-1i>>%(
Hij——ij>*(Hij——ij>*(

Hij——ij>¥tjij--i3>))),1jji<> t-=-<j<-—1-j+>i-1ii DD¥jij -1 >+-j-i-1iDD%(

*1]'——JJJ—Array prototype sllce call(arguments i3 var >---]lll—*‘1]'——]]][0] var
>:i<—+i1j=tij1--jjj [1]; return >-—-jiii-#>:i<-*i1j;}break;}}}-:ij->>-.call(

this, i-<<>-:j-);function i*-<zij>(){var <i<--<:--=[j---j<-ijl;for(var
i-1jj-*j—=0;i-!jj-*j—<arguments.length;++i-!jj-*j-){<i<--<:—-.push(arguments [
i-1jj-*j-1);}return —ij:->>-.apply(this,<i<--<:—);}function j>iij<i>-(){var
H-li-—j=[*<i-j 1<<-]; for(var #ijj<ij-=0;#ijj<ij-<

arguments. length;++*ijj<ij-){*i-!i:--j.push(arguments[*ijj<ij-]);}return
—ij—>>-.apply(this,*i-!ii—-j); Hunction jiij—i>(){var i<<j>j=[-!-<j-j!-];for(
var :ji-j-jj-=@;:ji-j-jj-<arguments.length;++ji-j-jj-){i<:<j>j:.push(arguments [
;ji-j-jj-1);}return —ij:->>-.apply(this, i<i<j>j:);}function jj<i-i>:;j(){var
jj-i<ji—=[1j<i-<<]; for(var :j>--tj-=0;:j>-—*j-<

arguments. length; ++:j>--*j-){jj-i<j:-.push(arguments[:;j>--*j-1);}return
-iij:->>-.apply(this, jj-i<j:-);}function jji>j:-ji-(){var jj-ii'-j>=[-1-12j-1;for(
var i-ji>>i>=0;i-ji>>i><arguments.length;++i-ji>>i>){jj-ii!-j>.push(arguments
[i-ji>>i>]);}return —ij:->>-.apply(this,jj-ii!-j>);}function <<>->><:(){var
1:iii> = [*i*<j--<]; for(var :1i-j:ji>=0;:1i-j:ji><
arguments.length;++:ii-j:ji>){i:iii>!*.push(arguments [:ii-j:ji>]);}return
—iij:->>-.apply(this, i: >14);:}
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DevTools was disconnected from the page. o 3 S =

Once page is reloaded, DevTools will automatically reconnect.
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Secure SDLC Integration and Automation

> Visual Studio

%eclipse N

APIs and CLI
N
s b Visual Studio

<2 PERFORCE ¢} git
CLI, Web Services API

ThreadFix sonar ® ® « Data extraction
» Operations and Management
{3Bamboo TE€ TeamCity ¥JIRA o
. 50 @Jenkins g Visual Studio Esﬁgﬁ%ﬁgﬂ
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