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Who am I ? 

• Works at Trend Micro in 10 years 

• Focus on 

• Front-end development 

• Server-client architecture 

• Web Security 

• Products 

• OfficeScan 

• Advanced Threat Assessment 
Service 
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Self-defense 



Web Application 

• A client-server computer program 
• Access over internet 
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Web Application Security Points 

• Data access 

• HTTP Protocol 

• Database 

• Session 

• Cookie 

• Authentication 
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Data access 

• Don’t trust input from client 

• Validation on server  

 Whitelist 

 Blacklist if you can’t whitelist 

• Sanitization 

• Avoid reflecting input back to a user 

• Encode all application data output 
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Man in the middle attack 
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HTTP Protocol 

• HTTPS for all 
 SSL 
 TLS 

• HSTS 
 Strict-Transport-Security 

• HTTP Header 
 Content-Security-Policy 
 X-XSS-Protection 
 X-Frame-Options 
 X-Content-Type-Options 
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Database 

• Sanitization 

• Avoid building Query strings 
from user input 

• Bind parameters for queries, 
not concatenate   
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Session 

• Never expose session identifier 

• Protect session cookie with 
attribute 

• Set proper expiration date 

• Create a new session  

 after authenticating 

 when a user change privilege 
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• Secure 
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Authentication 

• Password 
 Length 
 Hash and Salt 
 Avoid storing passwords for external services 

• SSO 

• 2FA 

• Conceal if users exist 



Recap 

• Data access 

• HTTP Protocol 

• Database 

• Session 

• Cookie 

• Authentication 

 
 



Q & A 



Thank you. 


