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Whoam|?

* Works at Trend Micro in 10 years
* Focus on

* Front-end development

e Server-client architecture

* Web Security
* Products

e OfficeScan

e Advanced Threat Assessment
Service

The Ransomware X.
The Click-Happy X.
The Costly X.
What's your X?

Soive it with XGen™

FORRESTER

WAVE LEADER
2016
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Web Applications
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Web Application %) rRene

* A client-server computer program
 Access over internet

HTTP
Protocol

Data access Database
Cookie Sess[on . Data Storage
Authentication
browser

Web server




Web Application Security Points

 Data access
HTTP Protocol
Database

e Session
 Cookie

Authentication
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Security Testing ~ | Internet Data Mi

Hackers still exploiting eBay’s stored XSS
vulnerabilities in 2017

Fraudsters are still exploiting eBay's persistent cross-site scripting vulnerabilities to steal account
credentials, years after a series of similar attacks took place. Worse still, many of the listings that
exploited these vulnerabilities remainad on eBay's website for more than a month before they were
eventually removed.

All of the attacks stem from the fact that eBay allowed fraudsters to include malicious JavaScript in
auction descriptions. Previous attacks exploited this vulnerability to place malicious redirect code on
high-value vehicle listings, with the intention of stealing login credentials from other eBay members,
whose accounts could then be used to list even more fraudulent vehicle listings.

But fraudsters are now using malicious scripts on a wide variety of lower-value items, including
legitimate listings that had already been posted from reputable eBay accounts. Fraudsters have
seemingly compromised these accounts and appended additional information to many of the members'
existing listings - and this is where the malicious JavaScript is placed.

As can be seen below, the cybercriminals even used listings of dental tools to extract credentials from
their victims, bypassing eBay's toothless listing policies in a similar way to the attacks that took place a
few years ago.
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Contact Us | Subscribe 0090

Search Netcraft

Performance - | About Metcraft -

Most Popular

1. 95% of HTTPS servers vulnerable
to trivial MITM attacks

2. January 2018 Web Server Survey

3. The hidden "well-known” phishing
sites

4. December 2017 Web Server Survey

5. Google’s POODLE affects oodles

6. HTTP Public Key Pinning: You're
doing it wrong!

7. February 2018 Web Server Survey

8. Hackers still exploiting eBay's
stored XSS vulnerabilities in 2017

9. Let's Encrypt and Comodo issue
thousands of certificates for
phishing

10. Cloud Wars: Alibaba becomes 2nd

largest hosting company

Get in Touch

+44 (0) 1225 447500
info@netcraft.com
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But the malicious code in this listing executes as soon as the page has loaded, which causes it to be displayed for only a split
second. In the blink of an eye — and without any further interaction — the victim is redirected to a spoofed login form:
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We've got a new look! | comments?

Osmn | © Regster

a or shared device? Uncheck to
Using a public ks protect your

Copyrght 19952016 e8ay Inc Al Rights Reserved User Agreement Privacy, Cookies and AdChoke




Data access #®) TREND

 Don’t trust input from client




Data access #9) TREND

 Don’t trust input from client
e Validation on server

v Whitelist W VALIDATED
v" Blacklist if you can’t whitelist L



Data access

 Don’t trust input from client
* Validation on server

v Whitelist

v" Blacklist if you can’t whitelist
* Sanitization




Data access

Don’t trust input from client

Validation on server
v Whitelist
v" Blacklist if you can’t whitelist

Sanitization

Avoid reflecting input back to a user




Data access

Don’t trust input from client

Validation on server
v Whitelist
v" Blacklist if you can’t whitelist

Sanitization

Avoid reflecting input back to a user

Encode all application data output




HTTP Protocol
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Man in the middle attack

Original connection
- i
M.

New connection

e
-

Man in the middle, Phisher,
Or anNONYMOUS Proxy




HTTP Protocol

e HTTPS for all
v' SSL
v' TLS




HTTP Protocol

e HTTPS for all
v' SSL
v' TLS

* HSTS
v’ Strict-Transport-Security

WEB SECURITY
POLICY




HTTP Protocol Yreeve

e HTTPS for all
v' SSL
v' TLS

e HSTS
v’ Strict-Transport-Security

Strict-Transport-Security: max-age=31536000; includeSubDomains



HTTP Protocol

e HTTPS for all
v' SSL
v' TLS

* HSTS
v’ Strict-Transport-Security

Strict Transport Security B-or-zz Usage 90f all users :
Global 86.45%
Declare that a website is only accessible aver a secure connection
(HTTPS).
Usage relative  Date relative Show al
IE Edge | Firefox Chrome Safari i0S Safari | Opera Mini | CjOMETOr LG Browser - Samsung

Notes  Known issues (0)  Resources (6) Feedback

The HTTP header is 'Strict-Transport-Security’.
1 |E 11 added support in an update on June 9, 2015




HTTP Protocol

e HTTPS for all
v' SSL
v' TLS

e HSTS
v’ Strict-Transport-Security

e HTTP Header



HTTP Protocol Pmere

e HTTPS for all
v' SSL
v' TLS

e HSTS
v’ Strict-Transport-Security

e HTTP Header
v’ Content-Security-Policy

Content-Security-Policy: <policy-directive>; <policy-directive>

Content-Security-Policy: default-src https: 'unsafe-eval' 'unsafe-inline';




HTTP Protocol

e HTTPS for all
v' SSL
v' TLS

e HSTS
v’ Strict-Transport-Security

e HTTP Header
v’ Content-Security-Policy
v' X-XSS-Protection

X-XSS-Protection:
X-XSS-Protection:
X-XSS-Protection:
X-XSS-Protection:

0

1

1; mode=block

1; report=<reporting-uri>




HTTP Protocol Yreeve

e HTTPS for all
v' SSL
v' TLS

e HSTS
v’ Strict-Transport-Security

e HTTP Header

v Content'security'POIicy X-Frame-Options: DENY
‘/ X‘XSS'PrOtECtiOn X-Frame-Options: SAMEORIGIN

. X-Frame-Options: ALLOW-FROM https://example.com/
v' X-Frame-Options



HTTP Protocol Yreeve

e HTTPS for all
v' SSL
v' TLS

e HSTS
v’ Strict-Transport-Security

e HTTP Header
v’ Content-Security-Policy

v’ X-XSS-Protection X-Content-Type-Options: nosniff

v' X-Frame-Options
v’ X-Content-Type-Options



Database
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WordPress Plugin Used by 300,000+ Sites Found Vulnerable to
SQL InJectlon Attack

4 Friday, June 30,2017 & Wang Wei
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GDPR Checklist:
A 9-Step Guid’éi .

WordPress Hacking

o

SQL Injection Attack GET YOUR FREE COPY TODAY »




Database

e Sanitization




Database

e Sanitization

* Avoid building Query strings
from user input




Database

e Sanitization

* Avoid building Query strings
from user input

* Bind parameters for queries,
not concatenate




Session

e Blog Home > Privacy > Session Hijacking Bug Exposed GitLab Users Private Tokens

617049390914408623992
16198807236949684480
74033894243041547078
37741685702337376741
47617691016103470650

SESSION HIJACKING BUG EXPOSED GITLAB USERS PRIVATE

TOKENS
\.J

Chris Brook

GitLab, the popular web-based Git repository manager, fixed a vulnerability recently
that could have exposed its users to session hijacking attacks.

Your opinion counts!
Tell us how
weTe doing...

threat|[pos

TAKE OUR BRIEF SURVEY

Top Stories

Ad Network Circumvents Ad-Blocking Tools

To Run In-Browser Cryptojacker Scripts

Supporters of Net Neutrality Vow to Fight
Rule Changes




Session @) rene.

Uncovering the GitLab Vulnerability

My first indication that there might be an issue with the GitLab service came when | saw that my
session token was fully visible in my URL.

< C | & Secure | https:// /dashboard/?private_token= | @ 8 ¢

= v Projects Search + # I ©

Fiz. 1: Token is visible in URL.

A simple copy/paste of the token granted me access to every actionable item on the GitLab platform,
e.g., user dashboards, account information, individual projects and website code. To make sure this
wasn't a simple glitch, | used the same token on different browsers and machines—all with the same
result.
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Session

ion cookie with

Protect sess

* Never expose session identifier
attribute
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Session

ion cookie with

Protect sess

attribute
e Set proper expiration date

* Never expose session identifier
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Session

v" when a user change privilege

v’ after authenticating

attribute
e Set proper expiration date

* Never expose session identifier
* Protect session cookie with
e Create a new session




Cookie /) TREND

* Secure
HttpOnly

* Expires
 Domain/Path




Cookie /) TREND

* Secure
HttpOnly

* Expires
 Domain/Path

Set-Cookie: id=a3fWa; Expires=Wed, 21 Oct 2015 ©7:28:00 GMT; Secure; HttpOnly




Authentication

* Password
v’ Length
v Hash and Salt
v Avoid storing passwords

1 Setname v username
for external services - o

Password | eeeeee

 Remembe




Authentication

e Password
v’ Length
v Hash and Salt
v Avoid storing passwords
for external services

* 5SSO

K3 Login with Facebook

g Login with Google

m Login with LinkedIn



Authentication

e Password
v’ Length
v" Hash and Salt

v' Avoid storing passwords for external services

* 5SSO
* 2FA

SUCCESS!




Authentication

e Password
v’ Length
v" Hash and Salt

v' Avoid storing passwords for external services

e SSO
e 2FA
 Conceal if users exist

SUCCESS!




Recap

Data access
HTTP Protocol
Database
Session

Cookie
Authentication
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