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Wireless Network Connection 6 100 x|
File Edit Yiew Go Caphure Analyze Statistics Telephony Wireless Tools Help
ma o | XEReo=g b= |Elaaan
[ |udp.stream eq7 a '] Expressian... | +
M, | Tirne: | SOUrce | Diestination | Protocol | Length | Info |
62 -255.819922 1592.168.43. 2@ 255.255.255. 255 LDF FIB 2627 + IF26 Len=686
175 -238.4165593 152.168.43. 5 5 LIDF FI7 2627 + Len=685
y el 5 255, LIDP 7. —+
247 -22@.329121 192.168.43. 2@ 255.255. 255,255 (W3] F2F Z62TF -+ 2726
2F7F -21@.499785 1592.168.43. 2@ 255.255.255. 255 LDF FIF 2627 + 726
387 -18@.@¥2537 1592.168.43. 2@ 255.255.255. 255 LDF FIF 2627 + 726
S@1 -142.315867 1592.168.43. 2@ 255.255.255. 255 LDF FIF 2627 + 726
S28 -134.945278 1592.168.43. 2@ 255.255.255. 255 LDF FIF 2627 + 726
759 -32.343852 1592.168.435. 2@ 255.255.255. 255 LDF FIF 2627 + IF26

Frame 22@: 727 bytes on wire (5816 bits), 727 bytes captured (5816 bits) on interface @
Ethernet II, Src: 7a:88:2h:03:92:50 (73:88:2b:@3:92:5@), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocel Wersion 4, Src: 192.168.43.2@, Dst: 255.255.255.255

User Datagram Protececl, Src Port: 2627, Dst Port: 2726

- Data (685 bytes)

Data: 2222d@2ab2908ca?02000200084d61696e436d543dd4c6TE3. ..

[Length: &85]

eaza  ff ff @a 43 @a a6 @2 bS
aze g 5

a2
easea
e
oarea
oasa
aasa
2aaa
eeba
2aca
2ada
2aea
eata
alaa
alle
alza
alsa

|

|| Packets: 798 * Displayed: 9{1.1%) || Profile: Default Y
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£ Wireshark - Follow UDP Stream {udp.stream eq 7) - wireshark_F2FF2F29-CC3C-459D-A107-4558050031C3_201809031522 - |EI|5|

2¥ooo0oo0o000 MainCmd=LocalData;bootproto=dhep ;dns@=192.168.43. 254 ;dns1=192. 168. 2. 1 ;netmask=255. 255. 255. @;netwet=192. 166.45. 254 juser Type=323; statu =
s= 2 wer=512;index=0;1lanport=5@08;wannetable=0;errorcod=-2 ;Enables0=0;MoveRec=1 ;0utMoveRec=0; AutoRec=1;Loopllirite=1;5plite=58;81151ire=0;Havelse=0;L
eftiize=0;sdAudichux=0;50RecQl=2;devid=15Ua01968 ;pchost=camp2p. jisiwel. com;Psw=1621601554569@908817] ;allAttribute=d6:isopenl : 19:bootprotod :dhepl@:
wifistatusl:12:Ipl3:192.168.43, 207 inetmask13:255, 255, 255, @6 netwetld:192, 168,43, 2544 :1dns@14:192, 168,43, 2544 :dns111:192. 168, 2,17 :wifisidsimy pc_ap
gisafetyped:autol2:wifipasswords (MMM

Srencrytypediautoiwifidevl ile;Prot=500;MacIP=00:15:24 19 :CR:E0;. .. Y . o .. MainCmd=LecalData;bootproto=dhcp;dns@=192.168.43. 254 ;dns1=192.168. 2
.1;netmask=255. 255, 255, @;netwet=192. 168,43, 254 juserType=323 jstatus=2;ver=512 ;index=0; lanport=5082; wannctable=2; errorcod=3 ;Enables D=2 ; MoveRec=1 ;0u
thoveRec=0;AutoRec=1;Looplrite=1;5plite=5@;Al151ze=0;Havelse=0;Leftsize-0;sdAudioMux=0;50Rec]C=8; devid=15W0BR1 968 ;pchost=camp2p. jisiwei. com;Psw=1%
216215546929058171 ;allAttributesda:isopenl :19:bootprotod idhepl@iwifistatusl:12:Ipl3:192. 168,43, 207 :netmask13: 255, 255, 255. @6 netuet14:192. 168.43. 2
544 :dns@14:192. 166,43, 2544 :dns111:192. 168, 2. 17 :wifisidd:my_pc apl:safetyped:autol? iwifipassuords ;MMM

Srencrytypedauto?iwifidevlile;Prot=5000;MacIP=00:15 24 19 :Ca 68 . .. oL Mainlmd=LecalData;bootproto=dhcp;dns@=152.168.43. 254 ;dns1=192. 168, 2
.1;netmask=255.255. 255, @;netwet=192,168.43. 254 juserType=323 jstatus=2;ver=512 ;index=0; lanport=52@2;wannstable=0; errorcod=3 ;EnablesD=@ ; MoveRec=1 ;0u
thoveRec=0;Autofec=1;Looplrite=1;5plite=5@;Al151ize=0;Havelse=0;Leftize=0;sdAudioMux=8; 5DRecl(=0; devid=15UB@1968 ;pchost=camp2p. jisiwei. com;Psu=15
2160155469a90558171 ; allAttribute=d6:isopenl :19:bootprotod idhepl@:wifistatusl:12:Ipl3:192. 168,45, 287 :netmaskl3:255. 255, 255, @86 netwet14:192, 168,43, 2
544 :dns@14:192. 168,43, 2544 :dns111:192,168. 2. 17 :wifisid8 :my_pc_apB:safetyped:autol? iwifipasswords MMM

S:encrytypediauto?iwifidevlile;Prot=5000;MacIP=00:15:24 19 :CA:60;. .. % .. ... e MainCmd=LocalData;bootproto=dhcp;dns@=192.168.43. 254 ;dns1=192.168. 2
.1;netmask=255. 255, 255, @;netwet=192. 168,43, 254 juserType=323 jstatus=2;ver=512 ;index=0; lanport=5288;wannctable=8; errorcod=3 ;EnablesD=2; MoveRec=1 ;0u
thoveRec=0;AutoRec=1;Looplrite=1;5plite=5@;Al151ze=0;Havelse=0;Leftsize-0;sdAudioMux=0;50Rec]C=8; devid=15W0BR1 968 ;pchost=camp2p. jisiwei. com;Psw=1%
216215546929058171 ;allAttributesda:isopenl :19:bootprotod idhepl@iwifistatusl:12:Ipl3:192. 168,43, 207 :netmask13: 255, 255, 255. @6 netuet14:192. 168.43. 2
44 :dns@14:192. 168,43, 2544 :dns111:192, 168, 2. 17 :nifisida imy_pec_apB:safetypediautoliwifipasswords :MMh

Srencrytypediautoiwifidevlile;Prot=5000;acIP=00:15:24 19 :Ca:68;. .. .. ... Mainlmd=LeocalData;bootproto=dhcp;dns@=152.168.43. 254 ;dns1=192. 168, 2
.1;netmask=255. 255,255, @;netwet=192, 168,43, 254 juserType=323 jstatus=2;ver=512;index=0; lanport=5288;wannstable=8; errorcod=3;EnablesD=@;; MoveRec=1;0u
thoveRec=0; AutoRec=1;Looplrite=1;5plite=5@;Al151ize=0;Havelse=0;Leftize=0;sdAudioMux=2;50Rec]C=0; devid=150@R1968 ;pchost=camp2p. jisiwei. com;Psu=16
2160155469a90558171 ; allAttribute=d6:isopenl :19:bootprotod idhepl@:wifistatusl:12:Ipl3:192. 168,45, 287 :netmaskl3:255. 255, 255, @86 netwet14:192, 168,43, 2
544 :dns@14:192. 168,43, 2544 :dns111:192,168. 2. 17 :wifisid8 :my_pc_apB:safetyped:autol? iwifipasswords MMM

Siencrytyped:iauto?iwifidevlile;Prot=5000;MacIP=00:15:24: 19 :C6:68; . .. % oo v e nus Mainimd=LocalData;bootproto=dhcp;dns@=152.168.43. 254 ;dns1=192, 168, 2
.1;netmask=255.255. 255, @;netwet=192.168.43. 254 juserType=323 jstatus=2;ver=512 ;index=0; lanport=5282;wannctable=2; errorcod=3 ;EnablesD=2;; MoveRec=1 ;0u
tMoveRec=8; AutoRec=1;Looplrite=1;5plite=5@;A1151ze=0;Havellse=0; Leftiize=0;sdAudloMux=0;50RecQC=0; devid=15U@81965 ;pchost=camp2p. jisiwel. com; Psu=16
216215546909058171 ;allAttribute=de:isopenl :19:bootprotod idhepl@iwifistatusl:12:Ipl3:192. 168.43. 207 :netmask13:255. 255, 255. @6 netuet14:192. 168.43. 2
44 :dns@14:192. 168,43, 2544 :dns111:192, 168, 2. 17 :nifisida imy_pec_apB:safetypediautoliwifipasswords :MMh

Srencrytyped:autoiwifidevl ile;Prot=5000;MacIP=00:15:24 19 (A 68; . . Yl ... Mainimd=LecalData;bootproto=dhcp;dns@=192.168.43. 254 ;dns1=192.168. 2
.1;netmask=255.255. 255, @;netwet=192. 168,43, 254 juserType=323 ;status=2;ver=512 ;index=0; lanport=5008; wannetable=2; errorcod=3 ;EnablesD=0 ;MoveRec=1 ;0u
tMoveRec=0; futoRec=1;Looplrite=1;5plite=5@;Al151ize=0;Havelse=0; L eftize=0;sdAud] oMux=2;50Rec]C=0; devid=15WU@R1968 ;pchost=camp2p. jisiwei. com;Psw=16 :ﬂ

Packet £2. 8 cfent phiE, & senverpbiEl O tumizl. Cick e sefact.

IEntire conversation (6166 bykes) LI Show and save data as IASCII 'I Skream I? 3:
Find: | Find Mext

errOutTMsSﬂeaml Print Save as... Back, Close | Help |
i
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Robotic Arm Logs

c EFA

3.5
3.5
3.5
3.5:

DY

ISCEXRR2XS S60EKMAESPD

0002d05h20m22.919s ::
0002d06h27m21.104s ::
0002d07h00mM53.136s ::
0002d09h37m58.671s ::
:: 0002d09h38m06.591s ::
:: 0002d10h44m56.832s ::
::0002d10h47m27.216s ::

EFEBIHRIA

2018-08-29 13:35:13.919 :: -
2018-08-29 13:35:23.104 :: -
2018-08-29 14:08:55.136 :: -
2018-08-29 17:52:48.671 :: -
2018-08-29 17:52:56.591 :: -
2018-08-29 17:52:58.832 :: -
2018-08-29 17:55:29.216 :: -

W w o1 o1 W W O

- COAO:7
- COAO:7 ::
- COAO:7
:» COAO:7 ::
2 COAO:7 ::
2 COAO:7 ::
- COAO:7 ::

null ::
null ::

null ::

null ::

1

1

1

null:: 1 ::

1

null :: 1
1

null ::

.. 1 Program forkprotected starting... (Last saved: 2018-08-27 19:40:43) :: null
.. forkprotected :: Program forkprotected started :: null

.. forkprotected :: Program forkprotected stopped :: null

:: Program forkprotected starting... (Last saved: 2018-08-27 19:40:43) :: null

:: 2 Program forkprotected starting... (Last saved: 2018-08-27 19:40:43) :: null
.. forkprotected :: Program forkprotected started :: null

.. forkprotected :: Program forkprotected paused :: null

echo 'move)'g-l.5743878523456019, 0.0984121561050415, -1.054539982472555, -2.1616690794574183,

1.5302649

640442, 0.9618288278579712

], a=3.141592653589793, v=3.141592653589793)' | NC XXXX yyyy

echo 'movej([-3.123030487691061, -2.620304886494772, -0.5577314535724085, -1.4209883848773401, -

3.1391537

21383, 0.9618288278579712], a=3.141592653589793, v=3.141592653589793)' | NC XXXX yyyy

echo 'move'gg.04313834384083748, -2.656261746083395, -0.5591471830951136, -1.4209168593036097, -

3.1391537

XXXX YYYY

IR EMRE ?

21383, 0.9618288278579712], a=350.141592653589793, v=4000.141592653589793)' | nc nc
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* Logs

« 35
« 35
« 35
« 35
« 35
« 35

0002d06h16m57.904s ::
0002d06h17m00.984s ::
0002d06h17m02.016s ::
0002d06h17m04.600s ::
0002d06h17m06.120s ::
0002d06h17m07.440s ::

2018-08-29 13:26:49.904 ::
2018-08-29 13:26:52.984 ::
2018-08-29 13:26:53.016 ::
2018-08-29 13:26:56.600 ::
2018-08-29 13:26:57.120 ::
2018-08-29 13:26:59.440 ::

2 COAO:7 ::
2 COAO:7 ::
2 COAO:7 ::
- COAO:7
- COAO:7 ::
.- COAO:7 ::

null ::
null ::
null ::
null ::
null ::

null ::

L = O = N =

o movej i
o movej i
o movej i
movej i
:movej i

;o movej i

Program movej started :: null
Program movej stopped :: null
Program movej started :: null
Program movej stopped :: null
Program movej started :: null

Program movej stopped :: null
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8

9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41

Time

6.336289
6.336412
6.336452
6.341125
6.341936
6.345719
6.368758
6.373240
6.374129
6.376373
6.378197
6.381098
6.387474
6.390597
6.391026
6.393586
6.395134
6.396564
6.402433
6.406130
6.408142
6.411317
6.412165
6.415924
6.421172
6.424160
6.425053
6.427144
6.429111
6.431532
6.438983
6.441595
6.443138
6.446660

Y

Source
192.168.0.1
192.168.0.20
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20
192.168.0.1

Destination

192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.

20
1
1
2
1
2
1
2
1
2
1
2
1
2
1
192.168.0.20
1
2
1
2
1
2
1
2
1
2
1
2
1
2

0
[}
0
0
0

0

192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.
192.168.0.1
192.168.0.20
192.168.0.1
192.168.0.20

0

0

0

0

0

[}

0

Protocol
TCP
TCP
COTP
COTP
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM
S7COMM

Length
60
54
76
76
79
81
85
80
85
80
90
76
85
80
85
80
90
76
85
80
85
80
90
76
85
80
85
80
90
76
85
80
85
80

Info

102 - 58193 [SYN, ACK] Seq=0 Ack=1 Win=4096 L.

58193 - 102 [ACK] Seq=1 Ack=1 Win=64240 Len=0
CR TPDU src—ref: 0x0001 dst-ref: 0x0000
CC TPDU src-ref: 0x000d dst-ref: 0x0001

ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:

ROSCTR

: [Ack_Data
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:
ROSCTR:

[Job
[Ack_Data
[Job
[Ack_Data
[Job
[Ack_Data
[Job
[Ack_Data
[Job
[Ack_Data
[Job
[Ack_Data
[Job
[Ack_Data
[Job

[Job
[Ack_Data
[Job
[Ack_Data
[Job
[Ack_Data
[Job
[Ack_Data
[Job
[Ack_Data
[Job
[Ack_Data
[Job

1
1
1
]
1
1
1
1
1
1
1
1
]
1
1
1
1
1
1
1
1
]
1
1
1
]
1
1
1
[Ack_Data]

Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:

[
[
[
[
[
[
[
[
[
[
[
[
[
[
: [Read Var]
[
[
[
[
[
[
[
[
[
[
[
[
[
[

Function

Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:

[Setup communicati..
Setup communicati..

Read Var]
Read Var]
Read Var]
Read Var]
Write Var]
Write Var]
Read Var]
Read Var]
Read Varl]
Read Varl]
Write Varl
Write Var]
Read Var]

Read Var]
Read Var]
Write Var]
Write Var]
Read Var]
Read Var]
Read Var]
Read Var]
Write Var]
Write Varl
Read Var]
Read Var]
Read Varl]
Read Var]
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Main [OB1]

| General

Time stamp

Inforrnation

Compilation

Protection Created on: |81'Ir'2016 -14:40:49 8898524 |

Attributes Modified on: |8/11/2016 - 13:26:33.7334311 |

Modified on: |6i2/2016 - 13:34:32.8393049

Modified on: |8/11/2016-13:26:33.7334311

Load-relevant

Medified on: |8/11/2016-13:28:04.0419897

Every program block has their own

set of timestamps e
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Online access
« Diagnostics
General
Diagnostic status
Diagnostics buffer
Cycle time
Memory
» PROFINET interface [X1]
¥ Functions
Assign IP address
Settime
Reset to factory settings
Assign name

Diagnostics buffer

Events

@ Display CPU Time Stamps in PGIPC local time

No.

(5]

oo W

~J

8
<]

Date and time

9/4/2018 10:32:24.966 ...
9/4/2018 10:32:24.906 ...
9/4/2018 10:32:24 906 ...

9/4/2018 10:32:17.206

9/4/2018 10:32:17.105 ..
9/4/2018 10:32:02.286 ...

9/4/2018 10:32:02.229 .
9/4/2018 10:32:02.229

Freez display

Details on event

Details on event: |1

Event

Follow-on operating mode change - CPU changes from STARTUP to RUN mode 54 €) ~
Communication initiated request: WARM RESTART - CPU changes from STOP to... g 0;
New startup information -Current CPU operating mode: STOP i)
New startup information -Current CPU operating mode: STOP v 0
Communication initiated request: STOP - CPU changes from RUN to STOP mode g 0
Follow-on operating mode change -CPU changes from STARTUP to RUN mode i €D
Communicaticn initiated request: WARM RESTART - CPU changes from STOP to... g 0
New startup information -Current CPU operating mode: STOP v o -
»

of |50 EventID: | 16% 02:400C

Description: | CPU info: Follow-on operating mode change
Power-on mode set: WARM RESTART to RUN (if CPU was in RUN before power off)

Pending startup inhibit(s ):
- No startup inhibit set
CPU changes from STARTUP to RUN mode

Time stamp: | 9/4/2018 10:32:24.966 AM

Medule: | PLC_1

Rackislot: |Rack0/Slot1

Plant designation: | —

Location identifier —
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For detection and investigation.
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* PLC scan cycle

Warm Restart

automatic manual

S7-300/7 400 S7-300 S7-400

Power ON |STOP=>RUN

STOP-=RUN
+ CRST

1

Delete the process images,
Non-retentive M, T, C

i

Execute OB 100

!

Output PIQ

mro<o0

Enable outputs

¥

» HUEARIR

A}
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Process
logic
monitor

TCP or other
communicatior «

Read in Pl
+
Execute OB1 :
! > | Forensic
Output PIQ block
1

channel

Historian
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WF S
“check_io_changed”

LhAQ00.7

%A1 000, 7 Ret_al = "is_lo_changed"
||Dr_||| —_ EN ENC' .
%OE10
FCT "Block_2 DB 1"
"Bilock_1" LFE
W00 7 Block_2
“i5_io_changed" — gp EMC ——— EN ENE —

FC: Block 1

15 &G B AT A RY
M\ AR 9 A K]
I F 4 &R

FC. check io_changed
tLEBEEA T

1)Er BN F

2)Fh Bt
3)IEFEHI R FF I

FC: Block 2
BN U FRFEL
X E| & HEvtcpAR 525
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pule_3 ALERT:
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IIF "input enable green™ THEN
"Car Red™ = False:;
"Car Green™ := True:
END_IF;

input_enable_green Standard-variable... Bool %10.3

def rule 3{timestawp,inputs,cutputs):
#Car green and pedestrian green should never happen at the Same time
if ocutputs[Z] == outputs[4] and ocutputs[2] == '1':
return False
else:
return True

Car green and pedestrian greeen should never happen at the same time [Timestamp=135%42.1736 ot

Output (00101...)
Car red (0), Car yellow (0), car green (1),
Pedestrian red (0), Pedestrian green (1)
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should
should
should
should
should
should
should
should

ALERT : Output

_ ALERT : Output
NN l== = p
1: \.‘L?ﬂ”ém% _2 ALERT: Output
ALERT : Output
ALERT : Output

ALERT : Output
ALERT : Output
ALERT : Output

Pk ek e ek ek ek ek ek

enabled.
enabled.
enabled.
enabled.
enabled.
enabled.
enabled.
enabled.

"Car Yellow"

<N\
+/
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S60EKMAESPD

IF NOT "allow timebomb trigoer™ THEN
"Car Yellow™ := Falae;
END_TIF:
#var Cemp ret =
EITF #war temp dc, JECOND MOD 5 = 0 THEN
é IF "allow_timebomb_ trigoger™ THEN

"Car Tellow™ = True:
Tallow_timebomb_ triger™ = Falze;
| ENL_IF:
ELRE
"allow_timebomb Crigger™ := \True;
| EWD_IF:
Address Display format Monitor wvalue t
|| W01 Eool = | [0 FALSE |

[Timestamp=142845 _BBB6 output=0111060604 ]
[Timestamp~=142858_68016 output=0111060604 ]
[Timestamp=142855 _BB82 output=0111060604 ]
[Timestamp=14298008_6806012 output=0111060604 1
[Timestamp=142985 8818 output=0111060604 ]
[Timestamp~142218_680600%Y output=0111060604 1
[Timestamp~142215 _ 686817 output=01116060604 ]
[Timestamp=14292280_68601%7 output=0111060604 ]

ALERT : Output

should

enahled.

[Timestamp=142925 _ 8828 output=0111060604 ]




\ o L | ey
FATHII IR L ) | @

CHAN C.F, Chow K.P, Yiu S.M. and K. Yau, Enhancing Forensic and Abnormality Detection
Capabilities for Programmable Logic Controllers, The Fourteenth IFIP WG 11.9 International
Conference on Digital Forensics, 2018

K. Yau, Chow K.P. and Yiu S.M., Effective Logging System for Digital Forensic Readiness of Siemens
Programmable Logic Controllers, The Fourteenth IFIP WG 11.9 International Conference on Digital
Forensics, 2018

YAU K.K. and Chow K.P., Applying Machine Learning to PLC Event Detection and Logging for
Forensic Purpose, The Thirteenth IFIP WG 11.9 International Conference on Digital Forensics, 2017

S.M. YIU, Cyber Security Research on Industrial Control Systems (Invited talk), Cyber-security for
iIndustry 4.0 conference, 23 June, 2017, Hong Kong

S.M. YIU, Tz R Al #RITIZ E1HI2E (PLC) BIZRH (Invited talk), XDef 2017, Nov 2017, Wuhan, China

CHAN C.B. and Chow K.P., Industrial Control System Internal Network Threat Analysis: A Study of the
Siemens PLC-Controlled Elevator System, Eleventh Annual IFIP Working Group 11.10 International
Conference on Critical Infrastructure Protection, 2017

CHAN C.B. and Chow K.P., Forensic Analysis of a Siemens Programmable Logic Controller, Tenth
Annual IFIP Working Group 11.10 International Conference on Critical Infrastructure Protection, 2016
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Internet Security Conference 2018  Beijing- China
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chow@cs.hku.hk
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KP Chow
L Central and Western, Hong Kong




