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Falcoilllliz{ 3251

sysdig:~ $ sudo falco
Sat Jan 13 07:11:15 2018: Falco initialized with configuration file /etc/falco/falco.yaml

Sat Jan 13 07:11:15 2018: Parsed rules from file /etc/falco/falco_rules.yaml
Sat Jan 13 07:11:15 2018: Parsed rules from file /etc/falco/falco_rules.local.yaml

@ Falco
sysdig:

1 Falco
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image: harbor-*** vip.com/vip-falco:1.1.0
securityContext:
privileged: true
volumeMounts:
- mountPath: /host/var/run/docker.sock
name: docker-socket

- mountPath: /host/run/containerd/containerd.sock

name: containerd-socket
- mountPath: /host/dev
name: dev-fs
readOnly: true
- mountPath: /host/proc
name: proc-fs
readOnly: true
- mountPath: /host/boot
name: boot-fs
readOnly: true
- mountPath: /host/lib/modules
name: lib-modules
readOnly: true
- mountPath: /host/usr
name: usr-fs
readOnly: true
- mountPath: /etc/falco
name: conf-fs
readOnly: true

volumes:
- name: docker-socket
hostPath:
path: /var/run/docker.sock
- name: containerd-socket
hostPath:
path: /run/containerd/containerd.sock
- name: dev-fs
hostPath:
path: /dev
- name: proc-fs
hostPath:
path: /proc
- name: boot-fs
hostPath:
path: /boot
- name: lib-modules
hostPath:
path: /lib/modules
- name: usr-fs
hostPath:
path: /usr
- name: conf-fs
hostPath:
path: /apps/conf/vip-falco

[apps@qa-k8s—1-master vip—falcol$ kubectl create —f falco—-daemonset. yaml

daemonset “vip—falco” created

[apps@qa-k8s—1-master vip—falcol$ kubectl get pods

NAME

vip—falco—dxzcr
vip—falco—kkhtb
vip—falco—awadr

READY STATUS RESTARTS  AGE

1/1 Running O 18s
1/1 Running O 18s
1/1 Running O 18s
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Selected fields

t

?

rule

user.name

docker.container_n...

docker.container_id

docker.container_im...

proc.cmdline

fd.name

Available fields -

Popular

t

docker.container_privile...
kubernetes.host
kubernetes.pod_name
kubernetes.pod_id
kubernetes.pod_label
container.name

priority

@timestamp

Count

@

Time

Jul 23,

Jul 23,

Jul 23,

Jul 23,

15:00

2819 @ 13:47:19.288

2819 @ 13:42:39.269

2819 @ 13:35:89.249

2819 @ 13:34:174.246

21:00 00:00 03:00
@timestamp per 30 minutes
docker. 1 id docker. iner_name

136fBeceectsd

136f8eceecss

84ef11fc31f5

84ef11fc31f5

elasticsearch8l elastics
earch
elasticsearchel elastics
earch
tf_operator root
tf_operator root

user.name  proc.cmdline

curl

bash -c </d
ev/tcp/18.1
i L= /88
a8

cat /fetc/sh
adow

bash

06:00

fd.name

54:497114->
& n ]

W b G
54:49114-»

B .

54:8080

cat /etc/s
hadow

bash

rule

Notice Known s
ystem binary s
ent/received n
etwork traffic

Notice Known s
ystem binary s
ent/received n
etwork traffic

Read sensitive
file untrusted

A shell was sp
awned in a con
tainer with an
attached termi
nal

docker.container_image

elasticsearch:7.8.8

elasticsearch:7.9.8

tf_operator:8.8.4

tf_operator:8.8.4
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