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» ATP(Advanced Threat Protection) » NIDS(Network Intrusion Detection System)
» CWPP(Cloud Workload Protection Platforms) » NGAV(Next-Generation AntiVirus)
» DLP(Data Loss Prevention) » NGAF(Next-Generation Application Firewall)

» ETDR(Endpoint Threat Detection and Response) » NGFW/(Next-Generation FireWall)

» EPP(Endpoint Protection Platform) » NGSOC(Next-Generation Security Operation Center)
» EDR(Endpoint Detection and Response) » WAF(Web Application Firewall)
» HIDS(Host-based Intrusion Detection System) » SSP(Safety Sensing Platform)

» NIPS(Network-based Intrusion Prevention System) > SIEM(Security Information and Event Management)
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Prediction Response

SA(Situational Awareness) SOC
TIP(Threat Intelligence Platform) SIEM
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Gartner’s Anton Chuvakin first coined the term Endpoint Threat Detection and Response (ETDR) in July
2013 to define “the tools primarily focused on detecting and investigating suspicious activities (and
traces of such) other problems on hosts/endpoints.” Commonly referred to as Endpoint Detection and
Response (EDR), it is a relatively new category of solutions that is sometimes compared to Advanced
Threat Protection (ATP) in terms of overall security capabilities.

Endpoint detection and response is an emerging technology that addresses the need for continuous

monitoring and response to advanced threats. One could even make the argument that endpoint
detection and response is a form of advanced threat protection.

NOT JUST TOOLS, BUT CAPABILITIES
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Endpoint detection and response tools work by monitoring endpoint and network events and recording the
information in a central database where further analysis, detection, investigation, reporting, and alerting take
place. A software agent installed on the host system provides the foundation for event monitoring and

reporting.

Ongoing monitoring and detection are facilitated through the use of analytic tools. These tools identify tasks
that can improve a company’s overall state of security by identifying, responding to, and deflecting internal

threats and external attacks.
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macOS Architecture

AV Foundation Core Audio Core Image

Audio ple;)y k, editing, Audio s s for image processing.
analysis & rding. g i PL ad

Address Book | Core Foundation Quick Look Security

Centralized database for | Declares C based pro- Enables Spotlight & User authentication,
contacts & groups. rarm]'r\atl interfaces. Finder pl certificates & key
ata Type ‘]
Management.

}:a ndles Unicode fonts
& texts,

Core Text Open AL

i audio.

performance
al playbacks

Accelerate Directory Services Disk Arbitration

Accelerate complex operations, improve | Provides access to collected information s when local or remote volumes
performan ng vector unit, supports | about users, groups, computers, printers | are mounted and unmounted.

data parall 3D graphic imaging, in a networked environment.
Image proc

Quartz
macOS graphics, rendering
support for 20 tent.
Event routing
management.

Social Webkit

Suppor
with social
Vil

Makes the high-performance parallel
processing power of GPUs available to
general purpose computing.

Kerne' & Device D rive 'S - Device drivers & BSD Libraries , low level components. Support for file system security , interprocess communications.

BSD File System
Provides basis for file systems and networking gports multiple volume formats (NTFS, ExFAT,

Suj
facilities, POSIX thread support, BSD sockets. m'é HtFS]h AFFS etc.) & file protocols (AFP,
etc,

https://en.wikipedia.org/wiki/File:MacOS_Architecture_v2.svg

Mach
Protected Me Preemptive Multitasking,

Advanced Virtual Memory, Real Time Support.

ration Display HTML content in
apps. C i Core
and JavaScript C '

s to current network
configuration information. Determines
reachability of remote hosts. Notifies
about changes in network.

Networking

Supports network kernel extensions (NKEs).
Create network modules, configure protocol
stacks. Monitor and modify network traffic.
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» Core Services -> Security

» Authentication <Security/Authorization.h>
» Code Signing <Security/CodeSigning.h>
» Kernel -> BSD
» Aduit <bsm/audit.h>
» KAuth <bsd/sys/kauth.h>
» Kernel -> Mach
» MACF <security/mac_policy.h>
» Kernel -> Networking

» NKE <sys/kpi_socketfilter.h>
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» Authd

» syspolicyd

» Gatekeeper

» App Translocation

» User-Approved kext

» App Notarization

> Rootless (SIP)

» Sandbox

» XProtect

» MRT(Malware Removal Tool)

» EndpointSecurity ~ -
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select * From cuthorization sechonises where privileged—"true';

I plugis I mechaniss I privileged | entry 1

Nogin. fus I builtin | smartcard-sniffer I true | builtin:ssortcerd-sniffer, privileged 1

() () Nogin. fus I builtin | reset-passmord I true | builtinireset-possnord, privileged ]
Nogin, fus I builtin I outo-login I true | w\lt\n outo-login, privileged 1
Negin, fus | builin I outhenti 4 | trus 1 d,privileged ]
resbert I builtin I outhenticste | true 1 h..\n.. outherticote, privileged ]

st ot | builkin I outhenticsts | true | builtin:outhenticote,privileged ]
disk_unlock | Diskinlock I unleek | true | Disktnlock unleck, privilaged [

e apple. shgent | [ I true 1 privileged |
ystem. login.consale | builtin ] I true | builtin:reset-passnord, privileged ]
systes. login.console | builtin I forward-login I true | builtin: formard-login,privileged ]
I builtin I auto-login I true | builtinzouto-login,privileged 1

I builtin | outhenticete | true | builtin:outhenticate,privileged 1

| PETNITMechanisa | outh | true | PEINETachani sm: cuth, privileged ]

| logirmi | FDESuppe | true 1 ]

Jlogin,consale | HomeDirMechonise | login I troe | ]
thanticate | builtin I Peset-passmeed I true 1 [
suthenticate | butltin I authenticate I true | buttintouthenticate,priviisged [
! ] I true | PEINITHechani sazouth  privileged ]

I entitled I builtism 1 I true | buil: ntitled, privileged 1
! i ! | ]

| kcunlock builtin ~verify true i Ltin: ke-verify, privileped
> %’ﬁ:~) %i’ﬁ:ﬂl”] M, =T
osquery> select * Frl:- prma_uven files where Pld 842;

A1 4 “ osquery> select * from process_open_sockets where pid=50172 limit 20; e - mmmmmmm———
| pid | fd | path |
/3N I pid | fd | socket | Family | protocol | local_oddress | remote_address | lecal_port | remote_port | path | state — smmmmmaeat

1
" R - . 1 842 18 | Jdew/null |
158172 13 1 |2 16 | 127.0.0.1 | 127.0.0.1 | 58350 | 10067 | | CLOSED | : :3 : § : ;:::"":} :
I se172 17 | 12 16 | 127.0.8.1 | 8.2.0.9 | 10067 [} I | LISTEN I n
N 74 —_— A | Se172 1 8 | | 2 16 | 127.0.0.1 | 127.0.0.1 | 10067 | Sg354 I | ESTABLISHED | | 842 | 4 | /System/Library/Franeworks/Carben. Framework/Versions/A/Frameworks/HIToolbox . framework/Versions/A/Rescurces/Extras2.rsrc |
> MY/ E | se172 1| |12 | @ | @ I B | e ) ) I | I | 842 1 5 | /System/Library/Frameworks/CoreImage. framework/ci_kernals.metollib |
7|< I 150172 1 13 1 12 16 110,01, 191.189.68.167 | 52273 | 80 1 | ESTABLISHED | LEE e fP"‘*ﬂ*“m’::}:::;g;"wm“"ﬂmfwlmﬂﬁjx PR e :
pri /Fghzpat pl7 jzgSv fi
: gi;ﬁ : :: : : g : g : z;i : ;ii:g::ig; : ::;: : g : : :gﬁt;é:g : | B42 | & | /privatefvar/folders/63/fghrpahudBndpd? jzgsv]yyhddddgn/C/com. opple. finder/com.apple.metal/Intel HD Grophics 4898/functions.maps I
| 0472 1 18 ¢ | 2 1€ {1061 | 81 380 36 267 | o181 | & h | ESTABLTEHER | | B42 19 | Jprivate/var/folders/63/ P07 3295V C/con.opple. finder/con.apple.metal /Intel HD Graphics 4888/ functions.data I
N, TN | se172 1 20 1| |2 16 | 18.91. | 91.189.88.167 | 52182 | 80 I | ESTABLISHED | | 842 | 10 | /users/rwbp/Library/Saved Application State/com.opple.finder.savedState/windons.plist !
3:':]] | Se17z 1 21 1 |2 16 | 18.91‘ | 91'139'“'157 | 52183 | 88 | | ESTABLISHED | | 842 | 11 | Users/rmbp/Librory/Saved Application Statescom.apple.finder.sovedStote/data.data !
ﬁ 4] N o o | 842 | 12 | fusers/rabp/Library/Saved Application Stote/com.apple.finder, sovedStote/window_2.data |
= | se1rz 2z | I 2 16 | 1.9 | 91,160.86,267 | 52104 e ! | ESTABLISHED | | 842 1 13 | /Users/rnbp/Librory/Saved Application State/com.apple. finder.savedState/windon_155.dota I
| 5072 ) 23 | 1z 16 ! 18.91, | 61160 48267 | 82145 | B ! | ESTABLIGHED | | 842 1 18 | /Systea/Library/Franeworks/Carbon. Franenork/Versions/A/Framenorks/NIToolbox  franework/Vers ions/A/Resour ces/HIToaLbox. rsrc I
| se172 | 28 | 2 16 | 18.91, | 91.189.88.167 | 52186 | 88 ! | ESTABLISHED | | 842 | 15 | /Systen/Library/Fromeworks/Carbon. Fromework/Yersions/A/Frameworks/HIToolbox . Framework/Versions/A/Resources/English.lproj/Lecalized.rsrc |
| se172 | 2s | Iz Ie | 18,9, | 91.169.46.167 | 5187 | 68 ! | ESTABLISHED | | 842 | 16 | /Users/rabp/Library/Saved Application State/com.apple.finder, savedState/windon_159.data |
| se172 1 26 1 12 e | 108.91 | 91.189.88.167 | 52188 | ga ! | ESTABLISHED | | 842 | 17 | /Users/rmbp/Library/Saved Application State/com.apple.finder.sovedState/windon_31.data I
j—l_j | se17z | 27 | Iz I & 1 1891 | 91,189.88.167 | 52189 | 8 1 | ESTABLISHED | | 842 | 18 | /Users/rmbp/Library/Caches/com.opple. finder/Cache.db |
/j_\‘ | 58172 1 28 1 2 16 | 18.91. | 91.189.88.167 | 52199 | 8 ! | ESTABLISHED | | 2842 | 19 | JUsers/rebp/Library/Caches/com.epple. Finder/Cache. db-wal |
| 50172 1 29 | 12 I 6 1 10.91. | 91.189.88.167 | 52101 I 80 1 | ESTABLISHED | | 842 | 20 | Musers/rmbp/Library/Caches/com.opple. Finder/Cache.db-shm |
| 5172 130 1 |2 16 1 18.91 | 91.189.38.167 | 52192 | 80 1 | ESTABLISHED | | 842 | 21 | Users/rabp/Library/Logs/DiscRecording. log |
150172 1 31 1 2 & 1 10.91. | 91.189.88.167 | 52193 | 8@ 1 | ESTABLISHED | | 842 | 24 | AUsers/robp/Library/Saved Application State/com.apple.finder.sovedStote/window B1.data |
e e st e ———— e e i o 4 | 842 | 26 | JSystem/Library/LinguisticDota/zh/Hons/tokenizer.dat I
osquery> || | 842 | 28 | AUsers/rebp/Library/Saved Application State/com.apple.finder, indow_164. data |
osquerys ||
osquery> select pid, nome path from processes limit 2@;
1 p\d [ | path 1
1o osquery> select * from logged_in_users;
101 kernel_task I I q y> ggead_in_| H
11 | launchd I /sbin/lounchd 1
| 37 | UserfventAgent | usr/libexecsUserEventAgent \ fmmmm— - e e ——————— - " —————
138 | syslogd I fusr/sbin/syslogd 1 . .
1 48 | linkdaenon | /Library/Applicotion Support/LinkDaemon/linkdaenon 1 | type | user | 'tty | host | time | p'l.d |
1 41 | uninstalld | /System/Library/Privatef rameworks/Uninstall. fromework/Versions/A/Rescurces/uninstalld 1
142 1 kextd | Juse/libexec/kextd 1 b it e Fommm——- ===t
| 43 | fseventsd I /SrstwL\bmrykrrmrkstweS:wwes framework/Versions/A/Franeworks/FSEvents. fromework/Versions/A/Support/Fseventsd |
1 45 | medioremoted | /Systen/Library - Remote. franework/Suppart/nedicremotad 1 | user | r'mbp | console | | 1561949309 | 105 |
| 46 | karabiner_observer | /Library/Application Swnoruun pars/Karabiner-Elements/bin/karabiner_cbserver 1
1 48 | karabiner_grobber | /Library/Application Support/org.pqrs/Korabiner-Elements/bin/karabiner_grabber ] I user I rmbp I ttysm I l 1561949659 I 1452 l
1S® | oppleeventsd | /System/Library/CoreServices/oppleeventsd 1
151 | configd | Jusrilibexec/confiad | | dead | rmbp | ttys@@1 | | 1561949654 | 1505 |
1 52 | powerd | /System/Library/CoreServices/powerd. bundle/powerd 1
1 53 | mobileassetd 1 zu:rmbexwmbnumw 1 | user | r'mbp | ttys%z | | 1562151632 | 19578 |
158 1 logd I fusr/libexec/logd ]
163 1 oirportd | Zusr/libexec/aieportd | | user | rmbp | ttys@@3 | | 1562144830 | 479 |
1 66 | warmd | fusr/libexec/warnd 1
167 | mds | /Systen/Library/Franeworks/CoreServices . f Versions/A I r— Nersions/AfSuppart fads I | user | rmbp | ttys@@4 | | 1562145953 | 7467 |
1 72 | iconservicesd | /System/Library/CoreServices/iconservicesd 1 e mm e m e — g ——————————————— o o e
osquery> |

osquery> ||
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