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Threat Intelligence: Zero to One
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RUBEH vs. APT






Threat Graph
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(Intelligence-Driven
Security Operation Center)
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(Network Traffic Analysis)

EDR

(Endpoint Detection
and Response)
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BRI AL WannaCry

A fnWannaCryREFF RHIBEIMEIIR S

“ioc”:”www. iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com”,
“related_samples™:[“22ccdf145e5792a22ad6349aba37d960db77at7e0b6cae826d228b82467050927],
“patches”:[“CVE-2017-0144"]}
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ISIRFAE - Kill Chain
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1. WA EES, FTF L A0 7728 90% Al RE &1 Web JE AN B & A =2 H, H Al
VA R 2 H ] Bk ALAT Downloader;

2. ZARL AL 2 PowerShell (Windows Tz 5d Kt g i el i) THE, FRE&Z ALK
I AN, HRET0 EXE RI 34T 3/, RER AR EEATCH ;

3. KREERE T RLLZAN RS IRIA (B 24FE WannaCry #2005 25 T8 F 1) MS17-010%%) il
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Kill Chain
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Kill Chain

RSB PowerShell WindowsigiE

B Yz Email Officeifsi Over Pass the hash
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STHE(HTTP)

SAE(HTTP)
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SE(HTTP)
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336 KB

687 KB

4 MB

248 BNESE 302

[2018-05-30 17:36:32] iR TR JFE{Y: altocloudmedia.com

g HTTP 80 E'—‘
[\

10.9.154.22 E 178.63.50.9

A

‘& altocloudmedia.. altocloudmedia....

Wi TEURL: altocloudmedia.com/tunnel/netstream.exe

Sha256: c04d45640b7422105d6ee3a982datb3b58c54f6a6eff08ef2d7555274c4
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[2018-05-30 07:11:02] EESER 2B Hinisithlil: chinanetworkvub.info

HTTP 80

24/NET WESE 30%

-
PE2E
10.10.72.18
174
SEIPHizit: 10.10.72.18
RIRO: 38892
BrYIPitiztik: 144.202.47.216
HTTP Bivis0: 30
Hik: GET
URL: /
BEREKE: 1KB
Request—

GET / HTTP/1.1
Host: chinanetworkvub.info

Connection:

e 7
> v

chinanetworkvub...

i pcap FE{
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[2018-05-30 05:11:11] iEHZH ithitkiiEMiningPool: fen-xmr.pool.minergate.com
- 10.10.100.17 EENGtbliEbEMiningPool: fen-xmr.pool.minergate.com 12
BE #31 0 KE
2018-05-30 05:11:11 MBITH DNS - g DNS 53 v 7
- > v
Hif
2018-05-30 05:11:10 RIEITA DNS - 10.10.100.17 fen-xmr.pool.mi..
2018-05-29 05:11:11 RIEBTTA DNS -
74 ¥ pcapTE

2018-05-29 05:11:11 RIEETTA DNS -

DNSRRSSESHhiE: 8.84.4
2018-05-28 05:11:10 RAEET TR DNS = EEO: 53
2018-05-28 05:11:10 4T DNS 3 IR EH: 10.10.100.17

[=[:plrmH 54913
2018-05-27 05:11:11 BT A DNS = By Ry A

EiffEaE: fcn-xmr.pool.minergate.com
2018-05-27 05:11:10 IR A DNS -

ERER: 94.130.48.154
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2018-05-24 20:37:33 a7 Kerberos =
2018-05-24 20:15:19 a7 h Kerberos - *E*g{dg
MR (mEE) X observer (IgEEE) A 192.168.100.141 (%)
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ASN 37963 (CNNIC-ALIBABA-CN-NET-AP Hangzhou Alibaba Advertising Co. Ltd., CN) IRIPHBAE FHGRIE)  SE5RAYIE)  395R H =
HeEEIR HIREEE  IDCIRSE  EFME 120.24.71.52 2018-05-28 02:13:17 K AL 13HEphiF HSubm -3
?ilZﬁﬂF"f%TE Pt 7 (1) EE(” ;ﬁiﬁﬁﬂﬂﬂﬁﬂ(ﬂ webmﬁi;ﬁﬁﬂﬁﬂ(n (1) %Dﬂﬂﬂ)ﬁ'ﬁﬂﬁ 103.96.75.19 2018-05-27 21:05:16 *Riﬁ-% ?HﬁBE}P ﬁ;ﬁﬁﬁaﬁ-;ﬂ;ﬁ

103.242.3.75 2018-05-27 19:42:52 7K ATIEE @R $3Subm-431E
RS EOSEE RS BT TS s 180.76.114.186 2018-05-26 17:03:28 KA LTEE IR RSl a0
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R RS 114.116.24.86 2018-05-25 15:02:27 FKALIEE TR sk a-13H
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ThreatBook Lab 2018-05-04 IDCIRsEsE N ) n
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FEER 2017-08-30 Jevat i it

e 42.180.142.123 2018-05-24 22:10:16 FRAEIEE SR BRI
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