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sub_2968 proc near
mow rld, rcx
mow eax, 1@7Fh
syscall
retn

sul 25gk endp

| s |

L\l ]
NP X0 Exnloit | H

0:007> uf 077fdooe
077fde0d 81ec00080000
077fdees6 60

[..]

077fdold bald5fc177
077fd022 8d4a5fc
077fde25 50

==y

077fde32 b8d7000000
077fde37 ffd2

Lol

sub
pushad

mov
lea
push

mov
call

esp,800h

edx, offset ntdll!Ntrriviless dServiceAuditAlarm+0x5 (77ca5edd)
eax, [ebp-4]
eax

eax,@D7h
edx

0:007> uf ntdll!NtPrivilegedServiceAuditAlarm
ntdll!NtPrivilegedServiceAuditAlarm:

77cab5ed8 b8d3000000
77caSedd bapee3fe7f
77cabee2 ff12
77cabSees c21400

mov
mov
call
ret

eax,0D3h

edx,offset SharedUserData!SystemCallStub (7ffe030@)
dword ptr - [edx]

14h

0:000> uf ntdll!NtProtectVirtualMemory
ntdl1!NtProtectVirtualMemory:

77ca5f18 b8d7000000
77ca5f1d ba@0@3fe7f
77ca5f22 ff12
77ca5f24 c21400

mov
mov
call
ret

eax,0D7h

edx,offset SharedUserData!SystemCallStub (7ffe@300)
dword ptr [edx]

14h
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° — ° — = A problem has been detected and windows has bheen shut down to prewvent damage
E— o ™ E ¥ tO your cComputer.
Modification of system code or a critical data structure was detected.
If thi=zs 15 the first time you'wve seen this stop error screen,
restart your computer. If this scueen appears again, follow
these steps:
"'-. iy — 3 ; ;
) E“.ﬁ. N E3 Check to make sure any new barde r/ orsoftware s properly installed.
‘ I /J ‘& ~ =] If this 15 a new installatiin, ask gour sardware or software manufacturer
for amy windows updates you mightin ad
f h g F3 ‘ﬁ ‘q: If problems continue, disable or cemoyz o newly dnstalled hardware
2J8 =] P I P l ';a or software. Disable BIos memory optionsdswch as caching or shadowing.
If wou need to use safe Mode to remowe or uisable,components, restart
wour Computer, press FB to select advacced 57aroup options, and then
lect safe Mode.
. ERERREEE i
75 L I‘ JITL it Technical information:
& — [N - wWHE STOPD Ox0000010% (0xA3AQ039DB935EFEAD, OxE36- 1 65EF L UGCBE3 \IxFFFFFE0003EFO4DO, O
° é =5 EE'— . X0000000000000001)
mRAElkR \&
collecting data for crash dump ...
Initializing disk for crash dump ...
[ ]
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. CVE-2017-0261 (0day)
. CVE-2017-0262 (0day) + CVE-2017-0263 (Oday)

- R
o VDRERGNS |22 A A
« CVE-2017-0261 #EATEATE Office 2010 fitk
- CVE-2017-0262 #EAFiEfE Office 2007 ftAk

- SHEPE5|ZBW A% 0day
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- R
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2m32'com\SOAPAssembly\http100914219423642070img0o

dropped

fficedpng.dll

1D:

Sample:

StartDate:

Score:

Behavior Graph

WINWORD.EXE
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ID:

Sample:

StartDate:

Score:

Behavior Graph

b2ae500b7376044ae92976d9e4b65af8
2017-09-27 22:00:31

7.7

WINWORD.EXE
dropped

lAppData\Roaming\Microsoft\Word\STARTUP\..wll
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. E—REHEFEINE Office 75 Oday

Haifei Li @Haifeili - 10 Oct 2017
Wow C Ilhf::r:'ui- 60 detects an Office Oday a
security companies? twitter.com/360CoreSec/st:

360 Core Security @ C
Qihoo 360 Core Security ui{:’[t:l_tw_i an in-the-wild attack

that |t:‘\-l:'I-:4E]'-:'I-_i CVE-2017-11826, an office Ll._iay
vulnerability..goo.gl/VDmhF5
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 OLEODbject & Font XJRHKBLRIE + ActiveX Z{4IERSY

; Office 2007 TIEFEHITAT ; Office 2007 TREAImIREAT

; mov eax, [eax+44h] 5 mov eax, [eax+44h]

0:000> dc 38450f4 l4c/4 0:000> dc 5998140 l4c/4

038450f4 000Offff 000Offff 00000004 00PROOOL ................ 05998140 000001de 0000VOdd ©OOOLRAL5 0PORLOIO ................
03845104 00000001 000VVVOO O0VOVOVOO PVPOOPOO ...........o00.. 05998150 00000000 00VVVVOO 0VOVOVOO PP ...........co...
03845114 00000000 ffffffff ffffffff 00000000 ................ 05998160 00000 ffffffff ffffffff 00000000 ................
03845124 00000000 ffffffff 00000000 00OOVOOO ................ 05998170 00000000 ffffffff 00000000 0OOOVORO ................
03845134 00000000 67a02e58 = ........ X..g 05998180 00000000 67110a89 = .....e..... g

; mov eax, [eax+44h] 5 mov eax, [eax+44h]

0:000> dc 01d9ffae l4c/4 0:000> dc 04131700 1l4c/4

01doffad 00000001 0000001 01f47928 000LROO9 ........ (Yeuouunn 04131700 0000045f 00000000 00OOOLRO PPLLROO  ...............
01doffbo 00000000 000D 00PVOVVO 0RO ................ 04131710 00000000 0VOVVVOO VOOVVOOO PPPRROO ................
01d9ffco 00000000 00VPR4bO 00000 0P ................ 04131720 00000000 0VVOOVO PO6904C 0063006 ........ L.i.n.c.
01doffdo 0005003c 000D 0VPVOVD BPRBRPPO <............c... 04131730 00720065 00680043 00720061 00680043 e.r.C.h.a.r.C.h.
01d9ffed 00000002 0RO @ L. 04131740 00720061 00610066 a.r..... f.o

5 mov ecx, [eax] 5 mov ecx, [eax]

0:000> dd 01f7e0a0 11 0:000> dd 088888ec 11

01f7e0a0 088888ec

; call dword ptr [ecx+4] ; call dword ptr [ecx+4]

0:000> dds 65d9420c 12 0:000> dds 088883ec 12

65d9420c 65b527ad mso!Ordinall@72+0x2dd 088883ec 72980e2b MSVBVM6O!IID_ IVbaHost+0x127eb

65d94210 mso!Ordinal836+0xaf // AddRef 08888310 MSVBVM6O!IID IVbaHost+0x127eb // Stack Pivot
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- RIRAEAEAFRE
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- AT LUEREfRAFIRIIF A

EQMEDT32.EXE EQMNEDT32.EXE svchost.exe WINWORD.EXE EQNEDT32.EXE

2017512819H
HAEr—1 s
+ CVE-2018-0802
» TRIERAR
- EFTE1E OLE fSaILARTOFIR
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- 2017128 19HA9ESR
- MD5: 299D@C5F43E59FC9415D70816AEE56C6
« ik Oday
- RTFEiE
 OLE #IEMIEEE1=

HEIRAATUR:
DirEntry SID=4:

- type: ©
- sect: ©
- SID left: @, right: @, child: ©
- size: @ (sizelow=0, sizeHigh=0) # logged by olefile.py
EREARR:
DirEntry SID=4: 'Equation Native'
- type: 2
- sect: 4
- SID left: 4294967295, right: 4294967295, child: 4294967295
- size: 197 (sizelow=197, sizeHigh=0) # logged by olefile.py
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0:010> bp ole32!0leConvertOLESTREAMToIStorage

0:010> g

Breakpoint @ hit

€ax=000004e0 ebx=059bc3cO ecx=00008000 edx=00000000 es1=02d80960 edi=001dade8

eip=75c528fa esp=001ldab2c ebp=001dadbo iopl=0 nv up ei pl nz na pe nc
cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 ef1=00200206
ole32!0leConvertOLESTREAMToIStorage:

75c528fa 8bff mov edi,edi

0:000> .writemem C:\de-obfuscated_ole.bin poi(poi(poi(esp + 0x04) + 0x08)) Lpoi(poi(esp + 0x04) + 0x0C)
Writing dc5 bytes..

0:000> db poi(poi(poi(esp + 0x04) + 0x08))

04946510 ©1 O5 00 00 02 00 00 00-0b 00 00 00 45 71 75 61 ............ Equa
04946520 74 69 6f 6e 2e 33 00 00-00 00 00 00 00 00 00 00 tion.3..........
04946530 ©Oe 00 00 dO cf 11 e0 al-bl 1a el 90 00 090 00 PO ..........cunvnn
04946540 00 00 00 00 0O 00 0O 00-00 0O 00 3e 00 V3 00 fe ........... Poooc
04946550 ff 09 00 06 00 00 00 0O-00 00 00 00 00 00 00 01 ..........c00...
04946560 00 00 00 01 00 00 PO 0V-00 00 00 00 10 0O PO P2 .........co0u0e.
04946570 ©0 00 00 01 00 00 00 fe-ff ff ff 00 GO0 GO GO GO ................
04946580 00 00 00 ff ff ff ff ff-ff £ff £f £ £ ff ff ff ................
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« MiniFat Sector {7 0x15 =715

@SEeh: GO PG BP B6 00 0@ 0O B8 A8 AF FIFFFFF 02 00 0D OO0 FE FC FOPEoE
P6EOR: |2

o 00 00 00 0O @0 0O @0 0P 00 PO 0O 0O 0O OO 0P PO 0P 0O OO 00 0O 00 OO 0P PO 0P 00 0O 00 99 00
90 00 00 90 0O @0 0P @0 0P 00 PO 91 @@ FE FF @3 @A 0@ 0@ FF FF FF FF 02 CE 02 00 00 00 00 00 (O

Template Results — OLESS. bt

¥alue
=truct SHEAD OleHeader
SECT Fat
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- Wy 28" ?
« XHJRIG RTF SEfEIFIE

{\object\objemb\objupdate{\*\objclass Equation.3}\objw380\objh260{\*\objdata ©01050000{{\object}}
02000000

0b00000o

4571756174696f6e2e3300

00000000

00000000

000e0000 ; Data Size
docf11ePalbl1ae1000000000000000000000000000000003e000300feff090006000000000000

0000000V NVVVVNVAVRVNVNVROVVVVRRRRfeffffffO2000000 ; 7E MiniFat Sector HIMIET 42 /1> 0
{\oldff}0aeeffffffff0100000000001c00000OTbo21000070000000000bCcO2000000000102022253797374656d0000480082010000020006000
0004800{\ole}BaRlffffff{f7cef1800040000002d01010004000000f00100000300000000VVVOVVVVVVVVBORVVVANBBVBBRAVVNVBBBBRBABY

0000000000V BRRARABOBLAROBBRALOBBLALOBRLRLRRRBRRCABARLALABBLAROBRNLNBAALRRRRRRRRR. ; FIE K
LIy /& Data Size

0105000000000000 ; #M7& Presentation i
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n% dropper method to

Have a look at this article, you
may miss a 0day few days ago




NAX 2R RER

IPersistStorage::Load(406881)
offset:406a93 call ReadMTEFData(42f8ff)
offset:421921 call 43755c
offset:4375d5 call 43a720

Egnedt32.exe 2000.

offset:43a72a call 43a87a
offset:43a89b call 43b418
; Font tag parse Logic
offset:43b44b call ReadFontName(4164fa)
offset:43b461 call 4214c6
offset:4214dd call LogfontStruct Overflow(421774)
offset:4217c3 call 421e39
offset:421eb5e rep movsd <-
offset:4218cb call 451d50
offset:4218df call 4115a7
offset:4115d3 call final overflow(4115d3)
offset:411658 rep movsd <-
offset:411874 retn

11.9.0
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checksum:
2018-01-24 01
UserHotPatch

Common Files\Microsoft Shared\EQUATION\EQNEDT32

20 3712
UserHotPatch

Shared\EQUATION\EQNE

2018-03-30 21:3C

UserHotPatch
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* Document MD5: A9SD3F7A1ACD624DE705CF27EC699B6B6
* Moniker: hxxp://s.dropcanvas[.]com/1000000/940000/939574/akw.html
e akw.html MD5: C40A128AE7AEFFA3C1720A516A99BBDF

- 201842823H
* Document MD5: 2E658D4A286F3A4176A60B2450E9E729
 Moniker: hxxp://s.dropcanvas|[.]com/1000000/942000/941030/IE.html
e TE.html MD5: C36D544588BAF97838588E732B3D47E9
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Behavior Graph

1D:
Sample: b42dda
StartDate:

Score:

C:\Users)y hAppData\Roaming\msfte.dll C:\Users \AppDatalRoaming\NTWDELIE.dII
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Class class_setprop_a
Dim mem

Function P
End Function

Function SetProp(Value)
SetProp = 0

End Function
End Class

// before mem = Value
0:005> dd 022cb9lc 14
022cb9lc 00000000
0:005> dd 04730834 16
04730834 08800001 00000001
04730844 7fffffff 00000000

// after mem = Value

0:007> dd 022cb91c 14
©22cb91c 00000000
0:007> dd 04730834 16
04730834 08800001 00000001
04730844 7fffffff 00000000

04730834 00000000

00000000 000V

04730834 00000000

00000000 00V
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e (CVE-2018-5002 was independently identified and reported by the following organizations and individuals: Chenming Xu and
Jason Jones of ICEBRG, Bai Haowen, Zeng Haitao and Huang Chaowen of 360 Threat Intelligence Center of 360 Enterprise
Security Group, and , Tencent

PC Manager (http://guanjia.qq.com/)
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var cls25:class 25 = new class 25(cls8, RtlUnwind Addr);

var NtProtectVirtualMemory Addr:uint = cls25. ("NtProtectVirtualMemory");
if(@ == NtProtectVirtualMemory_Addr)
{
return new Array();
}
var NtPrivilegedServiceAuditAlarm_Addr:uint = cls25. ("NtPrivilegedServiceAuditAlarm");
if(® == NtPrivilegedServiceAuditAlarm_Addr)
{

return new Array();

}



in{aTiEist CVE-2018-5002

- B[ -> ASC2.0 4Ri¥ -> {&H) FFDEC {207 1518 -> 3RS aNRAY swf 34
- FHilRRY WinDBG #h{H#

« RMB1TCES, IHRHIESETE

def callback_after_call getmethodname(self):
# dprintln("Enter into callback_after_call getmethodname™)
reg _eax = reg("eax")
# dprintln("EAX = " + hex(reg_eax))
addr_name = ptrPtr(reg_eax + 0x08)
len _name = ptrPtr(reg _eax + 0x10)

if @ == addr_name and @ != len_name:
if ptrPtr(reg eax + 0x0C) != 0:
addr_name = ptrPtr(ptrPtr(reg _eax + 0x0C) + 0x08)


https://github.com/michaelpdu/flashext_pykd

Bzt =ethfgy CVE-2018-5002 &

- iR -> ZiRiEE -> KBRS

// ﬁ@ﬁ?ﬁﬁﬁﬁﬁ B _- method

0:007> dd ©2c0ab24-10 . - 2  name null

02c0abl4
02c0ab24
02c0ab34
02c0ab44
02cBab54
02c0ab64
02cBab74
02c0ab84

09310110 09310120

093101a0
09310110 09310120
09310110 09310120
09310110 09310120
09310110 09310120
09310110 09310120
09310110 09310120

/] bR e

0:007> dd

02coabl4
02cPab24
02cPab34
02cPab44
02cPab54
02cPabb4
02c0ab74
02c0ab84

02c0ab24-10
09310110 09310120
09310120
093101f0 ©93101a0
09310110 09310120
09310110 09310120
09310110 09310120
09310110 09310120
09310110 09310120

093101f0
093101f0
093101f0
093101f0
093101f0
093101f0
093101f0
093101f0

0931010
093101f0
093101f0
093101f0
093101f0
093101f0
093101f0
093101f0

093101a0
093101a0
093101a0
093101a0
093101a0
093101a0
093101a0

093101a0
093101a0
093101a0
093101a0
093101a0
093101a0
093101a0

.memory

.1ig;

15 }

returns null

body
maxstack

localcount

initscopedepth
a maxscopedepth
10 try from ofsBeed to ofseed target ofsBBB4

12 code
13 try{
jump ofsB824

1

fs8624:
lis(

fspezs:
returnvoid
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Behavior Graph

Behavior Graph

ID:
ID: |

Sample: 92b1c50c3ddf8289e85ch

StartDate: 2018-11-29 18:34:43 Sample: 9¢65fa48d29e8a0eb1ad80b10b3d9603

Score: 8.8 StartDate: 2018-11-29 20:35:56

Score: 9.1

WINWORD.EXE

WINWORD.EXE

cmd.exe
started

started | started

cmd.exe
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// Virt(ualPro)tect = 74726956 74636574
var vp_addr:uint = this. (0x74726956, 0x74636574, 10, kernel32 addr);

this.writeDWORD32(sc_addr + 8 + 0x80 + Oxl1lc, vp_addr);
this.writeDWORD32(ptbl, sc_addr + 8 + 0x80);

this.writeDWORD32(p + Ox1lc, sc_addr);

this.writeDWORD32(p + 0Ox20, vec_uint.length * 4);

var args:Array = new Array(0x41);

Payload.call.apply(null, args); // Call VirtualProtect to bypass DEP
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