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"{O p e nwa I I Products Services Publications
‘{ bringing secunty into

open environments . [
| |

Follow us on Twitter

[<prev] [next>] [day] [month] [year] [list] “DDCKEF“, HSUSEMlI

Date: Tue, 28 May 2019 14:25:13 +1000

From: Aleksa Sarai <cyphar@...har.com> “DDCde I daemOI’l” ] ”!&\PP!E\ MmO r”

To: oss-security@...ts.openwall.com
Subject: CVE-2018-15664: docker (all versions) is wvulnerable to a

symlink-race attack AT
" Hes=>] : ["all version"],

A vulnerability in all versions of Docker can be potentially exploited by . ["CVE-2018-15664"],
miscreants to escape containers' security protections, and read and write N
data on host machines, possibly leading to code execution. N LP '
"escape', "code execution",
This is according to senior SUSE software engineer Aleksa Sarai, who "race condition", "arbitrary files"
said the flaw is a race condition bug in which a file path is changed after X 7N !
9 P 9 SHEIEX

it has been checked as valid, and, crucially, before it is used.

[""Aleksa Sarai', "Sarai"],
["Tuesday"' ]

The flaw, designated CVE-2018-15664, can be, in certain circumstances,
abused to read and write arbitrary files on the host with root permissions :
from within a container, Sarai explained on Tuesday. This is possible
provided there are no file system restrictions on the Docker daemon,
such as those imposed by AppArmor.
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CVE-2018-15664 Learn more at National Vulnerability Database
(NVD)
e CVSS Severity Rating ¢ Fix Information e Vulnerable Software .o _05-23 .90 - ) "
Versions « SCAP Mappings e CPE Information . 321;@5 23710:29:07.4530007,
Description "CVSS:3.0/AV:L/AC:H/PR:L/UI:R/S:C/C:H/I:H/A:H",
In Docker through 18.06.1-ce-rc2, the API endpoints behind the 'docker cp' command are : "CVE-2018-15664",
vulnerable to a symlink-exchange attack with Directory Traversal, giving attackers arbitrary : 1"2019-06-25T08:15:10.187000",
read-write access to the host filesystem with root privileges, because daemon/archive.go -
does not do archive operations on a frozen filesystem (or from within a chroot). - _
"http://lists.opensuse.org/opensuse-security—-announce/2019-06/msg00066.html",

References

Note: References are provided for the convenience of the reader to help distinguish between
vulnerabilities. The list is not intended to be complete.

"http://www.openwall.com/lists/oss-security/2019/05/28/1",
"http://www.securityfocus.com/bid/108507",
"https://access.redhat.com/security/cve/cve-2018-15664",

"https://bugzilla.suse.com/show_bug.cgi?id=1096726",

CVSS v3 metrics "https://github.com/moby/moby/pull/39252"
CVSS3 Base Score 75 I
: "In Docker through 18.06.1-ce-rc2, the API endpoints behind the 'docker cp’
CVSS3 Base Metrics CVSS:3.0/AV:L/ACH/PRL/UIR/S:C/C:H/I:H/AH command are vulnerable to a symlink-exchange attack with Directory Traversal, giving

attackers arbitrary read-write access to the host filesystem with root privileges, because

name="cpe:/a:docker:docker:0.1.0"H . : . : S
e daemon/archive.go does not do archive operations on a frozen filesystem (or from within a

xml: lang="en-US">Docker 0.1.0</

=
href="https://docs.docker.com/release-notes/docker-engine/">Version</

chroot).",
[”17.}(”,“18-){“] ,
[IIRCEII]

href="https://www.docker.com/">Vendor</

name="cpe:2.3:a:docker:docker:0.1.0:k:kikikikikix />
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