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012-3456789
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DNSTEAEERIEM X FHFAHIET HFIF

) (-] DNS TXT Record:
* DNS ;
DNS TXT Record: _globalsign-domain-verification=WONKkt7 Og6t_p0OWhGT9pHasZUSANT70S4XvzYqZeBOu-
. -
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* DNSSEC : DS, RRSIGN,DNSSKEY...

e TLSA : <EtWebfRG 2RI TLSIEF
(RFC 6698,2012)
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Spamhause DNS reflection , 2013 Dyn IWHE4 , 2016

C blog.cloudflare.com/the-ddos-that-knocked-spamhaus-offline-and-ho

attack is picking up again.

.

S per second

b1t

:
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04:00 06:00 08:00 10:00 12:00 14:00 4 : 00 22:00 00:00 02:00
B Inbound Current: 53.01 G Average: . 82 Maxamum: 118.52 G
B Outbound Current: 49.63 G Average: >/ .5 Maximum: 80.33 G

Bermuda

How to Generate a 75Gbps DDoS

The largest source of attack traffic against Spamhaus came from DNS reflection. I've Bahamas
written about these attacks before and in the last year they have become the source e Cuba o

of the largest Layer 3 DDoS attacks we see (sometimes well exceeding 100Gbps). : N islands
ayman islan Haiti

Open DNS resolvers are quickly becoming the scourge of the Internet and the size of . Jamaica Anfigua and

these attacks will only continue to rise until all providers make a concerted effort to Cierhits ko sl

Honduras

close them. (It also makes sense to implement BCP-38, but that's a topic for another €1 Shivador~  Leate
post another time.
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* 1970s, APARNETHISZ:Z%], SRI-NICfi 343" HOSTS. TXT
* 1980+, Jon Postel & Paul Mockapetris DNSTHRXFIEE:, BITH—Root Server

o 19854F4 MRIA AR S5 58, 1990 BEITA

SRI-NIC.ARPA NS.NIC.DDN.MIL | 192.67.67.53 SRI International

A.ISI.LEDU A.ISI.LEDU 26.2.0.103 Information Sciences
SRI-NIC 10.0.0.51 JEEVES SRI International C.NYSERNET | C.NYSER.NET 192.33.4.12

26.0.0.73 TERP.UMD.EDU | TERP.UMD.EDU | 128.8.10.90 University of Maryland
[SIB" 10.3.0.52 JEEVES [nformation Sciences Institute, USC GUNTER- GUNTER- 26.1.0.13 U.S. Air Force
ADAM.ARPA ADAM.AF.MIL Networking Group
ISIC 10.0.0.52 JEEVES Information Sciences lnStitUtC, USC NS NASA GOV NS NASA GOV 128 102.16.10 NASA Ames Research

192.52.195.10 Center

BRL-AOS | 192.5.25.82 BIND Ballistic Research Laboratory, U.S. Army
128 20 1.2 BRL-AOS.ARPA | AOS.BRL.MIL 192.5.25.82 Ballistic Research
- 128.20.1.2 Laboratory, U.S. Army

19854E, 4/ root server

19904E, 7 root server
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o WA TEMFZRINSIAT] (8% VeriSignlit ) , 5| xikss HIERS
s ABXNEEERIE KR, BRI, BAZE TR MR

o REEY R DNS IHER/DRA (<512575), TEHEES

» 19954F, 44 [a-i].root-servers.net, K485 7] XFF13/MB

Name IP Address Organization
NS.INTERNIC.NET A.ROOT-SERVERS.NET InterNIC (operated by
NS.NIC.DDN.MIL 192.112.36.4 Network Solutions, Inc. NSI)

i NS1.ISILLEDU B.ROOT-SERVERS.NET Information Sciences
KAVANISC.SRI.COM 192.33.33.24 SRI International _ Institute, USC
C NYSER NET 192 33412 NYSERnet C.PSI.NET C.ROOT-SERVERS.NET | PSINet
. . TERP.UMD . EDU D.ROOT-SERVERS.NET University of Maryland
TERP.UMD.EDU 128.8.10.90 University of Maryland _ - -
E.ROOT-SERVERS.NET NASA Ames Research

NS NASA.GOV
NS.NASA.GOV 128.102.16.10 NASA Ames Research Center
192.52.195.10 Center NS.ISC.ORG FROOT-SERVERS.NET Internet Software

Consortium
NIC.NORDU.NET 192.36.148.17 NORDUnet
NS NIC.DDN.MIL G.ROOT-SERVERS.NET GSI (operated by NSI)

AOS.BRL.MIL 192.5.25.82 Ballistic Research AOS.ARL.ARMY.MIL | HROOT-SERVERS.NET | U.S. Army Research
[Laboratory, U.S. Army Lab

NIC.NORDU.NET [ ROOT-SERVERS.NET NORDUnet

Root Servers, 1991 Renaming of Root Servers, 1995
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Throughout its entire history, the Internet system

has employed a central Internet Assigned Numbers

Authority (IANA)...
[32] Milton L. Muellerz, BB #ATK % ----V. Cerf, RFC 1174

MR EYGER BB : B ERMIGE 5 W 2% 22 B R JIM L
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* ICANN/IANA{S AR X EHE IR

* VeriSign L 71 3R X X453 &

» DNSSEC 544 TR UEAR X B HE 2B M

+ 20134 i BB IHIEKR

* 20134E ICANNEHAZFEGARI I 7B [2]
o B3 32 [E AR ] 2% Ha RERY L ES

s HIHEER—, FREFREm LR AR
e MMRICANN/TANARKIEFRME

» 2016FFIANAR BN G, BRI EEAABHEEEEBIFHLAE

[1] http://www.icann.org/committees/gac/gac-cctldprinciples-23tfeb(00.htm.
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* 2008245, FrARoot Serverl ZIPv4/IPv6 R #4212 PDNS %iit : "ER S AAAATT IR
e 20184E, ~98%HITLDAIPV6 |
* Google 4ttt : 24NEFEIPVoIRERE T 15%

: B
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- ElfFr{tiEi23 (IDN)

+ 1996 FHIRARFIITIE

» 20034F , JEASCII (RFC3490)
« 20094F Root FIGITLD

- F(i13FIDNIF B AIFA5E
' "5!5.'51512.1.5.@@ 766,735 (52.03%)

* com, nhet, org, Chinese
« 53MNMTLD
» }HHY1.4M IDN(~1%)

- BREERERRE(VirusTotal) Korear S 007 (17 40

72,110 (4.90%)

191,058 (12.97%)

Japanese

German
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FIFZ53 X (homographic) IDNI4 KRS R

=] ' 1 apple.com
HRE PP
Apple Inc. (US) vww.apple.com Real App|e

B SO Binance.com | Binance Crypto Exchange

|Ad | ilwww.Dinance.conv|v
Binance | Cryptocurrency Exchange
|Ad | f[www.Dinance.com/| *

N\ -
o' Lryptocurrency Exchan 9
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Maximum [IDN
SSIM Index Punycode Unicode Characters

.00 xn--ggle-55da.com google.com
1.4MIDNs  Image Pairwise xn--oole-z7bc.com google.com
rendering 0.99 xn--googl-r51b.com google.com
homographic xn--googl-n0a.com goog!e.COm
IDNs 0.98 Xn--googe-95a.com google.com
xn--oole-cxal3q.com google.com

IDN | apple.com

2 RS EARA M

\ | Not registered

| | Registered

* 1,516 homographic IDNs detected (100 blacklisted)
Brands: few defensive registration

# Homographic IDN " Defensive
(% of 1,516) Registration

google.com 121 (8.0%)

Brand Domain

# Homographic IDN

facebook.com 6.5%)

icloud.com 2.8%)

98 (

amazon.com 55 (3.6%)
42 (
(

googleusercor

youtube.com 41 (2.7%)

Fig. 7: Number of homographic IDNs associated with brand domains
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Dan Kaminsky 227775 4§23 17 &% HB571E(2008)

. %*%J&ﬁb@% ’ %Jﬁnﬁ&, = Checksum

e ILTNERAE : 1/232, B2 : DNS MSG
* Src port : BT '
e TXID : 16 bit Question: www.example.com
+ BRINR : 1/216
 Source Port :216
« TXID Random: 216
* 0X20 encoding(2008)
o ﬁi%% . 932+length /‘

Q: non-existed.example.edu?

Q: non-existed.example.edu?

A

A: non-existed.victim.com 1.2.3.4




H—MEEE G 0 UDPOH (Fragment)

o ARS5ZFFNN 2L 1 & FIRESFDNSHR XL 77 A
s B— NP EaEIVE

e ChecksumZ yET T 4] B

o W TIE ¢ kBB A BERE A

e il : BTHCARIDNS (CCS2018)

A:www.example.com 6.6.6.6

|
4 A
.f/

&
A HY

gl

Q: non-existed.example.edu?
A 4
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ZIEI5 Y9 1E © UDP4 A (Fragment)

Src port dst port(53)

o PRS- RIIS B % FTRE L EDNSH ) H R o o
o BNy RS A R o

e ChecksumBE 1T T 4] B ' Q: www.example.com

s W HE  UNNBE SR EBEE D 45 Fa A:www.example.com 1.2.3.4

e %] : ITHFCARIDNS (CCS2018)
+
AN
sagal| ‘_
_ A:www.example.com 6.6.6.6 J;I ﬁ;t %
e I
Q: www.example.com r ~
| Amwwexample.com 66.66 4
A:www.example.com 6.6.6.6 |
_ Q: non-existed.example.edu?
A A

B A R

2%
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DNSSEC Validation Rate by country (%) Use of DNSSEC Validation for China (CN)

Zoom: 1Th 1d 5d 1w 1m 3m 6m 1y max eValidating eMixed

2019 M

Zoom: 1Th 1d 5d 1w 1Tm 3m 6m 1y max e Validating eMixed

N 2018 M

2018 M
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138 = M T AR 528 DNSSECHBE B It 2019 K RER AL

sn 44 2R 5 &/ A BoiE
= [ENBRIT 0/0
X EENSRIT 15/13% 19/17%

1 E B gov.cn 0/0 2/0.1%
& EBFgov 1162/21% 99.05% 1141/21%

1 [EZF edu.cn 32/0.4% 0* 61/2.6%
EE#Fedu 150/2% 98.70% 174/2.5%
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201459 HIETF 2016455 H 20185510 A
%—4\DN§EF?%LI1’Eéﬁ DNS-over-TLS DNS-over-HTTPS
20114F DPRIVEERAL (RFC 7858) (RFC 8484)
DNSCrypt BE—MEIETFARHELE) | A
iy “ JNEEDNS MY
]2)‘;’22'5 201548 3 201749 3
urve
REC 7626 IETF DNS-over-HTTPS
/NN ER I\ -
o — M DNS P B—HETADNSKARL AR | TR

AR RFCC
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» DoHE#] : A4 DoHARS 5B B K LA e oo
* Google(8.8.8.8) ‘ | moz
* CloudFlare(1.1.1.1)

o /NIEDNS-over-TLSEEATAR S 55 -
1.5K2KEHS

» HEIEFELES IR
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.« <50
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Chaoyi Lu and etc. An End-to-End, Large-Scale Measurement of DNS-
over-Encryption: How Far Have We Come? IMC 2019
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EDNS#0 DNS flag day

. 19874EHIRFC 1035854 T DNS 3R CHIF/N. BiIhie The lIssue

- EDNSH EDNSEAFNTI6E
» IPv6, DNSSEC. ECS%
o [A]JGFAH) Workaround =i,
o IRSFER AN LEFEEDT K IE T I8
* DNS Flag day:

* 2019/2/1 B 5, XTEDNSSEIRAIRHERIRABUR S 2%, Google
LNILDNSHAF AT, FIRES BT R

facebook

— dns-oarc_net AAAA

§@ Resolver :‘:; ENDSO

POWERDNS

e comoany :ll 2620:ff:c000::6
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20185E R ZFFEDNS HTop 10 DNS AR5 ALRS

Contacts needed! Top ten EDNS-broken providers
provider domain breakage # broken

hichina.com. 35.78 % 469 611

dnspod.com. 25.66 % 336 797
myhostadmin.net. 5.04 % 66 208
Xincache.com. 4.82 % 63 246

dnspod.net. 3.27 % 42 881
dnsdun.net. 2.85 % 37 435
gmoserver.Jp. 2.71 % 35595

alidns.com.

Top ten: EDNS-broken providers in October 2018
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