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Switch to backup stage one C2 server (BACKSPACE is typically configured with main and backup
first-stage C2 servers).

JForZRLnk3z/bak.txt

/ForZRLnk3z/app.txt Download and execute the file.

/ForZRLnk3z/myapp.txt Download and execute the file (if victim appears in hostlist.txt).
/ForZRLnk3z/ver.txt Perform version check.

/ForZRLnk3z/exe.txt Download and execute the file if the version check fails (self-update).

/ForZRLnk3z/SomeUpVer.txt | Backup URI for version check.

/ForZRLnk3z/SomeUpList.txt | List of hostnames that should perform self-update if backup version check fails.

/ForZRLnk3z/SomeUpExe.txt | Backup URI for self-update.

/ForZRLnk3z/dizhi.gif Second-stage C2 information (IP address and port(s)).

/ForZRLnk3z/connect.gif List of victims to connect to second-stage C2 controller.
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