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ZEE-REENZE...
APT — Security Affairs
Arbor Networks Thr...
Blog — Flashpoint
Cisco's Talos Intellig. ..
FreeBuf BEXRIZRZ. .
Malwarebytes Labs
McAfee Blogs
McAfee Labs — McA...
Palo Alto Metworks ...
Recorded Future
Securelist - Kaspers...

Symantec Blogs

The Akamai Blog

The Citizen Lab

-

iyouport @iyouport_news - 201858 H16H

[#DarkHydrus (kM TATRANE K EMNFRLIA] —’\tﬁ
NEFNEDEREFR LA#RTERANBNERE, EED
BPRBUGHIHEHAAIESR. Palo Alto Networks Unit 426
RRAREERIRZBLRMDarkHydrus, 7RIS
BEF{ERPhishery R E .,

& BFH

DarkHydrus Relies on Open-Source Tools for Phishi...

DarkHydrus Relies on Open-Source Tools for Phishing
Attacks A threat actor that ...

plus.google.com
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11 Park, Moonbeom R BMA BT

Jacob Soo @_jsoo_- 15108

Finally got time to look at Malicious samples after a long day (
@360TIC You missed out this #DarkHydrus sample?
virustotal.com/#/file/e068c65. ..

c2:

Office365\.agency

Onedrive\.agency

corewindows\.agency

microsoftonline\.agency

onedrive\.agency

sharepoint\.agency

communication

360 Threat Intelligence Center @360TIC

#DarkHydrus is launching attacks to targets

in Middle East. DNS tunneling is used for C2
. Dropper: il xism...

Grey Noise

Hail a TAXII

HoneyDB

Icewater

Infosec - CERT-PA

|-Blocklist

Majestic Million

MalcOde DNS

Sinkhole

MalShare.com

Maltiverse

Malware Domain List

MalwareDomains.com

Metadefender.com

Grey Noise is a system that collects a|
collects data on benign scanners sucl
and telnet worms.

Hail a TAXIl.com is a repository of Op:
format. They offer several feeds, incl
format, like the Emerging Threats rul

HoneyDB provides real time data of h
deployed on the Internet using the H:

access to collected honeypot activity,
honeypot Twitter feeds.

12,805 Free Yara rules created by htt

Malware samples collection and anal
more. Created and managed my CER

I-Blocklist maintains several types of
categories. Some of these main cate!
Other lists include web attacks, TOR,
available in various formats.

Probable Whitelist of the top 1 million
by the number of referring subnets.

The files in this link will be updated d
distributing malware during the past

The MalShare Project is a public mal
access to samples.

The Maltiverse Project is a big and en|
complex queries, and aggregations t
infrastructures. It also has a great lo!

A searchable list of malicious domain:
registrants, focused on phishing, troj

The DNS-BH project creates and mai
to propagate malware and spyware.
prevention (sinkholing DNS requests)

Metadefender Cloud Threat Intelligen
signatures, including MD5, SHA1, and|
spotted by Metadefender Cloud withi
with newly detected and reported ma|
intelligence.

c. [US] | https://otx.alienvault.com/browse/pulses?q=oceanlotus

Pl ENDPOINT SECURITY CREATE PULSE oceaniot

0 Groups 0 Indicators 1 Industries 0 Adversaries 1

We've found 19 pulses

APT32

[CREATED| 42 DAYS AGO by mokomoko1 | Public | TLP: @ Green
FileHash-SHA256: 2 | Domain: 65 | URL: 240 | Hostname: 55
In order to be as stealthy as possible, the OceanLotus operators
ESET

OceanLotus New watering hole attack in Sou
0 52 DAYS AGO by AllenVaut | Public | TLP: ~ White

FlleHash SHA256: Domain: 25 | Hostname: 24

ESET researchers have discovered a new wa 4

china

ole campaigi

» Possible OceanLotus APT group recent targe
[ - MODIFIED| 122 DAYS AGO by rOnyraay | Public | TLP:  White
o Domain: 4 :7 | Hostname: 18 | IPv4: 1 | CVE: 2 | FileHa:
The 360 Thre

ligence Center recently discovered the new
CVF-2017-118R2. APT. Oceanl otis. FrernalBlue. exinit. South A

OceanlLotus
/ D 152 DAYS AGO by nightingale | Public | TL White
FileHash-SHA256: 26 | Domain: 43 | URL: 3 | Hos(name:‘% |

Sea Lotus APT organisation latest attack sam|
|cREATED| 226 DAYS AGO by DeepSec | Public | TLP: White
Domain: 7 | CVE: 4 | FileHash-MD5: 9 | IPvé: 3

Sea Lotus ( Oceanlotus ), also known as APT32 or APT-C-00,isa
h1 &et:. h2 &et:. iocs ). dllentrv. iocs. hash. apt32. oceanlotus,

New MacOS Backdoor Linked to OceanLotus
}( EATED| 283 DAYS AGO by AlienVault | Public | TLP:
FileHash-SHA256: 3 | Hostname: 3

We identified a MacOS backdoor (detected by Trend Micro as OS]
Mar0S. hackdoor. Oceanl otus. OSX OCFANIOTUS. trendmicr

White

OceanLotus Old techniques, new backdoor

|CREATED| 305 DAYS AGO by AlienVault | Public | TLP:  White
FileHash-SHA1: 11 | Domain: 63
A prolific purveyor of malware, OceanLotus has its sights set on |

vietnam

Tro;an Win32/0Orbus
299 DAYS AGO by popularmalware | Public | TLP:
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. ﬁéﬁﬂ,ﬁ‘l\ A | e | q&%i&fgﬁg?ﬁi% aptnotes / data @Watch~ 175 | s Star 587  YFork M2
E4 PAWANINL ) & S = == Sh
\ B LY AN /| \th /_ E \ \—_— <> Code Issues 27 Pull requests 0 Projects © Wiki Insights
A — TG/~
—_— I =t
APTnotes data
ﬁJﬁ‘? T
5 o
. G it h u bt = S A PTn Ote S QZ E_ P 168 commits ¥ 1branch © 0 releases 22 3 contributors
Bx BE&15
Branch: master ~ New pull request Create new file  Upload files  Find file Clone or download ~
IF&EFr , (BB ASTHESYHR AT
KY2
Ij: I —— jj 7'< D - I £ kbandia Add multiple reports v EUT):I:/)'F:I Latest commit d9a638b on 5 Feb
LY
:}?*E@EE ~ E B .github add date 2 years ago
I N E 0o [El APTnotes.csv x{& Add multiple reports 4 months ago
£
[E) APTnotes.json Add multiple reports 4 months ago
[E] README.md Update Readme 5 months ago
kbandla / APTnotes X 1—&.—&% @ Unwatch ~
[—]
T
<3 Code Issues 3 Pull requests 2 S_\Z jects 0 Wiki Insights
Ij: CyberMonitor / APT_CyberCriminal_Campagin_Collections @ Watch~ 125 % Star | 503 YFork 140
Various public documents, whitepapers and articles about APT campaigns
<> Code Issues 0 Pull requests 0 Projects 0 ‘Wiki Insights
D 391 commits ¥ 1 branch > 0 releases APT & CyberCriminal Campaign Collection
apt
Branch: master New pull request Create new file Ul
® 220 commits ¥ 1 branch 0 releases 22 1 contributor

@ kbandla committed on 28 Jun 2017 Import reports till H1 2017 from aptnotes/data

2008 Added PAN's report on Nitro

2009 Added PAN's report on Nitro

2010 Add another Aurora report

20M Add norman's report on PaleBot from 2011

2012 Add PAN's report on lurid

2013 Add BitDefender paper on MiniDuke

2014 Merge pull request #103 from kbandla/deathclick
2015 adding minerva/clearsky copy kittens report from 2015
2018 Creation of 2016 folder

docs Fix rtfd files

historical Added PAN's report on Nitro

Branch: master » || New pull request

CyberMonitor 2018.06.14.MirageFox APT15

2008 go
2009 go
2010 go
20m go
2012 go
2013 go
2014 2014.02.20.0peration_GreedyWonk
2015 2018.02.21.Tempting_Cedar
2018 update
2017 2017.11.06.0ceanlotus-blossoms
2018 2018.06.14.MirageFox_APT15
historical go

[E] README.md 2018.06.14.MirageFox_APT15

Latest commit @dc415a 41 seconds ago

¥ BT
MBS

ayear ago
ayear ago
ayear ago
ayear ago
ayear ago
ayear ago
13 days ago
4 months ago
4 months ago

3 months ago
40 seconds ago
ayear ago

40 seconds ago
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APT REPORTS

APT32 (OceanlLotus) - A Zebrocy Go Downloader

dich APT bai ban nhu t!

By GReAT on January 11, 2019. 10:00 am
A\
(Phan 2)

Last year at SAS2018 in Cancun, Mexico, “Masha and these Bears” included discussion of a subset of Sofacy activity and

malware that we call "Zebrocy”, and predictions for the decline of SPLM/XAgent Sofacy activity coinciding with the
LangTuBongDem [_Follow . L . } A . .
> acceleration of Zebrocy activity and innovation. Zebrocy was initially intreduced as a Sofacy backdoor package in 2015, but
Jan13::8:minread the Zebrocy cluster has carved a new approach to malware development and delivery to the world of Sofacy. In line with

this approach, we will present more on this Zeb

o . SE. CONTAC
R l'aStl] ne SOLUTIONS USE CASES WHY LASTLINE RESOURCES

Our colleagues at Palo Alto recently posted an:

d i faZeb G i October 1 « . ” - .
oaon e @ evory BowerantasOcteb™ Threat Actor “Cold River’: Network Traffic Analysis and a
ys productive. .
Deep Dive on Agent Drable

Qur original "Zebrocy Innovates - Layered Spe:z
documents the very same downloader, putting

And while the targeting in the May event was m u“m

downloader and same C2 was used to targeta | Executive Summary
previous Zebrocy target earlier in 2018. So, kno

tells us a bit about the willingness of this group  While reviewing some network anomalies, we recently uncovered Cold River, a sophisticated threat
actor making malicious use of DNS tunneling for command and control activities. We have been able
While they are innovating with additional langu:  to decode the raw traffic in command and control, find sophisticated lure documents used in the
components may have mare longevity than pre  campaign, connect other previously unknown samples, and associate a number of legitimate
Zebrocy activity and innovation will continue tc - organizations whose infrastructure is referenced and used in the campaign.
The campaign targets Middle Eastern organizations largely from the Lebanon and United Arab
Emirates, though, Indian and Canadian companies with interests in those Middle Eastern countries
are also targeted. There are new TTPs used in this attack — for example Agent_Drable is leveraging
the Django python framework for command and control infrastructure, the technical details of which
are outlined later in the blog.

Trong cudc s6 ng, c6 nhing thit ta cit tim hoai dau ddu ma khéng bié tra ng
noé ¢ ngay bén canh minh, dérd idé nlicnhan ralai qua mudn mang viné

tudt khoi ta m tay cia minhma tro6 1i:(

We are not sure which threat actor or proxy of a threat actor is behind the campaign. This campaign
is using previously undiscovered toolcraft and we speculate that right-to-left languages used has
influenced the hardcoded string “Agent_Drable” name into the implant used in the campaign. It
references a 2007 conflict of the Lebanese army at the “Nahr Elbard” Palestinian Refugee camp,
which is a transliteration of Nahr el bared. The English translation of Nahr Elbard is “Cold River.”

Anh va em, chiing ta nhu 2 dudng thang song song ltic n&o ciing nhin tha y
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FilR-1132
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kino @0x10000000 - 201811 524H v

#APT #HWP #M

sfkino.tistory.com/72

navSi @navSii6

MDS5 : 281160972ef8f657139d3801139e6783
FirstSubmission : 2018-11-24 08:14:48 UTC
Author / Last Saved by : yoonjh337 / cha0520
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ClearSky Cyber Security @ClearskySec - 20185 12H20H v
mf #Sofacy related sample uploaded from Macedonia - "UDS 2019 Current
Agenda.doc"

C2: photopoststories\.com

virustotal.com/#/file/04bd6c3...

drops:
ebdc6098c733b23e99daab0e55¢f858b
C:\Users\admin\AppData\Local\Temp\cInb.dat

oan

& BliFHxX

EdgeSpot_io @Edgespot_io -

18118

°© avman @avman1995 - 8/)\if
B8 @avman1995 @JayTHL &B45M 13 A
#Bitter RAT c2: nethostsupport.ddns[.]net

Stay tuned until tomorrow ETA 6-7 hours :)

gran \Data\adobe.dll

YA EEEE = 2L

wcos AaBbC AaBOG |

UNDERWATER
DEFENCE & SECURITY
 Sl—

UNDERWATER
DEFENCE & SECURITY

T e—

CONTROL THROUGH INNOVATION

2019 CURRENT AGENDA

#ThreatIntel We detected another sample
twitter.com/Edgespot_io/st....

VT detection: same 16/58. New url: "http:/;

™M 1

O T

360 Netlab @360Netlab - 1 H10H

edgespot.io/analysis/b1f64...

& EhFHEX

gines detected this file

[F-8" standalone="yes"?>
'emas . openxmlformats . org/package /200t
spenxmlformats . org/of ficeDocument /20¢

% ey & i SPCEPPEPAReEoNgs TargetMode="Exter
nats.org/of ficeDocument /2006 /relatior

- oo A T out 1. xml " /> <Relationship Id="rId1"

A o A =5 ats | org/of ficeDocument /2096 /relatior

A Soml A ety onship I1d="rld4"

A v Kanprashy A 5" ats .org/of ficeDocument /2086 /relatior

A~ Qw300 A wemefRelationships>

Al Sy A eson

A o ZoneAbem V “Gongs

[ Abalabvy )

Q n s Q s &

n

Interestingly the dns hame of this c¢2 shares very similar naming structure with
the old mykings botnet we reported a while ago, blog.netlab.360.com/mykings-
the-bo..., here we have 000000[.]info, mykings uses "0000000[.Jme" and
"0000000[.|club"

zom3y3 @zom3y3
a new family botnet, probably ¢2: 1[.Joo0000][.]info:80
#unknown_botnet

SRR ERRS
& PR
9 nr Q 12 |
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2B78A7FO0CD2EFB69BDACFF9B9C59F9CC;Operation
39B32E5FCEC968631B6BADEAF9BD517C;Operation
3A6B48DE605ACI9ES8FFD83D87DB650EB; Operation
3B13B419FA2E3FE7E93CF64CDD615A38 ;0peration
45A88F2748B19690C4BF4F6E76F26389;0peration
4AE49BCODDFFCF1AB5FA33FAAE966E98;0peration
8F47377F880CEF626C30BCD3A68BFEDO;Operation
Al16DAD1248433BBAD204AB4705AFC47A;Operation
A24582E2A9162F32D09349953FAC52B1 ;Operation
AEB690D932153C82881365AA2003AF53;0Operation
B98BBC9B1158A6879DA82357C2326644 ;0Operation
C01A91A26DD90363F0ABIOD5163A3C5F;Operation
CEFA6225208E4FD18E326C860398B0AC;Operation
E656E1E46E3AD644F9701378490880E2 ;0peration
2F9353046222A49317C9DB3BE4CD1EL12;Operation
D47DC7AF8814422DD36801C158707359;0Operation
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Night
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Night
Night

Attack
Attack
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Attack
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Attack
Attack

Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group

Global
Global
Global
Global
Global
Global
Global
Global
Global
Global
Global
Global
Global
Global
Global
Global

Expansion
Expansion
Expansion
Expansion
Expansion
Expansion
Expansion
Expansion
Expansion
Expansion
Expansion
Expansion
Expansion
Expansion
Expansion
Expansion

@& https://raw.githubusercontent.com/Neo23x0/signature-base/master/iocs/otx-hash-iocs.txt

http://blog.alyac.co.kr/1519
http://blog.alyac.co.kr/1519
http://blog.alyac.co.kr/1519
http://blog.alyac.co.kr/1519
http://blog.alyac.co.kr/1519
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http://blog.alyac.co.kr/1519
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http://blog.alyac.co.kr/1519

E06B797A24FAQ03A77EODSF11BO0CFOF4F038E0A9EA04D4981D39148969349C79C;Comnie Continues to Target Organizations in East Asia

comnie-continues-targ

OEBA4E4D5CAS501BAD25A730FB5DES34FA324C6AC23E0A573524693F2D996D105; Comnie

comnie-continues-targ

29ED6EB3C882B018C2BB6BF2FB8EB15069DC5510CA119ABEBF24F09E3C91F10AA;Comnie

comnie-continues-targ

316A0C6849F183A1A52D0C7648E722C4CA85BD57B0804A147C0C8656B84BBDBY ;Comnie

comnie-continues-targ

48A1CE103E5BF47C47CC5ED40B2DC687EBAF3674D667419287BCB1D0B8D8DDAG ;Comnie

comnie-continues-targ

62B98DDE60CB4DDOD0088BDE222C5C2C4C92560CCCF4753F1CE94E044093AB85; Comnie

comnie-continues-targ

639A49390C6F8597D36ECOBD245EFA1B4A078C0506FB515E577A40389B39A614 ; Comnie

comnie-continues-targ

7282D0709449ABE16457864F58157CAC8D007571DC5D463D393D1AE2605D17E0; Comnie

comnie-continues-targ

756952652290AD09FE03CB674D44EAB2077B091398187C3ABCB6F1DDC462C32D; Comnie

comnie-continues-targ

8026442B812469E48CCD11611AB6EACDCB312A8F1AABDS563B7F4CB4868315E16;Comnie

comnie-continues-targ

BF6EE8426245B167A69292E513C0841D818B310DDA87DAEA649221F4EQOAFD1B3;Comnie

comnie-continues-targ

C8951038FD53321661274E5A12532C3FB6F73C75FD75503A1089C56990658FEF ; Comnie

comnie-continues-targ

EED5945C36BA22A2531DD2D9DD7BC4E17E68544D512BE75670919CAF287C1B4A; Comnie

comnie-continues-targ
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asm
2018/03/01 2018/07/13 49.8. BE/BE ASA7846 SEDO GmbH

L L) 2016/08/02

wEE 2017/08/02 W17/12/21  2018/02/28  69.64.147.24 RE/AE None

] 2018/08/02 2

f— o1 | 2OV/BS/0A 20171218 176.107.177.9 QEE/GE. AS42331 PE Freehost ©
017/83/21  2017/85/82 46 199.141  NV/EGM  AS28753 Leosemeb Deuts. Gl
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QEmm 2017/02/23 2017/02/23 1.6 L2 AS52423 Racknation S.A. x
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HYBRID  Atone  Eubmissons -  MAcsources - Ejobs X Contact Q. 1, Dormai,Hash x| WEngish  More~
test Submissi Ml Process  Extacted Fles. 9, Sarie not shared
Latest Submissions = Nework Traffc & TORmndlyss @ Decrypted SSLafhc
There are 3 submissionis) pending.
Inut Threat level Analysis Summary Countries Environment
- [ i | Threat Score: 1007100 = Windows 7 32 bt
PE32 executable (GUI Intel BO34, for MS Windaws AV Derection: 78%
59Ba414195607dbi270bJerke BT913Id2TTH0B O icISB40bE 4ebeTSIIA5IE DeepScan Generic Trniebat
Matched 26 Indcators of == )
lanuary 132019, Riptidemp.dil T Threat Score: 1007100 = Windaws 7 32 bt
PE32 executable (DLL) (GUI) intel 80386, for MS Windows AV Derections 50% Trojan Generic
SeardZbdbiadtied962cBE0C228024TTa 26 31bab23c2207abBbd] Matched 19 Indicators o = §
e
January 13 2019, 8:50 CET) @ . [ ariiguo | Matched 4l indicators ot B & - Winclows7 32 bit
C5-4BFFT05991E/NDPIOSPI-KBIBIZAN 264 xe.
PE32 executable (GUY) Intel BO386, or MS Windaws
Foad59bdadT5CIFFo042BIBTIBAR I IAT2SOF TS 6B 2800CHF 4967
January 13 2019, B:49 (CET) execexs [ maicos | Threat Scare: 90100 L] Windows 7 32 bit
Intel 80386, AV Detection: 56% Razy Generic
P TI6174B64766007C3 4B ETd32cA0344 Matched 8 Indcators = §
January 13,2009, B:47 (CET) appene T Trreat Score: 1007100 - Windlows 7 32 bt
PEI2 executable (GU Intel BO3BS, for MS Windaws AV Detection: 46% Trojn Generic
biSbIcHCT3401447039¢eTTcbalbebT4eaeTel S6eBbI8eBI4 2016 0e 85933 Matched 2 indicators §
January 13 2019, B:46 (CET) in3241 Threat Seare: 56100 - Windows 7 32 bit
PE32 executable (DLL) (GUI) Intel BO3B6, for MS Windows AV Detection: 63%
TTaloedcd33bTI3H3497d0245869ch bcced 10d44dd 316073206 1905566 DiepScan Generic Tinbot.
Matched 12 ndicators_ ot #

VirusTotal

us files and URLS to detect types of malware,

Analyze suspi

automatically share them with the security community.

File URL Search

Search a URL, IP address, domain, or file hash q

By submitting your file to VirusTotal you are asking VirusTotal ta share your submission with the security
community and agree to our Terms of Service and Privacy Policy. Learn more.

hreatMiner

ata Mining for Threat Intelligence

Search I0G  Search APTNotes

ind out haw y

can get the mast aut of this

Search for domains, IPs, ME filaname (flanamex), URI (uri), registry

13629709 44978981 = 606

APTNotes Reports

10608250

Malware sampes Domains Hosts

<& Recent domains 2 Recent hosts W Recent samples

cangana.com 60.16.239.177 5151e7646001BMicdedd1 d7efficTe

Quenchsession.ipa.co 162.241.202.143 442Tbac230a7c0cT66002aa14825142

inboudinks.cf 166.62.39.196 2eaTBol1611d2115608a460ba789249b

junkbustersnottingham.co.uk 50.56.216.217 b205200ee8M004124745166023c048d

unionterry hicam.net 13.249.12.157 2656b2a4000287 65(BH0CICEeT26064

unawakening-hoof.000webhestapp.com 62.4.16.205 112¢7350b1b1e2eb71365019403e00e

apps-payment servehttp.com 198.57.26.163

4617cb33dad? df5437d727 4689056938
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HERTSHNEE |, 201755 EERnREESTEE  EBE , Sihs, EXSiu T VEsTE , afiFn. BT #
B, Sk, SENETEESHK
8%
https://www2.fireeye.com/rs/848-DID-242/images/rpt APT37.pdf
https://securelist.com/operation-daybreak/75100/
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Operation Daybreak

By Costin Raiu, Anton Ivanov on June 17, 2016. 6:00 am

CONTENTS

Earlier this year, we deployed new technolegies in Kaspersky Lab products to identify and block zero-day attacks. This
technology already proved its effectiveness earlier this year, when it caught an Adobe Flash zero day exploit (CVE-2016-
1010). Earlier this month, our technology caught another zero-day Adobe Flash Player exploit deployed in targeted attacks.
We believe the attacks are launched by an APT Group we track under the codename "ScarCruft”.

ScarCruft is a relatively new APT group; victims have been observed in Russia, Nepal, South Korea, China, India, Kuwait and
Romania. The group has several ongoing operations, utilizing multiple exploits — two for Adobe Flash and one for
Microsoft Internet Explorer.

Operation Daybreak appears to have been launched by ScarCruft in March 2016 and employs a previously unknown (0-day)
Adobe Flash Player exploit. It is also pessible that the group deployed another zero day expleoit, CVE-2016-0147, which was
patched in April.
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> Sofacy Uses DealersChoice to Target European Government Agency

Sofacy Uses DealersChoice to Target European Government Agency

@

P

Indicators of compromise:

Malicious IPs and hostnames:

.« 2127.217]10 P\

« reg.flnetl]Jorg \

« webconncheck.myfwl.lus P
MD5s: )

Vulnerability ZeSackbbfL08feecO7elcc36560ab0b6 Indicator
v 26f14b547d9a7190a11911c06f906063

e51ceRBc2e2d226365bc5315d3e583e
067681b79756156ba26c12bc36b835¢
fBa2d4ddf9dc2de750cBbAbTeed5ba3f
8844a537e 7153319 2caBe81886e70fbe
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Meta-Features
Timestamp
Phase
Result
Direction
Methodology
Resources

Infrastructure Capability

. | A
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Vulnerability

Victim

libtag, 139k,
=] |
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Drive-by Compromise.

Explon Public-Facing Application

Hardware Additions

Replication Through Removatle
Media

Spearphishing Attachment
Spearphizhing Link

Spearphishing via Service

Supply Chain Compromise
Trusted Relationship
Walid Acoounts

AppleScript

cMsTP

Command-Line Imerface
Compiled HTML File
Cantral Panel items

Dynamic Data Exchange

Execution through API

Execution through Module Load

Exploitation for Client Execution

Graphical User Interface
Inztalluil
LSASS Driver
Launchet!

Local Job Scheduling

Mshta

PowerShell

Regsw3z

Rundli32
Scheduled Task
Scripting
‘Service Execution
Signed Binary Proxy Execution
Signed Seript Prory Execution
Source
Space after Filaname
Third-party Scftware
Trap

Trusted Developer Lhilities
User Execution

jindowa Management
Instrumentation

Windows Remote Management

XSL Seript Processing

Persistence
bash_profile and bashre

Accessibility Festures
Account Manipulation
AppCert DiLs
Appinit DLLs
Application Shimming

furhemtication Package

BITS Jobs
Bootkit

Browser Extensions
Change Default File Association
Companent Firmware

Component Object Model Hijacking

Create Account

DLL Search Order Hijacking
Dylib Hijecking

External Remote Services
File Sysiem Permissions Weakness
Hidden Files and Directories
Hooking
Hypervisor
Image File Execution Opticns Injection
Kemel Medules and Extensions
LC_LOAD_DYLIB Addition
LSASS Driver
Launch Agent
Launch Daemon

Launchetl
Local Job Scheduling

Login ltsm
Logon Scripts

Modify Existing Service
hereh Helper DLL
New Service
Office Application Startup
Path Intercepticn
Plist Maodification

TTPtR-ATT&CK

T T N N S T T S N

Access Token Manipulation

ssibility Features
AppCert DLLs
Applnit DLLs
Application Shimming
Bypass User Account Control

DLL Search Order Hijacking

Dylib Hijacking
Explaitation for Privilege Escalation
Extra Window Memory Injection

File System Permissians

Neakness

FHoaking
Image File Execution Opticns
Injection

Launch Daemen

New Service
Path Interception

Plist Modification
Port Manitors
Process Injection
SID-History Injection
Scheduled Task
Service Registry Permissicns
Weakness
Setuid and Setgid
Startup ltems
Sudo Caching
Sudo

Valid Accounts

Web Shell

ATT&CK Matrix for Enterprise

‘Access Token Manipulation

BITS Jobs
Binary Padding
Bypasa User Account Control
CMSTP
Clear Command History

Code Signing
Compiled HTML File
Companent Fimmware
Component Object Model Hijacking
Control Panel items
DCShadow
DLL Search Order Hijacking

DLL Side-Loading
Deabfuscate Decade Files ar
Information

Disabling Security Todls

Exploitation for Defanse Evasin
Exira Window Memory Injsction
File Deletion

Filz Permissions Modification
File System Logical Offssts
Gatekeeper Bypass
HISTCONTROL
Hidden Files and Diractaries
Hidden Users
Hidden Window
Image File Execution Options
Injaction
Indicator Blocking
Indicater Removal from Tools

Indicator Remeval on Host
Indirect Command Execution

Install Reat Certificate
InstallUil
LC_MAIN Hijacking
Launchet!
Masquerading
Modify Registry

Account Manipulation

Bash History
Brute Force
Credential Bumping
Credentials in Files
Cradentials in Registry

Explaitation for Credential Access

Forced Authentication
Haoking
Input Capture.

Input Prompt
Kerberoasting
Keychain
LLMNR/NETNS Paisoning
Netwark Sniffing
Password Filter DLL
Private Keys
Securityd Memory

Two-Factar Authertication
Intsrception

unt Discovery

Application Window Discavery
Browser Bookmark Discovery
File and Directory Discovery
Network Service Scanning
Netwiork Share Discovery

Netvrork Sniffing

Pasaword Palicy Discovery
Peripheral Device Discovery

Permission Groups Discovery
Process Discovery
Query Registry
Remote System Discovery
Security Software Discovery
System Information Discovery

System Network Configuration
Discovery

System Nework Connections
Discovary

System Owner/User Discovery
Systemn Service Discavery

System Time Discovery

AppleSeript
Application Deployment Software

Distributed Component Object
Model

Exploitation of Remote Services
Logon Scripts
Pazs the Hazh

Pazs the Ticket

Remote Desktop Protocol
Remots

Remote Services

File Copy

Replication Through Removable
Media

SSH Hijacking
Shared Webroot
Tairt Shared Content

Third-party Saf

are

Windows Admin Shares

Windaws Remote Management

<> D60 FANIBIRMIL

Exfiltration

Audio Aunomated Exfiltration

prure

Automated Collection Data Compressed

Clipboard Data Data Encrypted

Data Staged Date Transfer Size Limits

Data from Information
Repasitories

Exfiftration Over Atemative Protocol

Exfiltration Over Command and Contral

Data from Local System el

Data frem Network Shared
Drive:

Exfiltration Over Other Network Medium

Exfilration Over Physical Medium
Scheduled Transfer

Data from Remavable Media
Email Collection

Input Capture.
Man in the Browser
Screen Capture

Video Capture

Commanly Used Port

Communication Through Removable

Media
Cannection Proxy

Custom Command and Contral

Protocol

ptographic Protocol

Data Encoding

Data Obfuscation

Domain Fronting
Fallback Channels
Multi-Stage Channela

Multihop Praxy
Multiband Communication
Mulilayer Encryption
Port Knecking

Remate Access Tools

Remate File Copy

Standard Application Layer Protocel

Standard Cryptographic Protocal
Standard Non-Application Layer

Protocol

Ungommonly Used Port
Web Service
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Check out the results from our first round of ATT&CK Evaluations at attackevals.mitre.org!

Home = Groups > APT32
GROUPS

APT32

admin@338

APTI APT32 is a threat group that has been active since at least 2014. The group
1D: GO050
- has targeted multiple private sector industries as well as with foreign
APTI2
~ governments, dissidents, and journalists with a strong focus on Southeast Aliases: APT32, OceanLotus
APT16 i i Group, APT-C-00
Asian countries like Vietnam, Phillipines, Lacs, and Cambodia. They have

AR extensively used strategic web compromises to compromise victims. The Version: 1.0
APT18 group is believed to be Vietnam-based. (2 ]
APT19
APT28 Alias Descriptions
APT29
Name Description

APT3

32 me
APT30 APT32
APT32 | OceanLotus Group me
APTS3 APTC-00 E
APT37
Axiom .

Techniques Used

BlackOasis
BRONZE BUTLER Domain D Name Use
Carbanak Enterprise = T1017 = Application APT32 compromised McAfee ePO to move laterally by distributing malware as a

software deployment task.
Charming Kitten

Cleaver -
Enterprise = T1009 APT32 includes garbage code to mislead anti-malware software and researchers. !
Cobalt Group
Enterprise = T1094 APT32 uses Cobalt Strike's malleable C2 functionality to blend in with network traffic.
CopyKittens 4
Dark Caracal
Darkhotel Enterprise = T1073 = DLL Si APT32 ran genuinely-signed executables from Symantec and McAfee which loaded a
Darkydrus malicious DLL called rastis dil**
Deep Panda Enterprise 189 Y APT32 has infected victims by tricking them into visiting compromised watering hole
Compromise websites.™
Dragonfly
o .00 Enterprise | T1068 = Exploitation for APT32 has used CVE-2016-7255 to escalate privileges. b

https://attack.mitre.org/groups/

& Secure | https://github.com/MISP/misp-gal /master/clusters/threat-actor.json ¥r

6186 lines (6185 sloc) | 243 KB Raw  Blame History [J

{

"authors": [

"alexandre Dulaunoy”,
"Florian Roth",
"Thomas Schreck”,
"Timo Steffens”,

"Warious™

"description”: "Known or estimated acversary groups targeting organizations and employees. Adversary groups are regularly cond
“name”: *Threst actor”,

"source”: "MISP Project”,

‘threst-actor”,
TCdfF317-a673-4474-84ec-4£1754947523",

"description”: "PLA Unit 61398 (Chinese: 513982BRA, Pinyin: 61398 bidui) is the Military Unit Cover Designator (MUCD)[1] o
"metat: {
"cfr-suspected-state-sponsor™: “China”,
"cfr-suspected-victims": [
"United States”,
"Taiwan",
"Isragel”,
"Norway™,
"United Arab Emirates”,
"United Kingdom",
"Singapore”,
“India",
"Belgium”,
"South Africa”,
"Switzerland",
"Canada",
“France”,
"Luxembourg",
"Japan"
IE
"cfr-target-category”: [
"Private sector”,
“Government”
1,
"cfr-type-of-incident”: "Espionage”,
"country": "CN",
refst: [
"https://en.wikipedia.org/wiki/PLA_Unit_61398",

https://github.com/MISP/misp-galaxy/blob/master/clusters/threat-actor.json
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Mandiant 5IG no. Possible APT other name First public report remarks
Comment Crew  Comment Pandz PLA Unit 61398 TG-8223 APT 1 BrownFox  Group 3 GIF8ga, ShadyRAT, Shanghai Group, Byzd | SIG1 Agent.BTZ (Turla?) 2008.06.% 7
APT 2 Putter Panda  PLA Unit 61436 TG-6952 APT 2 Group 36 SearchFire 2008.11.18,
UPs Gothic Panda TG-0110 APT 3 Buckeye UPS Team  Group® Boyusec — the Guangzhou Boyu Informatid [ 5752 Turis 5008 1L %
IXESHE Numbered Panda TG-2754 (tentati APT 12 BeeBus Calo Team  Group 22 DynCale, Crimson Iron. DNSCals 2014.02.15, 2
ALTG s ; 5163 Shiplp 2008.10.28.
Hidden Lynx Aurors Panda APT 17 Deputy Dog  Hidden Lynx  Tailgater Team | Group 8 Axiom, SportsFans, Winnti Umbralla
Viekoy Dynaniie Peni TR Teose APT 18 5TG4 Snake/Uroburss 2014.02.28. dated 3+ years old
Axiom APT 17 Tailgater Team  Group 72 Dogfish (iDefense), Deputy Dog (iDefense] | STG3 Trojan dropper Agent.ikch 2013.10.15.
Winnti Group Wicked Panda Winnti Umbrella Turla tool?
Shell Crew Deep Panda WebMasters APT 19 KungFu Kittens Group 13 Sh3IICr3w, PinkPanther S1G6 ) )
Naikon Lotus Panda  PLA Linit 78020 Naikon APT 30 Firefly ] ThoTex 5007 03 04 P
PLATINUM TwoFortne 5168 Stusnet 2 drivers unknown 2010.06.15. Dated dev.: 2005-
Lotus Blossom Spring Dragon Lotus Blossom ST Group, Esile sTothndxa.oys s7abxsx.sys
APT6 APT & 1 php Group
Hurricane Panda  Hurricane Panda BlackVine  TEMPAvengers Zirconium S1G3 Flame 2012.05.28. Dated dev.: 2010~
Emissary Panda  Emissary Panda LuckyMouse  BRONZE UNIO! APT 27 TEMPHippo  Group 35 ZipToken, Iron Tiger 5IG10 miniFlame 2012.10.15.
Stone Panda Stone Panda APT 10 MenuPass Team menuPass Red Apollo, CVNX, POTASSIUM, Cloud H 8IG11 ? ?
Nightshade Panda  Nightshade Panda APT 9 SIciz Spuler? 3012, 11,267
APT 26 APT 26 Hippo Team JerseyMikes EETTE] oent . BTE3 —
Goblin Panda Goblin Panda Cycldek Cycldek
Night Dragon  Night Dragon si614 ? :
Mirage Vixen Panda  Ke3Chang GREF APT 15 Playful Dragon Social Network Team Mirage Team, Lurid, Social Network Team SIG1S Turla/Snake/Urcbures PDF:2015
Anchor Panda  Anchor Panda 5IG16 Flame 2012.05.28.
NetTraveler NetTraveler APT 21 5IG17 SunFlawer / Chesire Cat / ~2015 samples point back
Ice Fog Dagger Panda IceFog Flowershop to 2002
Beijng Group  Sneaky Panda Hydraq, 81622, Elderwood, Elderwood G| [7773 Moonflower J Chesize Cat 7 =
APT 22 Flowershop (sunflower
Suckfly
> moonflower)
- EIG10 H H
Pirate Panda Pirate Panda KeyBoys 5IG20 Animal Farm 2015.03.06. in use since 20137
Radio Panda Radio Panda 8IG21 k) k)
APT 4 Samurai Panda PLA Navy APT 4 APT 4 Wisp Team sTca2 Furora/Hydran 2010 01 12, Cpr 2009 06-12
impetonatinglRanfimpersonatig|Banda S1623 Turla (Epic Turla) 3014.08. Under analysis for
\iolin Panda Vilin Panda APT & APT 20 Covert Grove -
Toxic Panda Toxic Panda 10 months
TemperPanda | Temper Panda  Admin338 Team338 admin@338 338 Team 51624 ? ?
Keyhole Panda  Keyhole Panda temp bottle S5IG25 Dark Hotel 2014.11.10.
Test Panda Test Panda EIG26 H H
Pitty Tiger Pitty Panda Pitty Tiger 31027 3 3
Gibberish Panda = Gibberish Panda S1G28 Rotinom Z011.01.1L.
51GZ% H H
SIG30 Exforal 2012.11.28.
https://docs.google.com/spreadsheets/u/1/d/1H9_xaxQHpWaa4O_SondGx0Y st ?
- o 8IG32 ?
OlzlcBWMsdvePFX68EKU/pubhtml s [
E1G34 H
5IG35 Dugqu 2011.09.
. Att&c k f3 78 5IG36 Stuxnet/Dugu? se= 8 7 35
o 1637 TronTiger ASEXSPY g
EIG38 H H
N 5IG3% Teamspy 2013.03.10.
. J:F;}?l 23 3 SIG40 Sednit/Sofacy 2015.02.08.
N SIG41 B 2011.03.29.
EIGiZ H H

® FiR2

NSA

222

F/145

https://www.crysys.hu/files/tedi/ukatemicrysys_territori
aldispute.pdf
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e 2018F5H31HF6H9H , &
Twitter EEIMAR A RIEERIR
PR "&HER" BNESIHE,

¢= 1 Jacob Soo 4 N A
ﬂ @_jsoo_ A * )Y
#OceanLotus

virustotal.com/#/file/cb8c176 ...
Filename : 2018 Cambodia Outlook
Conference.doc
Adds DsSvcCleanup
payload to
C:Users\admin\AppData\Roaming\Intel\logs
\DsSvcCleanup.cpl
(9b134dfdea2b4c50183e99bfeebc45a054fc0
32f0098ba31ef927338c1f4fb7)

& B

.job & dropping

L£%F1:35 - 201856 A9

D=1

Sample of new macro method:

Don khieu nai.doc (ActiveMime)

MD5:
58b366b07b12c8cc8b4cbed9alfnse33
Uploaded from E3

Heavily encoded C2:
hxxps://services.serveftp[.Jnet/domain.p
ng

Possible guardrailing. Please DM me if
you have the payload. #DFIR

| suspect APT32 - thoughts?
o s

E48:39 - 201885 BN E

EEREE

> 360

® 360RIpMEHRFILME2018F4R

ARIRS (B

EHETCAPTRIAF!

FACVE-2017-8570 = Al5#E

AR RERHr)

BEAR—AREER

—

— -~ — ————

zren

-

R

Microsoft Word 2016

LE

{A96B020F-0000-466F A9

WE 0L

https://ti.360.net/blog/articles/oceanlotus-with-cve-2017-8570/
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EEn& , XFRHangover, Viceroy Tiger, Patchwork, Dropping
Elephant, BR. ZABRFRWLHEEILUERZ] 2009 &£ 11 A , M 2015
FFHAEMLER . TEET Windows RZHITIE , FRHESHXT Mac
OS RFEHITIE. M 2015 FHHRERETRT Android ZFRIBENIREFHT
E . M2009FZ2 S BRI AREZSMMEAE DA T 3IRIEH1TaIF11
X7 |, BRIEMER Y K&k , EFZEDEE—IX 0day imRE.

Confucius , ConfuciusE8BFipZBAPTALE , HothESPatchworkizE
—LEiE(, ERBEXIWindows , AndroidfiOSYENINTHEEE , FHEH
DelphifE/sEDropperigfr. HRBAKEHAEHPalo Altof£2016.953#T
WEEId,

ER1 , XFRBITTER, ForcepointZBINE ¥ — 1N HTEEAMBNE Y INTE
EE  HERESIRTREM2013F11BFHE |, izBRFANITiEiRn TR

( RAT ) {ERHIIMNZEEL4E A “BITTER” , HBEAIIZBLLERINEMER
AndroRATZEAKRYE, 3607£2016F11H1FHiE 7 = RAHLRFXIPEE
WD , HE5 BITTER NG5k,
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94,185.82.157

46.165.248.130

69.64.147.242 TQ

91.210.107.104

188.214.134.116
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Hades , HER#HAIAIMRELERE HE2017F12822 Bt XI5 E
435852%5’]1&5 , HAZBEHE AE A bR AR |
BREH NIRRT |, FiEERE R A EARMERNZ L,
1ZBRFER T #Wmma /90lympic DestroyerfUiEEACHE , EXTHTR
FNEZEEGHEIAE., EHOlympic Destroyerf9LiBsL S
Lazarus ﬁ%E’ﬂﬁ)&%’&%ﬁ%ﬁﬁﬁ%ﬁ&-&*ﬁ1L‘M£E , BIAETBERT
FHEZIZESIN false flag, Hades BIERIABEIEBIAL |, KA
ZEIFEEMNEL , EeTRENRS  —fRIEE0EEkE
FREF , —FHIANFOEZ R APT28HHF X,

Klmsuky X F#RMystery Baby , Baby Coin. &z2H-<REIRZERA]
RESEREFR RHIAPTAHLR,

H%U%Eﬁiﬂfif PR SEES RS RSN , HE20175F

AM2018FHIEFBRWE T EHATENINE.
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followgho.byethost
7.com

. A
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Malicious Code Analysis Report

Operation Kimsuky's secret activities, customized APT attacks in Korea
are currently in progress.

Pills (Alyac)

Gold Dragon Widens Olympics Malware Attacks, Gains
Permanent Presence on Victims' Systems

By Ryan Sherstobitoff and Jessica Saavedra-Morales on Feb 02, 2018

Some variants that use the same parameters also use the domain ‘fellowgho.byethostZ.com'. The operation will use the
keyword 'GHOST419' and the attacker will use similar characters in the actual command control password.

vi8 = 8;
(&u19, B, Bx207u);
wsprintfA(&u18, "%s?filename=%s", "host/download.php”,|"GHOST&19");

{"Mozillasu.6", 8, 8, 8, 8);

(v0, |"www.Follougho.byethost7.com",|0, 8, 8, 3, 0, O

http://blog.alyac.co.kr/1536

Indicators of Compromise
IPs

o 223.194.70.136
Domains

+ (rydai.000webhostapp.com

¢ follow_dai.000webhostapp.com

¢ eodol1.000webhostapp.com

¢ nid-help-pchange.atwebpages.com
* ink.inkboom.co.kr

+ followgho.byethost7.com

https://securingtomorrow.mcafee.com/other-blogs/mcafee-labs/gold-
dragon-widens-olympics-malware-attacks-gains-permanent-presence-on-
victims-systems/
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Gorgon , HPalo Alto Networks Unit4285 BRIERLK , Unit 427
HM201 7R RERSubaat RV EF— NI £ BKBUFH 144 EI’JIEF'D]
WiEsN , FERIE360RAMEHROFITuiSecBItER DT E R gEKIR
5B&EHA,

M2018F2HFFE , Palo Alto Networks Unit 42537 ¥ Gorgon
GroupfkREMXIRE , RIS |, HPEFISEEBRFHSASEH THIRG RS |,
FE%BAsCERINE R EIEMNEZILTEN BRI E.

C-Major , XFRProjectM , Transparent Tribe. #&3#yeiHFEESIHED
ERZERASEEXRELR,



<> D60 FANIBIRMIL

= - 22451




= il - 22451

B EEATBR ARG #E ST RIR

INEERE R HN3308AEM , R0 TRENE | RERE

Bl

T

ER, RE360EHRMEIRPLER—F (AIAT2M0fhce OLERSMNEFEF T RMR) NIRS, BEEHEREER
Bk B BRATIBAProjectM, E3B0RBIMSMYR, R EMasaigoldenrice.com@iSEHMTBREEEE RS KRS DM

EAEML, MERBTRSIHEN 2 ERMELAMERSE, BUE—ERMA.

O-day.us: I

HolaPrkolaMUCHil = HolaPrkolaMUCHil
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