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Ref 1:http://intown.biz/wp-content/uploads/2014/04/gcm_explained.png

Ref2:Li, Tongxin, et al. "Mayhem in the push clouds: Understanding and mitigating security hazards in mobile push-messaging services." Proceedings of the 2014 ACM SIGSAC Conference on Computer and Communications Security. ACM, 2014.
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Mecbile device
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Authorization: AidLogin) android-id:device-tgken

app: package-name

User-Agent: Android-GCM/1.3

content-length: 171

content-type: application/x-www-form-urlencoded
Host: android.clients.google.com

Connection: Keep-Alive

' | Accept-Encoding: gzip

URLEncoded form

X-GOOG.USER _AID: android-id

app: package-name

sender: sender-1D

cert: application's certificate

vice: android-id

app ver: application's version
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Authenticity
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Confidentiality
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ZRBINIEHIN (PAP)

Password Authentication Protocol

S

E/_L"I«Aﬁ ;Xj%%'ﬁ]\ PAP two-way handshake

Username: Alice

: 1. password: awesomeAlicel
BT RIS HIALE ] -

2. Accept/Reject

Alice’s personal laptop
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SSL Certificate
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(BEAYRTE(Base64/Base32)
BEANSZ&(MD5/SHA1/SHA256/...)
n&L. ZIREH

XIFRE RS INEE (AES/RC4/...)
JEXIFREZRDN0%E (RSA)
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BEA4EE (Base64/Base32)
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A (MD5/SHA1/SHA256/...)
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JEXIFRINZE (RSA)
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a.c = h.MD5("2989d4f8dcda393d1clca3c021fOcbl0" + arg2.getPackageName().getBytes());

— l+{
RS
String vO = "134e3265829ff82daf16e7b740a600b5";
if(this.b == null) {
byte[] vl = vO.getBytes();
byte[] v2 = new byte[16];

this.b = new SecretKeySpec(v2, "AES");
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RSA/ECB/NoPadding
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RSA/ECB/PKCS1Padding
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(a) Google Play

(b) China Android Markets
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Trivial Plaintext
Transformation|Encoding |4

One-time MD5
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AES/DES with randomly generated key
Asymmetric |RSA/ECB/NoPadding
Encryption |RSA/ECB/PKCS1Padding
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0 /\ Send '\xeb\xf2\x81\x00\x00\x00\x00\x00\x00\x00\x00\x081725800A0\xR24{ 14" - : 1 :
# ﬁIJ ) dphoneinfo"”,"info" : {"app": "MDP", "model" :"SM-N9@@6" , "cell":"" | "ime1":"359786050198713", "sim" : 146001218

2913413" ,"mac":"","type" : "ANDROID", "system_ ver51on"'”andr01d .3","deviceid" : "ANDROID- 93ee89e'f06d4?b8
bd9b34?41b7199®f" , 'channelid":"open:fm.x1ami.main", "version" = ‘ '

bd8e3elc’

Recv "\xeb\xf2\x81\x00\x00\x01S0\xfb\xf4\\\x0817258000*{"action":"received", "1d":"1457335822066" } \x00
921f760615a0217900ead4eledbdB8e3elc’

T{tﬁ J/ KL»%Z&
MACi'm:h L WIfI%f"’ IMEI:: Recv "\xefy\x81\x00\x00\x01SP\x@@\x85\ "\x@30MP\x85A{"1d" : "ce5699d8-5457-4374-8e3d-71aadc@8c44e_OM
N P","condition":{"duration":""}, "taskid" :"0SA-0307_dlyBLcjHwb5HT3mR61dY17", ”action_chains"'[{"actioni
1-_- ﬁﬂﬂ ﬁJ\H_]: _ ;\\IIE d":"1","do":"10030", "type" :"goto", "1s_withnettype":"false"}, {"act10n1d”°"10030 ]
= X en 00" "appld"'”" "do":"100", "appstartupid"”:{"android":"","10s":"", "symbia":
j:.l 1 %X&il' thnettype":"false", "1s_autostart"”:"false"}, {"act10md""’100“ "type":"null",
"‘\L-l / &N e"} ], "appkey" : " JfY30TRHNCOtSAVPTxXK3F2", "action": "pushmessage", "appld"'"UgM@PuGY429hhSeWysmsz" "messa
|—::—F:|;_1_: a geld" : "ce5699d8-5457-4374-8e3d-71aa@cB8c44e”, "push_info" : {"message":"", "action_key":"", "launch-imag
AL L= F)F) e":"","sound":"","loc-args":"",""payload":"", "action-loc-key":"","loc-key":"","badge" :""}};{"title": "%

RTFII B EHED E’Eéfaé&!"," text":"BIR—EEIZRINBBXANER!", "exts": {"category": "system", "category_1i
d":86, " "name" : "HR/K", "url” : "xiami : \/\openZurl=http%3a%2 f%2 fwww.x1iami .com¥2fmarket¥%2 fmusic¥2fact¥%2fhu
achenyu.php", "scheme_url": "x1ami:\/\/open?url=http%3a%2f¥%2fwww.x1ami.com¥Z2fmarket¥2fmusic¥2fact¥2fhua
chenyu.php”,"image": "http:\/\/1mg.x1ami.net\/1mages\/common\/uploadpic\/68\/14573234681214.jpg", "typ

e":"artist"}} 921f7606f5a217900ead4eledbd8e3elc’

Send "x"\x81\x00\x00\x00\x00\x00\x00\x00\x00\x0817258000\x82\x14{"action": "pushmessage_feedback", "app
1d" : "UgMOPuGY4Z9hhSeWysmxz5", "1d":"1457336121378", "appkey":"3fY30TRHNCOtSAVvPTxK3F2", "messageid":"c
e5699d8-5457-4374-8e3d-71aa@c@8c44e", "taskid": "0SA-0307_dlyBLcjHwbS5HT3mR61dY17", "actionid”": "@","resu
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