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4 %.: CentOS6.X

% & & : Python3

% =z 4. Redis, PostgreSQL, nmap
7 4 48 & flask, SQLAlchemy
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® %R
yum install epel-release
® REF=Fm4
yum install python3 redis postgresql-server nmap
® 4 &-postgresqlik 3z &
g . initdb. AA/E%. &
® LEEpYEdnKk, REF=Z=FA:
python3 -m venv venv && source venv/bin/activate && pip install -r requirements.all.txt
® 42 DB&redisin &
shadow/config.py
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® n4siudk g A K
bash run.sh shadow init-db
® 4lAMAARPF
run.sh auth create-user --is_super
® ;2 mwebM %
nohup bash run.sh run --host 0.0.0.0 --port 8888 >/dev/null 2> &1 &
® ZHAAR
nohup bash run.sh schedule start-schedule >/dev/null 2> &1 &
® ZHRALAKITE
nohup bash run.sh schedule start-execute --ident node01 --host 10.0.0.2 --port 8888 --
type 2 --concurrent 5 >/dev/null 2>&1 &
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® ZHRALAIITR
nohup bash run.sh schedule start-execute --ident nodeO1 --host 10.0.0.2 --port 8888 --
type 2 --concurrent 5 >/dev/null 2>&1 &
® 2 kiAo 3T H
nohup bash run.sh schedule start-execute --ident nodeO1 --host 10.0.0.2 --port 8888 --
type 3 --concurrent 5 >/dev/null 2>&1 &
® HiTBA A
ident: #t# x5 (R & B%E—)

host: web host

type: %'ﬁ'gﬁ‘&!’ 2:’9’1’\}*'35'%3&ﬁ’ type:3 %U‘E'ﬁ'#ﬁﬁ

°
°
® port: web port
°
® concurrent: 174 & §
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class-IPUtils(object):

f@staticmethod
def ip_ranges(ip):
nodes =[]
for node in ip.replace(’, ",

“Y.replace(';", ' ").split():

if node.find("-") l=--1:
nodes.append(tuple(map(netaddr.IPAddress, node.split('-")})})
elif node.find( /") != -1:

net = netaddr.IPNetwork({node)
nodes. append([netaddr.IPAddress{net.first), netaddr.IPAddress(net.last)])
else:
nodes. append( [netaddr.IPAddress({node), netaddr.IPAddress{node)])
return-nodes

f@staticmethod
def split_ip ranges(ip, count=3):
rt = [[] for _ in range(count)]

for node in IPUtils.ip ranges{ip):
start, end = int{node[8]), int{node[1])}
step = math.ceil((end - start + 1) / count)
idx-=-8
while-True:
tmp = start + step
if tmp < end:
rt[idx].append{[netaddr. IPAddress(start), netaddr.IPAddress(tmp)])
start-4+=-step-+-1
else:
rt[idx].append{[netaddr. IPAddress(start), netaddr.IPAddress(end)])
breaﬂ

idx-+=-1
return-list{filter(lambda x: x, rt))
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#encoding: -utf-8
import-time

import

import
import

logger

logging

netaddr
nmap

= logging.getlogger(__name__)

» def-run{job params, plugin info, plugin config, *args, **kwargs):
hosts = job_params.get( ip", [])

<<

ports

job_params.get('port’, '8-1524')

hosts = [ '.join{netaddr.iprange to globs(*x)) for x in hosts]

nm

= nmap.PortScanner()

logger.debug(nm.scan{hosts=""".join(hosts), ports=ports, arguments="'-s\V -0'})
for-host-in-nm.all_hosts():

host _info = nm[host]
os_info- ="'
try:
os_info- = host_info[ 'osmatch’][@][ " name"’]
except -BaseException-as-e:
pass

apps =[]
for protocol -in-host _info.all protocols():
for-port_num, port_info in host_info[protocol].items():
port = port_info.copy()}
port[ ‘protocol’] -=-protocol
port[ ‘port’'] = port_num
apps . append{port)

yield-host, -{

"ip' - :-host,

‘name’ - : host_info.hostname(),

‘apps’ - :-apps,

‘os'-:-o0s_info,

‘mac’ - : -host_info.get('addresses').get('mac’, '"),
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4
33
H I I Pi—& *POC ﬂtﬂ 34 def check{ip, plugin config):
35 protocol = -plugin config.get( protocol’, "http')
36 port = plugin config.get( port’, DEFAULT PORTS.get(protocol)}
37 path = plugin config.get( 'path’, '/")
38 url-=-"{protocol}://{host}:{port}/{path} ' .format({protocol=protocol, -host=ip|, - port=port, -path=path.1lstrip('/")}
39 method = plugin_config.get( 'method’, "GET").lower(}
48 cookies = plugin_config.get('cookies', {})
41 args = plugin_config.get("args", {})
42 body = plugin_config.get( body", {})
43 headers = plugin_config.get({ " headers', {})
44 flags = plugin_config.get('flags', {})
45 timeout = plugin_config.get( timeout', DEFAULT_TIMEOUT)
46
47 if args:
48 url = "{url}?{args}’.format(url, urllib.parse.urlencode(args))
49
ce func = getattr(requests, method, ‘get’)
51 try:
52 response = func(url, -body, headers=headers, cookies=cookies, timeout=timeout, verify=False)
53 check response-=-"check {8}"'.format(flags.get( type’, 'status code'))
54 func = globals().get{check response, MNong)
B5 if-func-is-None:
56 logger.error( check response func-not- found: %', check response)
&7 return-False, -None
53
59 return func(response, flags)
68 except BaseException-as-e:
61 logger.exception(e)
62 logger.error(traceback.format_exc())

63 return-False, -None
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66 def check_status_code(response, flags):

67 status_code = flags.get( status_code”, []1)
638 if not-isinstance(status_code, - (tuple, -1list}):
Y Y

H I I PV& *POC kg 69 status_code = [status_code]
7a
71 logger.debug('check status code:¥s, %s', status_code, response.status_code)
72 if response.status_code in status_code:
73 return True, {'status_code’ - : status_code}
74
75 return-False, -None
76
77
78 def check_header(response, flags):
79 header = str(flags.get( header”, "')).lower()
28 key = str(flags.get( 'key', "")}.lower()
81 value = str(flags.get( value’, "")).lower()
82
83 logger.debug( ' check header:%s, %s, %s', header, value, response.headers)
84 for k, v in response.headers.items():
85 if k.lower() == key:
86 return-value in-v.lower(), { "header' : -k, 'value' : v}
87
88 return-False, -None
89
oa
91 def - check_response_body(response, flags):
g2 value = str(flags.get( 'body’, "")).lower()
93 text = response.text.lower()
94 pos = text.find(value)
g5 logger.debug( ' check response_body:%s, %s', value, text)
96 if-pos-!=--1:
a7 length = len(text)
98 start = pos - 20
99 end = pos + len(value) + 26
1ee start-=-8-if start-<-9-else-start
181 end = length if end > length else end
1a2
183 return True, { response’ - : text[start:end]}
184

185 return-False, -None
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SOCKET # KPOC4: 52

31 ~» def check{ip, plugin config):

32
33
34
35
36
37
38
39
48
41
42
43
44
45
16
47
43
49
58
51
52
53
54
55
56
57
58
59
60

timeout = int{plugin_config.get( timeout', DEFAULT_TIMEQUT))

port =-int{plugin config.get( port', DEFAULT PORT))

text = str{plugin config.get( request’, DEFAULT TEXT)).encode()
size = -int({plugin config.get('size"', DEFAULT SIZE))

flag = str{plugin config.get('flag', "")).lower()

try:

socket.setdefaul ttimeout (timeout)

client = socket.socket(socket.AF_IMNET, socket.SOCK_STREAM)
client.connect((ip, port))

client.send(text)

response = client.recv(size)

response = response.decode().lower()

pos = response.find(flag)
if-pos-1=--1:
length = len{text)
start = pos - 28
end = pos + len({value) + 28
start =8 if start < @ else start
end = length if end > length else end

return-True, -{'response’ - : -response[start, -end]}
except BaseException as - e:
logger.exception(e)
logger.error(e)

return-False, -None
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SOCKET # KPOC4: 52

31 ~» def check{ip, plugin config):

32
33
34
35
36
37
38
39
48
41
42
43
44
45
16
47
43
49
58
51
52
53
54
55
56
57
58
59
60

timeout = int{plugin_config.get( timeout', DEFAULT_TIMEQUT))

port =-int{plugin config.get( port', DEFAULT PORT))

text = str{plugin config.get( request’, DEFAULT TEXT)).encode()
size = -int({plugin config.get('size"', DEFAULT SIZE))

flag = str{plugin config.get('flag', "")).lower()

try:

socket.setdefaul ttimeout (timeout)

client = socket.socket(socket.AF_IMNET, socket.SOCK_STREAM)
client.connect((ip, port))

client.send(text)

response = client.recv(size)

response = response.decode().lower()

pos = response.find(flag)
if-pos-1=--1:
length = len{text)
start = pos - 28
end = pos + len({value) + 28
start =8 if start < @ else start
end = length if end > length else end

return-True, -{'response’ - : -response[start, -end]}
except BaseException as - e:
logger.exception(e)
logger.error(e)

return-False, -None
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39
49
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46
47
48
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52
53
54

def check{ip, ports, usernames, passwords}:

ssh = paramiko.SSHClient()
ssh.set_missing host key policy(paramiko.AutoAddPolicy())

try:
for-port-in-ports:
for - username in usernames:
for - password-in- passwords:
ssh.connect(ip, port, username, password)

return-True, - { "username’ - : -username, - 'password’

except-BaseException as e:
logger.debug(e)
logger.debug(traceback.format_exc())

tinally:
ssh.close()

return-False, - None

: password}
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13
ﬁ {*iﬂ & 19 def init_plugins(self, plugin_pkg):
20 plugins =-{}
21 pkg_name = "schedule.executor.{8}" ' .format{plugin pkg)
22 pkg = importlib. import module{pkg name)
S 23 paths =-getatir{pke, ' path_ ', [1)
w axecutor 24 for-path-in-paths:
~ sys_asset_discover 25 for-name-in-os.listdir{path}:
s _imt_py 26 W if name-in-(".', ".."):
— fJ 27 continue
@ plugin_nmap.py 789
v sys_vul_check 29 modname, _, suffix = name.rpartition(’'.")
® _init_py 1 Y if-suffix-not-in-('py’, "pyc’,-)-or-modname-in-('__ init "):
@ plugin_http_request.py £ continue
% plugin_socket_request.py 32
@ plugin ssh weak_password.py EE name = "{8}.{1}" .format(pkg name, modname)
PO n; N 34 module = importlib.import module(name)
35 importlib.reload(module)
36 plugins[modname] = module
37

38 return-plugins

mral
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57 W def run(self, job):

. 58 t={}
ﬁ 4* ‘vﬂ & 59 ;"Dtu:)ar'ans =-job.get( job params®, {})

68 plugins = self.plugins

61

62 logger.debug( "executor job: -%s, -use plugins: -%s", -job, -plugins)
63

64 W for name, plugin in plugins.items():

65 W if self.filter(name, plugin, job):

66 logger.debug( ' plugin not use: i#s', name)

67 continue

638

69 run-=-getattr({plugin, - "‘run’, -None)

78 if-run-is-None:

71 logger.error({ ' plugin-not-found- run-method: -%s", -name)
72 continue

73

74 getattr(plugin,  "init", NIL)@

FERY try:

76 plugin info = self.get plugin info{name)

77 plugin_config = self.get_plugin_config(name)

78 logger.debug( 'run-%s-plugin, - job_params:%s, -plugin_info:%s, -plugin_config: %s°, name, - job_params, -plugin_info, plugin_config}
79 W for key, wvalue in run{job_params, plugin_info, plugin_config):
38 v if-value-is-MNone:

81 continue

82 logger.debug( ' plugin %s-is reback result, [%s]: %s', name, -key, value)
83 rt.setdefault(key, { 'key' : key})

84 rt[key].update(value)

8L W except BaseException as e:

86 logger.error{e)

87 logger.error(traceback.format_exc())

B8 W finally:

89 getattr(plugin, - "destory’, NIL){)

98

91 return-list(rt.values()}

0y
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