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Trusted Platform Module Library

Part 1: Architecture

Family “2.0”

Level 00 Revision 01.38
HESENRIE september 20,2016 IR UG EREHMONESR
9.2.5 Trust Authority

When the|RTM| begins to execute the| CRTM| the entity that may vouch for the correctness of the TBB|is
the entity that created the TBB. For typical systems, this is the platform manufacturer. In other words, the
manufacturer is the authority on what constitutes a valid TBB, and its reputation is what allows someone
to trust a given TBB.

TCG Published
TCG Copyright © TCG 2006-2016
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Bank/Algorithm: TPM ALG SHA1l
ea 25 dc 86 55 4d 94 b9 4a a5 bc 73
3b Qe bf 2f 83 74 29 9a 5b 2b df le
3b Qe bf 2f 83 74 29 9a 5b 2b df le
3b @e bf 2f 83 74 29 9a 5b 2b df le
do 48 a8 bl 09 2c 79 b8 69 eb6 7d d7
c6 1f 16 b2 22 b8 006 79 62 23 8a bl
3b Qe bf 2f 83 74 29 9a 5b 2b df le
33 6f a7 bc Ge ab e3 77 8f cf ff cd
ea d3 c3 04 1f 26 13 63 3f f8 11 c9
c8 08 06 d3 bO ce 45 90 31 ec 6b 5a
97 8b 9c 73 3f fa b2 df 9d c9 d9 c3

(%) D
ga SRTM .
(%) J)

00 00 00 0O 0O 00 0O OO 0O 00 00 00 00
00 00 00 0O 00 00 OO 0O 00 00 00 00 00

96 cf 4d 02 18 O0f 15 6¢ 1c a3 45 1b bd
56 a5 ad 09 da 8c Of Pe 5e f7 25 da 22
PO OO0 PO OO PO OO PO PO 0O 0O 00 00 00
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Seal S3 key and MAC of Kernel Memory with Post-Launch PCRs
- seal_post_k_state() 2 g _tpm->seal()

Save Static PCRs(0~16)
- tpm->save_state()

Shutdown Intel TXT
- txt_shutdown()

Sleep. < FCPUFITPM!

- shutdown_system()

Wake Up, Restore Static PCRs, and Resume tBoot
- Real Mode, Single CPU

Launch MLE again and then, Unseal S3 key and MAC with P-Launch
PCRs

- begin_launch() - txt_s3_launch_environment()
- post_launch() - s3_launch() - verify_integrity() 2 g_tpm->unseal()

Extend PCRs and Resume Kernel

- verify_integrity() > extends_pcrs() 2> g_tp m 9 EXte nd ()

- s3 launch()-> prot to real()
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{EFHtBootifTAHRRUITFE

Seal S3 key and MAC of Kernel Memory with Post-Launch PCRs
- seal_post_k_state() 2 g _tpm->seal()
Save Static PCRs(0~16)
- tpm->save_state()
Shutdown Intel TXT ‘
- txt_shutdown() ;
s 3 :
. Sleep. < FCPUFITPM! , O" o BB

- shutdown_system() '

Wake Up, Restore Static PCRs, and Resi
- Real Mode, Single CPU

Launch MLE again and then, Unseal S3 | T D
PCRs A Aff?\a-m i

- begin_launch() - txt_s3_launch_environieny
- post_launch() - s3_launch() - verify_integrity() 2 g_t >unseal()

Extend PCRs and Resume Kernel
- verify_integrity() > extends_pcrs() 2> g_tpm 9 EXtend ()

- s3 launch()-> prot to real()
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Multiboot Header

_mle _start

HEFFRTXTHE !
00840234 D g_tpm struct tpm if tpm 12 if = {
00840238 d num_lines s gl b
0084023c d cursor_y _mle_end .. e a tpml-i_pcz_‘m
0084023d d cursor_x Initialized Data
00840240 d g_saved_mtrrs (-data)
00840260 D g_sinit struct tpm_if *g_tpm
00840264 D g_using_da struct tpm_if tpm_12_if
00840268 d g_elog_2_ 1 struct tpm_if tpm_20_if
0084026¢c d g_elog_2
00840270 d g_elog Uninitialized Data
00840280 D g_rsdp (-bss)
008402c0 D tpm_12_if e
00840460 D tpm_20_if :iﬁi:::;

Memory Layout of tBoot



00840234
00840238
0084023c
0084023d
00840240
00840260

00840264
00840268
0084026¢C
00840270
00840280
008402c0
00840460

L e B v B o B o B o N v i w B o R & N & B o B w

g_tpm
num_1lines
cursor_y
cursor_x
g_saved_mtrrs
g_sinit
g_using_da
g_elog_2_1
g_elog_2
g_elog
g_rsdp
tpm_12_if
tpm_20_if

“EXRRETT R
(CVE-2017-16837)

_mle _start

“mle_end

>

Multiboot Header

R RTXTHE]

Initialized Data
(.data)

struct tpm_if *g_tpm ;
struct tpm_if tpm_12_if

struct tpm_if tpm_20_if

Uninitialized Data
(.bss)

Memory Layout of tBoot
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“IRETE" iR (2)
(CVE-2018-6622)

TPM 2.0 AR IEFHE"

If the TPM receives Startup(STATE) that was not preceded by Shutdown(STATE), then there is no state
to restore and the TPM will return TPM_RC VALUE. The CRTM is expected to take corrective action|to

prevent malicious software from manipulating the PCR values such that they would misrepresent the
state of the platform. The CRTM would abort the Startup(State) and restart with Startup(CLEAR).

XEWRE EZEETPM” j

TPM 1.2

The startup behavior defined by this specification is different than TPM 1.2 with respect to
Startup(STATE). A TPM 1.2 device will enter Failure Mode if no state is available when the TPM

receives Startup(STATE). This is not the case in this specification. It is up to the CRTM to take
corrective action if it the TPM returns TPM_RC_VALUE in response to Startup(STATE).

< TELOEBESIRS KREHHE >
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TPM 2.0 AR IEFHE"

If the TPM receives Startup(STATE) that was not preceded by Shutdown(STATE), then there is no state
to restore and the TPM will return TPM_RC VALUE. The CRTM is expected to take corrective action|to

prevent malicious software from manipulating the PCR values such that they would misrepresent the
state of the platform. The CRTM would abort the Startup(State) and restart with Startup(CLEAR).

XEWRE EZEETPM” j

TPM 1.2

The startup behavior defined by this specification is different than TPM 1.2 with respect to
Startup(STATE). A TPM 1.2 device will enter Failure Mode if no state is available when the TPM

receives Startup(STATE). This is not the case in this specification. It is up to the CRTM to take
corrective action if it the TPM returns TPM_RC_VALUE in response to Startup(STATE).

< ETOEBESINS KREEIE>




Bank/Algorithm: TPM_ALG_SHA1(0x0004) - ]
PCR_00: 3d ca ea 25 dc 86 55 4d 94 blBank/Algorithm: TPM _ALG_SHA1(0x0004

PCR_@1: b2 a8 3b Qe bf 2f 83 74 2948 @Ig 00 00 00 00 00 00 00 00 00
PCR_©02: b2 a8 3b 0e bf 2f 83 74 PCR & 00 DO 0 OO PO B PO OO OO
PCR_93: b2 a8 3b @e bf 2f 83 74 29 PCR_QZ: © 00 00 OO PO PO PP PO 0V
PCR_@4: 1c 25 49 f2 27 42 98 48 bd Toa.
PCR_O5: cd ca c6 1f 16 b2 22 b8 00 PCR—G?’: 00 00 00 00 00 00 00 00
PCR_@6: b2 a8 3b @e bf 2f 83 74 29 9fPCR_04: 00 00 00 00 00 66 60 00 00
PCR_O7: 40 37 33 6f a7 bc @e ab e3 7JPCR_05: 00 00 00 00 00 00 00 00 00O
PCR_@8: 6b of 47 1f 31 a7 of e@ ec 1/PCR_06: 00 00 00 00 00 00 00 00 00
PCR_O7: 00 00 00 00 00 00 00 00 00

PCR_09: 77 67 €9 eb 68 d7 bc e7 7a
PCR_10: 3c 72 6c db 57 ba a> @8 @2 8|pp 3. gp PO 0O 00 00 00 00 00 00
PCR_99: 00 00 00 00

PCR_11: 00 00 00 00 00 00 00 00 00
PCR_10: 00 00 00 00

PCR_12: 00 00 00 00 00 00 00 00 00 g
PCR_11: 00 00 00 00 © ﬁ"é

PCR_12: 00 00 00 00 ©

0

PCR_13: 00 00 00 00 00 00 00 00 00
PCR_13: 00 00 00 00

PCR_14: 00 00 00 00 00 00 00 00 00

PCR_15: 00 00 00 00 00 00 00 90 00

PCR_16: 00 00 00 00 00 00 00 00 00

PCR_17: ff ff ff ff ff ff ff ff ff

PCR_18: ff ff ff ff ff ff ff ff ff Pl dvus Ll Ll @ el Ll )l e

PCR 19 ff ff Ff £f £f ff ff £f #f f]PCR_15: 00 00 00 00 00 00 00 00 00
PCR_16: 00 00 00 00 00 00 00 00 00
PCR_17: ff ff ff ff ff ff ff ff ff
PCR_18: ff ff ff ff ff ff ff ff ff
PCR_19: ff ff ff ff ff ff ff ff ff

® =Hh =h -h -h hHh$HO OO OO OO L N WS D O \O

PCR_20: ff ff ff ff £f ff ff ff ff
PCR_21: ff ff ff ff £f ff ff ff ff
PCR_22: ff ff ff ff £f ff ff ff ff
PCR_23: 00 00 00 00 00 00 00 00 00
PCR_20: ff ff ff ff ff ff ff ff ff
PCR_21: ff ff ff ff ff ff ff ff ff
PCR 22: ff ff ff ff ff ff ff ff ff
PCR_23: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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(4) NETIAREFTPMRE | :

(5) Wake up l

(6) EETPMHAEMERERISHE

Compromised Software Stack <-f

Faked State (Normal State)
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NapperPIA=1R (1)

FETPMIRZ) = Fr FIE 40

- S3{RER 75 B A2 18 R 1 B

- AZAR RN bR £ T oL

o~ WNE

i
{

nt tpm_pm_suspend(struct device *dev)

struct tpm_chip *chip = dev_get_drvdata(dev);

struct tpm_cmd_t cmd;
int rc, try;

u8 dummy_hash[TPM_DIGEST_SIZE] = { 0

(chip == NULL)

1
2
3
~ENODEV; 4
5

(chip—>flags & TPM_CHIP_FLAG_ALWAY
9;

(chip->flags & TPM_CHIP_FLAG_TPM2) {
tpm2_shutdown(chip, TPM2_SU_STATE);

9;

i
{

}

nt tpm_pm_suspend(struct device *xdev)

0;




NapperPIEiRIR (2)

1 static int __init napper_init(void)

2 {

3 TEXT_POKE fn_text_poke;

4 unsigned long tpm_suspend_addr;

5

6 // Byte code of "XOR RAX, RAX; RET;"

7 unsigned char ret_op code[] = {0x48, 0x31, 0xC0O, 0xC3};

8 unsigned char org_op_codelsizeoT(ret_op_code)];

9
10 // Find needed functions
11 fn_text_poke = (TEXT_POKE) kallsyms_lookup_name("text_poke");
12 tpm_suspend_addr = kallsyms_lookup_name("tpm_pm_suspend");
13
14
15
16 fn_text_poke((voidx) tpm_suspend_addr, ret_op_code, sizeof(ret_op_code));
17
18 return 0;
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Napper Live-CD¥IUSBRI[ZalliZ &

Ubuntu 18.04

-4 Kernel 4.18.0-15

-4 TPM-related software
- -4 User-level Applications
- Pinguybuilder_5.1-7
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—_—
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Napper Live-CD.iso



Napper Live-CD¥IUSBRI[ZalliZ &

Ubuntu 18.04
-4 Kernel 418.0-15

Project page:

https:// /kkamagui/napper-for-tpm
d ' I AR A YL l_\'P'P'ITCU'CI'UI o

Pinguybuilder_5.1-7

\~
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~-———

Napper Live-CD.iso



BIOS TPM
Model Status : :
Vendor Version Release Date Manufacturer Vendor String
ASUS American :
Q170M-C Vulnerable Megatrends Inc. 4001 11/09/2018 Infineon (IFX) SLB9665
Dell
Optiplex 7040 Vulnerable Dell 1.11.1 10/10/2018 NTC rls NPCT
Dell
Optiplex 7050 Vulnerable Dell 1.11.0 11/01/2018 NTC rls NPCT
GIGABYTE American :
H170-D3HP Vulnerable Megatrends Inc. F20g 03/09/2018 Infineon (IFX) SLB9665
GIGABYTE American :
0170M-MK Vulnerable Megatrends Inc. F23 04/12/2018 Infineon (IFX) SLB9665
HP American :
Spectre x360 Vulnerable Megatrends Inc. F.24 01/07/2019 Infineon (IFX) SLB9665
Intel MYBDWIi5v.86A.
) Vulnerable Intel 0049.2018. 11/07/2018 Infineon (IFX) SLB9665
NUC5iI5MYHE 1107.1046

Lenovo T480
(20L5A00TKR)

Lenovo

N24ET44W
(1.19)

11/07/2018

Infineon (IFX)
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Napper v1.0 for checking a TPM vulnerability, CVE-2018-6622
Made by Seunghun Han, https://kkamagui.github.io
Project link: https://github.com/kkamagui/napper-for-tpm
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Seunghun Han

hanseunghun@nsr.re.kr
Twitter: Y @kkamaguil
Project: https://github.com/kkamagui/napper-for-tpm
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