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1' cee

2: intyy0=0, yy1=0, yy2, yy3;

3: String xx=ReadSource();

4: int point = xx.size()/2;

5: for(int i = 0; i<point;i++){

6:  yyO +=NormalFun0(xx[i]); /*Normal taint*/
7:  yy2 +=NormalFun1(xx[i]); /*Normal taint*/
8
9

)

. for(int i = point: i<xx.size():;i++){
: 0 +=ExternalFun(xx[il);

11: (1or(int J=0; J<(int) XX[1J; J
12: yyl+=1;
13: \g

14: %}

15: //br0: yy0's tainting range: [0, xx.size()/2)
16: if(yy0 == MagicNumber){

17 -

18:}

. /lbrl: Implicit contral flow make
/Ithe following branch lose all taints data
0: if(yyl>Min){
1:
1
23: //br2: lose harf of taints data
24: if(yyl + yy2> Max){
25:
26: }
27: yy3 = yy2&0xff;
28: if(yy3 > 20){
29: ...
30:}
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cCoOpy

magic NUMDEr - iTecCt
f(ubd4(input) == ub64("MAGICHDR")){

Ol 10putlu:s]

Vs constant

=42~ w

}

/| checksum: direct copy
iff (u64 (input+8)

input [8:16]
sum(input+16,

VS .
len —16)) {

comp]ded val

Uz
direct copy of

}
//l length :
if H PERE TR Y Y

input[16:18] wvs.

constarnt

= loti L bugd )

4/ 1ndirect copy of 1nput[l18:20]
if(foo(ul6(input+18))==...){ bugd();: }
// implicit dependency: varl depends on input[20 24]
L e e A A R

varl = ...;:
}
// varl may change if input[20:24] changes
// FTI infers: wvarl depends on input[20:24]
if(varl = ...){

bug5 () ;
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Readelf
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Uniq

Nm
Libwpd
MdSsum
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Who
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C++filt
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(a) Seed Input (b) Program Variables (c) Branches in Path
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Wayte (S, pos) = Y IsUntouched(br) =« DepOn(br, pos)
brePath(S)

- WNRE|HEi A LTS RGN R EEEbrox , MisUntouchedix[E]1 , FBNiR
[=]0,

= WNRHIZ br KT posT™MANFTS , WIRIEFTI, DepOn iR[E1 , ZN&EIO,
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Conformance of one branch
Cp,(br,S) = NumE qualBits(varl,var2)

(U

Vo LA BRSO -
v &%%ﬁ}ﬁ?ﬁg}éﬁﬁ%m* f Conformance of a basic block
v R DITHE AR B LR o 3 - L Cpp(bb,S) =brefg{;ggf(bb)lsffmouched(br)*Cbr(br,S)

Cseed(S) - E CBB(bb,S)

A set of constraints : Conformance of one path}

" bbePath(S)
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— TR

{0 if (x=y) (bb1] else (bb2}

| ;bbo:

lcall Instrument trace_cmp (x, v, &pos) |
Z = ichp eq X,y
br z, %bb1, %bb2

¥ oo

(2) if (x>y) [bb1}else (bb2}

:bb0:

call Instrument_trace_cmp(x, y &pos) |
Z = ICMp BL X, ¥

br z, %bb1, %bb2

550 |
(4) switch {x) [ : i
case vall: bbi; bb1 | ... {[bbn i

case valZ2: bb2:

case val3: bb3: i ; :
-£%_|iposl0]

.

defalt: bbn; cee
} 4| pos[n-1]

bitmapdata

;bbO:

| call Instrumnt_trace_switch(x.&casas.&pos)]

(3) i f (x==Magic) |bb1}else|bb2}

:bb0:

EI Instrument_trace_cmp(x, Magic, &pos)|
: Z = icmp eq x, Magic
br z, %bb1, %bb2

A g
k|

2019/4/30

switch x, "wbbn[
vall, %bb1
val2, %bb2
val3, %¥bb3
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Advantages: accelerate the evolution of fuzzing

v RPRAESGR

v OB N R IME, WIEREE R FREYE (s&p 2018)

v RV ARTE & o0 S — 30k, IX EEI & Honggfuzz Al
libfuzzer 52 If
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i

EHEIYSE R

. . Vulnerabilities &
Applications Version | AFL | CollAFL-br | Honggfuzz | VUzzer | Angora GREYONE Unknown | Known | CVE . e e
readelf 231 T T 0 0 3 4 2 2 - ‘{ﬂﬂ ﬁ£ 19*111 ‘ﬁ/fj‘ & }Eﬁ
nm 2.31 0 0 0 0 0 2 1 1 *
c++Hilt 2.31 1 1 1 0 0 4 2 2 *
tiff2pdf v4.0.9 0 0 0 0 0 2 1 1 0 " . Y
tiffset v4.0.9 1 2 0 0 0 2 1 1 I ﬁ 1#&~ J§§J ;ﬁ%yrj
fig2dev 3.2.7a 1 3 2 0 0 10 8 2 0 GREYONE at l\[‘{ljl‘l l 105 l W
libwpd 0.1 0 1 0 0 0 2 2 0 2 = P ISY.
ncurses 6.1 1 1 0 0 0 7 2 2 2 (41 CVE) ’ EE [ﬁIﬁ B<J3'flil
nasm 2.14rcl5 1 2 2 1 2 12 11 1 8
bison 3.05 0 0 1 0 2 4 2 2 0
cflow 1.5 2 3 1 0 0 8 4 4 0
libsass 3.5-stable 0 0 0 0 0 3 2 1 2
libbson 1.8.0 1 1 1 0 0 2 1 1 1
libsndfile 1.0.28 1 2 2 1 0 2 2 0 1
libconfuse 322 1 2 0 0 0 3 2 1 1
libwebm 1.0.0.27 1 1 0 0 0 1 1 0 1
libsolv 2.4 0 0 3 2 2 3 3 0 3
libcaca 0.99betal9 2 4 1 0 0 10 8 2 6
liblas 24 1 2 0 0 0 6 6 0 4
libslax 20180901 3 5 0 0 0 10 9 1 *
libsixl v1.8.2 2 2 2 2 3 6 6 0 6
libxsmm release-1.10 1 1 2 0 0 5 4 1 3
Total - 21 34 18 6 12 105 (+209%) 80 25 41

FEXTRES N AR HE1T60 /M IS | B4EAFL, CollAFL-br , VUzzer,
Honggfuzz , AngoraflIGREYONETE P )60 It T B Al 21 i) e v
e (Riks500817)

-

2019/4/30 42



There is a heap-buffer-overflow in libxsmm_sparse_csc_reader at src/generator_spgemm csc_reader.c:174

src/generator_spgemm_csc_reader.c:122) in libxsmm.

TN Cvc-2017-14226, CVE-2018-19208 AR
IS CVE-2018-19210 P Libxsmm: CVE-2018-20541
[libbson |

CVE-2017-14227, $./libxsmm_gemm_generator sparse b a 10 10 10 1 1 1 1 1 1 0 wsm nopf SP POCO

CVE-2018-19217, CVE-2018-19211 S — =====
CVE-2018-19218' CVE-2018-19218 TWRITE g s%ze 5 i‘t oz(eozoo;)o;)e:er‘ ::;:;:uiger—overflow on address 0x60200000eff0 at pc 0x000000444875 b

rse_csc_reader src/generator_spgemm csc_reader.c:174

CVE-2018-19758 #1 0x405751 in libxsmm_generator_spgemm src/generator_spgemm.c:279
#2 0x40225a in main src/libxsmm_generator_gemm driver.c:318
CVE-2018-19213, CVE-2018-19215, #3 0x7£73105a0a3f in _ libc_start _main (/1ib/x86_64-linux-gnu/libc.so.6+0x20a3f)

#4 0x402ea8 in _start (/home/company/real_sanitize/poc_check/libxsmm/libxsmm_gemm_generator_asan+0x

CVE-2018-19216, CVE-2018-20535,

0x60200000effl is located 0 bytes to the right of l-byte region [0x60200000eff0,0x60200000effl)

CVE-2018-20538, CVE-2018-19755 allocated by thread TO here:
#0 0x7£7310c009aa in malloc (/usr/lib/x86_64-linux-gnu/libasan.so.2+0x989%aa)
CVE-2018-19212 #1 0x443£78 in libxsmm_sparse_csc_reader src/generator_spgemm csc_reader.c:122
#2 0x7ffc367e92bf (<unknown module>)
CVE-2018-19760 #3 0x439 (<unknown module>)
CVE-2018-19757, CVE-2018-19756,
$./img2sixel  POC2
CVE-2018-19762, CVE-2018-19761, e
==624==] OR: Addr itizer: heap ffer-overflow on address 0x60200000a7bl at pc 0x7fcd853aal4c bp 0x7ffd2dcd54d0 sp

CVE-2018-19763, CVE-2018-19763

CVE-2018-20533, CVE-2018-20534, ST ”1““3@"’i/ﬁl‘iii‘i’b?ies_“-timmizﬁyfwz018_197 57

#1 0x7£cd8508bf10 in memset /usr/include/x86_64-linu.

CVE-2018-20532 #2 0x7fcd8508bf10 in image_buffer resize /home/company/real_ sanitize/libsixel-master/src/fromsixel.c:311
#3 0x7£cd8508d5d4 in sixel_decode_raw_impl /home/company/real_ sanitize/libsixel-master/src/fromsixel.c:565
CVE-2018-20539 CVE-2018-20536 #4 0x7fcd8508e8bl in sixel decode_raw /home/company/real sanitize/libsixel-master/src/fromsixel.c:881
’ ’ #5 0x7£cd850c042c in load_sixel /home/company/real sanitize/libsixel-master/src/loader.c:613
CVE-2018-20537, CVE-2018-20540 #6 0x7£cd850c042c in load with_builtin /home/company/real_sanitize/libsixel-master/src/loader.c:782
’ #7 0x7£cd850c43d9 in sixel_helper_load_image_file /home/company/real_sanitize/libsixel-master/src/loader.c:1352
- _ - _ #8 0x7£fcd850c£283 in sixel der_« /home/: y/real_sanitize/libsixel-master/src/encoder.c:1737
CVE 2018 20541’ CVE 2018 20542’ #9 0x4017f8 in main /home/company/real_sanitize/libsixel-master/converters/img2sixel.c:457
CVE_2018_20543 #10 0x7fcdB84a88a3f in _ libc_start main (/1lib/x86_64-linux-gnu/libc.so.6+0x20a3f)
#11 0x401918 in _start (/home/company/real_sanitize/poc_check/libsixel/img2sixel+0x401918)
CVE'2018'20545; CVE'2018'20546; 0x60200000a7bl is located 0 bytes to the right of l-byte region [0x60200000a7b0,0x60200000a7bl)
allocated by thread TO0 here:
CVE_2018_205471 CVE_2018_205481 #0 0x7fcd853b59aa in malloc (/usr/lib/x86_64-linux-gnu/libasan.so.2+0x989aa)
#1 0x7fcd8508belf in image_buffer_ resize /home/company/real_ sanitize/libsixel-master/src/fromsixel.c:292
CVE-2018-20544, CVE-2018-20544

2019/4/30 43



e
ME—BR it

Anlications AFL CollAFL-br Angora GREYONE w o
PP Average | Max | Average | Max | Average | Max é Average\ ( Max in UL e £ Co+filt Readlelf Pldev
Gf2pdf 0 0 0 0 0 0 6 12 5w s :
Tibwpd 0 0 1 3 0 0 21 58| £: £
fig2dev 8 12 11 20 0 0 40 79 B 3
readelf 0 0 0 0 21 27 28 38 i —~ 3
nm 0 0 0 0 0 0 16 72 2" J 2 :
c++AIL 18 30 7 32 0 0 268 575 T Tt % 0 ® B % oeie e
ncurses 7 18 12 23 0 0 28 37 1 — — o .
Tibsndfile 4 13 3 20 0 0 23 33 g 1 0 .2
Tibbson 0 0 0 0 0 0 6 | - F—§ = i
tiffset 22 46 43 49 0 0 83 22 | £ T I R ey |
Tibsass 0 0 0 0 0 0 3 12 i : o IO R =~ Sy
cflow 9 47 7 35 0 0 32 i85 | £, - i RS s ey H
nasm 5 15 20 42 6 12 157 212 , 2l T o . mz .
Total 73 | 181 119 | 229 27 39 [{716 (+501%) J (447 (+631%) G m e mw Time thow) oo
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